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According to a paper by a team at Stanford University, 
a patient who lost her speech 8 years ago due to 
Lou Gehrig’s disease (ALS) recently set a record for 
communicating via a brain implant: 62 words per 
minute. They found that just a few neurons contained 
enough information to let a computer program predict 
what words the patient was trying to say. 

Technology is assisting the healthcare industry in 
various novel ways and across the entire spectrum of 
prevention to cure. It has been helping improve health 
outcomes and delivering superior patient experiences. 
Artificial Intelligence specifically is being applied to 
various use cases. 

DeepMind’s AlphaFold is an AI that predicts the 
structures of proteins. This aids research in molecular 
biology, which in turn helps understand diseases and 
develop drugs. Meta also has a model for predicting 
protein structure – ESMFold. It claims to be much 
faster and uses a technique based on large language 
models. 

Applications of AI to speed up drug discovery have 
shot up in the recent few years. Biotech labs have also 
reported that they are using DALL-E inspired generative 
AI to create models for new types of protein not seen 
in nature and thus, develop breakthrough medicines. 

Experts say that integration of AI in medical devices 
like the ultrasound device, can assist with primary care 
like never before. AI-enabled ultrasound machines at 
home could monitor chronic conditions of patients 
like calculating how much blood the heart pumps out to the body with each beat. This is currently being tested with the 
crew members aboard the International Space Station, who are using ultrasound to assess themselves for eye injuries, 
fractures, and other issues.

Gene editing and CRISPR technology may make it possible to get lifelong protection against diseases. Researchers say 
that in future, one shot could alter our DNA and treat diseases – both genetic and non-genetic. The first human trial of 
a CRISPR treatment has started and gene editing may be ready to go mainstream.

Our first article for this edition discusses some technology trends in healthcare for the year.
Srinivasan Mahalingam has written, Focus Areas to Transform Healthcare Technology.

We have an insightful line up of articles. 

Vishnu Raj has written, How does Malware Analysis benefit Incident Response?

Sundaramoorthy S has written, Open AI for Purposeful Cybersecurity.

Team UNBOX has written, Delivering the Right User Experience in Fintech.

Mandar Gadre has written, Are Your Insights Insightful?

Pramod M has written, How to create a Purpose-driven Organization?

Happy Reading!



What’s New In Tech

AI systems generate original protein

Scientists have created an AI system capable of generating 
artificial enzymes from scratch. Salesforce Research developed 
an AI program, called ProGen, which uses next-token prediction 
to assemble amino acid sequences into artificial proteins. In 
laboratory tests, some of these enzymes worked as well as those 
found in nature, even when their artificially generated amino acid 
sequences diverged significantly from any known natural protein.

Ultrasound on the go with wearable sensor

Engineers and physicians have developed a wearable ultrasound 
device that can assess both the structure and function of the 
human heart. The portable device, which is roughly the size of a 
postage stamp, can be worn for up to 24 hours and works even 
during strenuous exercise.

‘Smart’ walking stick could help visually 
impaired

Engineers at the University of Colorado Boulder are using artificial 
intelligence to develop a new kind of walking stick for people who 
are blind or visually impaired to navigate tasks in a world designed 
for sighted people. With a combination of AI and computer vision, 
these sticks can help people do grocery shopping and choose a seat 
at a public place. 

Speed gene-editing made possible with new  
AI tool

An artificial intelligence program may enable the first simple 
production of customizable proteins called zinc fingers to treat 
diseases by turning genes on and off. The researchers who 
designed the tool say it promises to accelerate the development of 
gene therapies on a large scale.



GS Lab | GAVS recognized by CIO 
Choice 2023 in 2 ‘Large Enterprise’ 
categories!

GS Lab | GAVS has been awarded the CIO Choice 2023 recognition in two categories – Artificial Intelligence 
and Managed Cyber Threat Detection Services.

The CIO Choice platform fosters collaboration between CIOs and ICT vendors, and the winning organizations 
are recommended and recognized by CIOs and IT leaders. The awards were presented at an exclusive 
ceremony at Mumbai, India organized by CORE Media. 

On this prestigious recognition, Balaji Uppili, COO, GS Lab | GAVS, commented, “This recognition is truly a 
testament of the CIOs’ confidence in our solutions and services and the relationships that we’ve nurtured with 
them. Over the years, we have invested in the right partnerships, built competencies in key technologies like AI/
ML, Blockchain, among others and in the cybersecurity domain. With GS Lab and GAVS joining hands last year,  
we are poised to make a significant impact in the healthcare, BFSI and high-tech industries.”

Kannan Srinivasan, Head of Cybersecurity, GS Lab | GAVS, said, “We are grateful to all the CIOs who voted for us. 
Our cybersecurity domain knowledge and 360-degree view of threats combined with the strong team of experts 
help improve the security posture of our customers. We aim to enable CXOs and leadership teams to focus on 
business strategy and not worry about cyber threats.”

Chandra Mouleswaran S, SVP and Head of IP and Infra, GS Lab | GAVS, said, “We are committed to delivering 
near 100% reliability to all business-critical applications of an enterprise through prediction and intelligent 
automation via our AIOps platform, ZIFTM. Our patented algorithms have been developed in partnership with 
IIT Madras. Through our AI based solutions we aim to enable our customers achieve their goals and make a 
difference in the healthcare, BFSI and high-tech industries.”

With our unwavering focus on customer centricity and zeal to deliver superior solutions, we look forward to 
achieving more milestones and reaching greater heights.



I was talking to someone who went through a serious 
illness followed by a complex surgery and an ongoing 
treatment. As a patient, was that person satisfied 
just with getting a good clinical care and the answer 
was no. There were a bunch of other expectations 
– seamless outpatient registration and billing, no 
waiting time to get admitted in the hospital, quicker 
discharge, and post discharge care…the list goes on. 
This demands for the entire Healthcare ecosystem to 
transform.

Providers, Payers, Pharma and HealthTech 
organizations have strengthened their focus on Digital 
Transformation to potentially help minimize cost, 
improve operational efficiency, analyze patient data 
for deeper insights and above all provide personalized 
care.

Digital Technology is key to transforming the 
fragmented Healthcare systems and improve the 
care outcomes. Innovation with the help of digital 
technologies enables easier and cost-efficient access 
to care, diagnosis, and continuous monitoring of 
patient’s health.

In 2023, we expect to see further acceleration of 
digital technology adoption and following are some of 
the trends in Healthcare. 

Value Based Care 

It is aimed at channeling the Healthcare money to 
focus on population health outcomes.

Framing value-based care contracts in place of Fee-
for-service enables more upstream intervention and 
prevents adverse health outcomes. As healthcare 
institutions gradually transition to Value based care, 
EHRs are connected to third-party apps to predict 
patient conditions and to provide useful insights.

Healthcare analytics tools and software analyzes 
massive patient health data collected by an 
organization and turns it into actionable reports. 

Data-driven recommendations enable health systems 
to make quick decisions and streamline the work of 
multiple departments.

AI in Healthcare 

Various AI aligned technologies such as Computer 
Vision, Natural Language Processing and pattern 
recognition are already deeply embedded in the 
healthcare ecosystem and the trend is expected to 
continue in 2023. 

Artificial Intelligence along with Big Data and Cloud 
Computing provide massive scope in the Healthcare 
landscape. Personalization at scale can be achieved 
which will result in relevant and outcome-oriented 
consumer/patient experience. From a clinical area, 
solutions to predict Hospital acquired infections etc. 
are becoming vital to save patient lives.

Outside of the clinical work, AI has applications in 
other areas such as claims processing, analysis 
of Electronic Medical records and operational 
efficiencies like predicting the bed capacity 
management. It is also used in analysis of data 
collected from wearables or in-home sensors to 
provide predictive warning and early diagnosis. In 
essence, AI & ML continue to be a prominent trend in 
healthcare.

Interoperability in Healthcare

The healthcare industry is highly information 
intensive. Patient and clinical information is 
generated at all points of care. There is a greater 
need to integrate the information for better usability. 
Hence, interoperability is a high priority for providers, 
to integrate patient data from within and outside the 
system and merge clinical and administrative data to 
support patient care and business applications.
Interoperability is one of the most powerful healthcare 

Focus Areas to Transform 
Healthcare Technology

Srinivasan Mahalingam
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industry trends that has gained traction for several 
reasons. Healthcare organizations are required to 
implement API-based data sharing in their systems. 
A range of standards defines how to connect multiple 
applications with EHRs and what data to share using 
HL7, FHIR, X12 EDI, etc.

Besides, healthcare interoperability is essential 
to optimize the work of providers. Healthcare 
interoperability facilitates healthcare IT innovations 
since implementing new solutions becomes easier. 
Improving interoperability also supports the growth 
and proliferation of remote medical devices and 
Internet of Medical Things.

Remote Patient Monitoring and 
Virtual Care

RPM refers to use of technology to measure transmit 
patient’s medical/health data to apps or tools. This 
technology aims at reducing the cost of care while 
maintaining high quality of care and improving the 
healthcare outcomes.

RPM enables providers to deliver care outside 
of regular scheduled visits and decentralize 
overburdened hospitals and clinics. Following are 
some of the developments in the area of Remote 
Patient Monitoring.

• Use of sensors at home for monitoring elderly 
population

• Wearable medical devices as a niche market for 
health monitoring

• Use of electronic skin patches and non-contact 
monitoring systems to track patient’s vital signs

Health Cloud

Cloud Migration has the potential to accelerate 
growth and is viewed as a critical enabler for scalable, 
efficient, and integrated IT infrastructure and services.
 
Customers can be substantially benefitted by 
migrating to cloud from legacy systems and 
outdated technology stacks. In addition to handling 
infrastructure cost, adopting cloud can address 
significant problems such as demand fluctuation, 
huge volume of Health record management, 
healthcare specific security and compliance 
requirements. It also helps organizations in building 
data driven solutions leveraging advanced AI and 
MLOps techniques.
Considering the complexity of healthcare data, 

majority of Cloud Service Providers have inbuilt 
framework for healthcare data ingestion and 
management solutions which accelerates building 
intuitive solutions for healthcare around Telehealth, 
Patient Engagement/Patient 360, Care management 
and IoMT. Cloud adoption plays a major part in 
monetizing huge volume of data and enabling 
healthcare organizations shift towards preventive 
care.

Cybersecurity

Today, Healthcare and Technology go hand in hand. 
As organizations become more digital, problems 
related to data security also increases. The top 
cybersecurity challenges facing the healthcare 
industry are in the patient information, medical 
devices, remote access by medical professionals 
and outdated technology. The prevalence of medical 
device hijacking has spawned the use of the term 
“medjacking” to describe these attacks aimed 
specifically at connected medical devices. 

Cybersecurity is and will remain one of the leading 
trends in Healthcare. Care providers and healthcare 
organizations must ensure healthcare regulatory 
compliances, hire cybersecurity consultants, and 
educate staff about possible risks.

To conclude, there is a long way to completely 
transform the entire Healthcare ecosystem into a 
digital and secure environment. To achieve that all 
the stakeholders need to focus on the right strategy, 
especially on the above areas and collaborate to 
make the patient journey seamless.

About the Author

Srini is a senior Healthcare leader at GS Lab | GAVS. He has 20+ years of 
Healthcare industry expertise implementing complex business & digital 
Transformation engagements. He also has extensive experience in Delivery 
management, BPaaS Program management, Product consulting, Solution 
architecture, Business Development and grooming healthcare IT leaders.
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What is Malware?

Malware (MALicious softWARE) is an intrusive 
software that tries to execute unauthorized 
commands in the target system.  The malware can 
exfiltrate data causing severe impacts on the target. 
Malware attack vectors could be trojan horse or virus 
which are localized to infected system and worms 
which could infect the entire network. 

Over the years, variety of malware attack vectors 
that can sneak their way into the IT exoskeleton of 
a company and malwares like rootkits, keyloggers, 
spyware, file infectors, ransomware etc., are used to 
compromise the targets effectively.

malware-based incident and identify additional 
hosts or systems that could be affected. Actionable 
information from malware analysis can help an 
organization more effectively mitigate vulnerabilities 
exploited by malware and help prevent additional 
compromise.

The Value of Malware Analysis 
for Successful Incident Response

Malware analysis is applicable to all phases of 
incident response. The phases include preparation, 
detection and analysis, containment and eradication, 
and post-incident activity. Organizations should 
have their teams properly trained and equipped with 
responders who can quickly and effectively perform 
malware analysis. Without these resources, it’s hard 
to identify malware as the root cause of an incident. 
They may also take longer to contain incidents or 
fail to completely understand and eradicate malware 
from their networks, causing incremental damage and 
loss over time. The phases of incidence response are 
discussed in the picture below.

How does Malware Analysis 
benefit Incident Response?

Vishnu Raj

Incident Response 

On an imminent security breach, incident response 
helps in reducing the loss of intellectual property 
and critical private data. Incident response programs 
strive to limit the damage of an attack, along with the 
cost of recovery. Incident response plan has several 
components like resource identification, preparation 
to technical investigation and containment, but 
malware analysis is one distinct area of security that 
has become increasingly beneficial to the process.

It helps responders understand the extent of a 
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What if an Incident Occurs?

When malware is the source of a breach, knowledge 
of its capabilities and behaviour are crucial to 
effective incident response. Fast and reliable malware 
analysis can reveal the functionality of the malicious 
code. It can identify any changes the malware may 
have made to affected systems, and it can provide 
preliminary host and network-based indicators for 
detection signatures. 

Malware analysis requires in-depth reverse 
engineering of malicious code and unknown software 

for a deep understanding of its capabilities, intent, 
attack vector, motivation, and tactics. Organizations 
should not be scrambling to find and equip malware 
analysts in the wake of a breach. With malware 
analysis, incident response program helps ensure a 
more swift and effective response and containment.

| enGAge Feb 2311Page



Advanced Malware Threats 
through Incident Response -> 
Value of Technical Indicators

The malware used in advanced threats are often 
undetected by common antivirus and network-based 
detection solutions. Targeted attacks using unique 
malware can successfully compromise the intended 
target. 

Malware analysis reveals technical indicators 
that can be used to spot additional infections and 
compromised resources. These technical indicators 
contain forensic artifacts unique to the malicious 
code. They can relate to the way the malware behaves 
or the code itself and can be identified on a host or 
network. 

Technical indicators include traditional forensic 
artifacts such as MD5 checksums, malware compile 
times, file size, name, path locations and registry 
keys. Technical indicators include domain names, 
IP addresses, email addresses, URIs or URLs, or 
any suspicious network communication. Advanced 
malware analysis techniques such as memory 
forensics analysis, identification of running process 
components, and imported/exported libraries used 
by an executable, are used to find the technical 
indicators.

Post-Incident Activity

Post-incident activity is probably the most important 
phase. During this phase, information learned 
by malware analysis should be documented and 
included in the incident summary reports or separate 
malware analysis documents for dissemination. The 
information should be used to help prevent future 
malware-based incidents of similar nature and bolster 
the capabilities to defend against future threats.

Malware Analysis 

Malware analysis is the process of extracting 
information from a malware to study the origin, 
function, and impact of the malware. The main 
objectives of malware analysis are to: 

• Identify and understand the type of malware and 
its functionality.

• Finding how the system is infected and define the 
severity of the attack.

• How cybercriminals communicate with the 
malware.

Malware analysis is an important constituent in the 
incident response plan and various use cases for 
malware analysis is shown in the diagram below.

| enGAge Feb 2312Page



About the Author

Vishnu Raj is a part of the GAVS Security Practice (Red Team Member). He’s 
passionate in building secure apps as he believes everyone deserves privacy.

Types of Malware Analysis

• Static Analysis: Static analysis is analyzing the 
software without executing it. It is simple but it 
cannot analyze sophisticated malware. Details 
like file type, encoded binary file, file obfuscations 
can be determined in static analysis.

• Dynamic Analysis: Dynamic analysis is executing 
the malware and observing its behavior while the 
infected system is isolated from the network. The 
responses to the malware requests are simulated 
to monitor the behavior. Dynamic analysis 
helps to remove the infection and focuses on 
consecutive activities, file system, registry, 
network, and system calls.

• Memory Forensics: Using a memory image 
to determine information about the programs, 
operating system, and state of the infected 
system. It involves memory acquisition and 
memory analysis. Memory forensics helps to 
congregate information like past and current 
network connections, keystrokes entered, open 
files and registry associated with the process, 
rootkit detection, code injection and other 
forensic artifacts.

Automating Malware Analysis 

Automated solutions simplify malware analysis 
greatly by helping the analysts to check files, 
suspicious URLs, endpoints, and memory dumps at 
scale, instead of doing it manually. Automation saves 
time, effort and helps overcome the skills shortage. 
Automated solutions aren’t complicated, so beginner 
analysts can use them too.

Besides automation, practices that can be 
implemented for malware protection:

• Scanning systems regularly

• Employing security best practices like firewalls 

and anti-phishing prevention

• Creating regular backups

• Updating systems and applications regularly

• Employing measures to prevent social 
engineering attacks

Importance of Malware Analysis 
in an Organization

With malware causing so many security breaches, 
strong analysis is required for effective incident 
response. So, organization should conduct 24/7 
security threat research, vulnerability analysis and 
incident response. An incident response program that 
includes expert malware analysis helps responders 
identify malware-based incidents and understand 
their ramifications. Actionable information and 
early intelligence from malware analysis can help 
an organization be more aware and help prevent 
additional compromise.

References:

• https://informationsecurity.report/Resources/
Whitepapers/51e831f9-aeef-41a4-b2e9-
5162a2ac5f65_How%20Malware%20Analysis.pdf  

Sources:

• https://www.researchgate.net/profile/Mariwan-
Ahmad/publication/340770783/figure/fig1/AS:
882090539233283@1587318181208/Types-of-
Malware-7.jpg

• https://www.yeahhub.com/wp-content/
uploads/2017/01/malware.png
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When I decided to write an article on this topic, it 
was brand new to the industry; but when this article 
is published it could be a familiar one. Yes, it’s none 
other than ChatGPT. It is OpenAI’s long-form question-
answering AI that answers complex questions 
conversationally.

Most of us know what it is, but I would like to iterate 
on how we could effectively utilize ChatGPT for 
strengthening Cybersecurity and other business 
domains.

ChatGPT for Business

As ChatGPT is already being utilized by key IT 
business players for their internal business purposes, 
it is a proven fact that, in a near future ChatGPT will 
be a common platform for most digital businesses. 
It could be serving as base platform for many 
businesses, the OEMs should ensure that the is 
product is fool-proof.

OpenAI for Purposeful 
Cybersecurity

Sundaramoorthy S

Fig 1.1 ChatGPT as common platform for all the domains
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As we see in the above pictorial representation, it 
is possible that business across various domains 
start embedding ChatGPT as a service in various 
offerings which they give to their end customers. As 
a result of this, defects, bugs, or improper directions 
in the common platform will reflect in all the domains 
across businesses globally. The bugs and defects 
may be minor, but when large number of customers 
use it, the impact could be exponentially massive. The 
impact of these defects may not be predictable and 
its consequences when cascaded to multiple levels 
will affect humans and potentially the environment 
too. 

ChatGPT ingests vast volumes of data available 
which forms the basis of its responses. Thus, it can 
propagate human biases and discrimination. 

ChatGPT for Cybersecurity

Below are few purposeful ways which ChatGPT could 
be used

• To develop cybersecurity polices, scripts and 
reports

• To identity the social engineering threats in 
conversations

• Could help developers in preparing the draft 
version of the code for requirements

• Could help in identifying, preventing the 
cybersecurity attacks by analyzing large volumes 
of data

• Could be used to calculate the volume, scope and 
type of the cyber attacks

• Could react to cyberattacks by disconnecting the 
key applications, systems and servers involved in 
the attack

• Could give alarms to security teams, groups on 
the potential suspect attacks

• Could be used in vulnerability testing, writing 
Firewall rules, report generation among other 
things

• Could be used in proactive monitoring 

Areas of Concern

• Since ChatGPT is still in the training mode, 
the results provided is not completely reliable 
and reacting or responding to completely new 
scenarios is questionable

• Extensive testing should be done before 

implementing open AI with domains like Banking, 
Healthcare, and cybersecurity, since minor 
gaps may lead to highly negative impacts/
consequences

Steps to be taken

• Well-defined directions should be given to the 
integration platforms on how it could be used, 
implemented, and integrated for purposeful and 
safe utilization

• Segregation of duties on what to respond or 
assist to be clearly defined by the OEMs to avoid 
the OpenAI being used by hackers and malicious 
players

• Rules and regulations play a key role in bringing 
new product being used for constructive 
implementation 

We all need to accept the fact that pros and the 
cons are equally distributed in all the emerging 
technologies. How we use it makes all the difference. 
Let’s use it constructively and encourage others to do 
so.

About the Author

Sundar has more than 19 years of experience in IT, IT security, IDAM, PAM 
and MDM project and products. He is interested in developing innovative 
mobile applications which saves time and money. He is also a travel 
enthusiast.
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Fintech marries the intricacies of finance with 
technology to offer various global digital solutions. 
Globally, most financial institutions now have digital 
offerings, including mobile apps and messaging 
services, to cater to their customers.

Digitalization of products and services has opened 
new avenues of revenue for players in the banking and 
financial sector, driven by emotions and experience. 
To that end, businesses must have user experience 
as one of the cornerstones of digital transformation. 
Traditional software engineering practices in fintech 
have not placed much emphasis on user experience 
design for fintech apps. To withstand the competition, 
today’s products need to prioritize customer 
experience and engagement, and hence design of the 
right fintech app UX is gaining prominence. According 
to The Gartner 2021 Legacy to Digital Platform Survey, 
the primary reason to invest in a Digital Banking 
Platform (DBP) is Customer Experience (CX) and User 
Experience (UX) modernization.

Importance of UX in Fintech

An application may be feature rich and cover the 
entire gamut of offerings, but yet remain ineffective 
and unused by users without proper UX design. 
Fintech UX Design is more about science that focuses 
on data, user behavior, design patterns, and creating 
products that will solve customer pain points. The 
right fintech UX would make complex tasks more 
manageable and intuitive, ultimately making it easier 
for users to manage their finances.

Challenges in Fintech UX Design

• Enterprise applications with varied workflows and 
complex features can be intimidating to users

• As these apps gather sensitive information, 
security and trust become primary areas of 

concern

• Banking and financial app design must support 
progress and task completions in the journey, 
especially when used for services such as loan 
approvals or account openings

• Regulatory compliance is critical for the success 
and usage of these apps

• A flexible design that offers customers 
personalized experience and accessibility is key

• Information and product offerings must be 
showcased through optimized flows without 
clutter

Creating a frictionless experience helps customers 
enjoy using the products and services better. A 
study done by the University of Michigan found that 
people considered a banking application with a good 
design to be more trustworthy. As a result, a good UX 
design for banking and financial apps helps improve 
the conversion rate. UX has also proven to be the 
competitive advantage a business needs to beat 
out the other players, because customers expect a 
clean onboarding process, mobility, simplified user 
navigation, gamified offerings, and data visualization. 
Not keeping up with the moving trends can cost the 
company in terms of market share and brand value.

UX Trends

One of the most popular fintech UX trends is 
personalization – personalizing fintech app 
experience based on user journeys. This decreases 
cognitive labor on the user’s side and ensures the 
app looks and feels customized to their needs. 
Another trend that is gaining momentum is Artificial 
Intelligence. Artificial Intelligence is on the rise as it 
helps collect data, analyze personal spending habits, 
and more. Introducing AI to offer personal financial 
assistance to app users offers brands a competitive 
advantage in the market. AI helps replicate the

Delivering the Right User 
Experience in Fintech

Team UNBOX
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and efficient fintech application. These guidelines are 
as follows.

• Create a user-centric approach to design to 
reduce the overflow of information

• Use relevant CTAs to improve the user journey

• Ensure the interaction between the user and the 
application is friction-free so that the customer 
can seamlessly use the app

• Design for trust and transparency with 
communication at the center of the product 
offering

• Take a digital-first approach to create a 
conversational and personalized user experience

• Focus on creating a positive habit-forming design 
by gamifying usage with rewards, daily alerts, and 
other interactive features

Future of UX in Banking and 
Fintech Products

Customer expectations are ever-changing, and the 
BFSI industry must keep up with the current trends to 
stay ahead of the competition. To create a positive 
and inviting user experience with digital services, 
banking and fintech products must maintain a clean 
and helpful UI/UX design while investing in newer 
fintech app development technologies.

GS Lab | GAVS can help you transform your current 
products and develop new products at scale. Having 
developed more than 300 products, many of which 
are first-of-their-kind, our product engineering teams 
take ownership, go beyond the call of duty, and add 
value to our customers. UNBOX is a UX practice at GS 
Lab | GAVS, where we design world-class yet practical 
digital experiences for our customers. In numerous 
engagements, we have been involved in various 
stages of the product engineering and development 
lifecycle, including PoCs and MVPs. Our experience in 
banking UX allows us to navigate vast domains and 
different customer segments easily. Unboxing user 
experience aspects at an early stage of the product 
surely does reap benefits later. We, at UNBOX, have 
been involved in delivering such experiences and have 
partnered with our customers product journeys in the 
following areas:

• Digitizing card personalization flows

• Investment solutions

• Insurance provider recommendation

in-person experience that would encourage users to 
come back to the application.
For security against cybercriminals, Blockchain 
technology is widely used. Blockchain helps develop 
an ecosystem of fintech apps that helps improve 
the security of digital transactions, which no one 
outside the system can control. Similarly, biometric 
technologies are used by fintech companies to track 
customer behavior, recognize account owners from 
fraudsters and help improve system security. With 
a growing number of apps, customers prefer to 
handle everything under one umbrella. To that end, 
third-party integration is a welcome trend as it allows 
users to access various products at their fingertips. 
While being able to access multiple related products 
without leaving the current context definitely creates 
a smooth experience, without having to force the 
user to switch in and out of their contexts. Robust 
app security gives users the assurance that they 
and their data are safe in the applications hands. 
Though all of these do not seem directly related to 
fintech UX design, they are nevertheless of paramount 
importance.

Guidelines to Build Fintech Apps

Fintech UI/UX designers involved in development 
of banking and fintech products must familiarize 
themselves with the latest trends and technologies 
to create the best possible experience for users. 
There are four components to building a fintech app – 
product portfolio, analytics, open banking ecosystem, 
and omnichannel customer engagement. To address 
the growing importance towards user experience, 
Gartner created a set of design principles that will 
support the digital banking and financial services 
platform’s architecture

• Define IT capability to ensure it meets the 
business objective

• Identify if new Lines of Business (LoBs) must be 
created

• Highlight design principles that will form the core 
of the application

• Deep dive into the various platform components 
based on the level of priority

• Map functional capabilities with tools and 
technology solutions that support them

While the Gartner guidelines focus on the business 
objectives of building apps, designers and developers 
must have a set of guidelines that help build a clean 
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Unbox is a User Experience team at GS Lab | GAVS. The team prides itself on 
being the experience strategists who elevate their client’s digital growth and 
add to their business value.

Focus areas of the team being Branding, User Research, Visual Design and 
User Testing. Team has a mix of skills like Researcher, Information Architect, 
Interaction Designer, Brand Designer and Visual Designer. Team specializes 
in user research, working on new product concepts, redesign/revamp of 
existing products and feature enhancements. Team also helps in discovery 
phases involving UX for early product validation from business users. Agile 
collaboration with UI development teams to ensure the required product 
experience.

• Lending Solutions

• Banking

You can find more information on our services here.
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Actionable Insights and Data-driven Decisions are 
buzzwords we hear all the time. The idea that an 
organization is completely data-driven is alluring 
but is not an easy milestone to achieve. We now 
have the luxury (and a potential problem?!) of ‘too 
much data’ through digital transformation, but that 
hasn’t translated to a proportional increase in being 
truly data driven. Some of the challenges include 
outdated data modeling that hasn’t scaled at the 
speed of digitalization, exorbitant costs of big data 
management and advanced analytics tools, data 
locked in organizational silos, unavailability of high-
quality trusted data, and lack of skills to extract the 
right insights. However, the biggest challenge is in 
tightly integrating available insights and business 
actions.

Data-> Analytics-> Insights-> Actionable Insights-> 
Action-> Outcomes

A data-driven decision tells you when to act and more 
importantly, when not to act! Data-driven decisions 
enable business agility, innovation, customer 
engagement, and retention.

An insight that is actionable needs to be:

Aligned and Relevant

The goals and the KPIs/metrics aligned to each goal 
need to be clearly defined first. For example, in a 
manufacturing plant, it is imperative to improve OEE 
(Overall Equipment Effectiveness) to achieve higher 
profit margins. For this, the most important metrics 
are Equipment Availability (run time as a fraction of 
available production time), Performance (number 
of parts produced by the equipment * ideal cycle 
time as a fraction of run time), and Quality (number 
of acceptable parts produced by the equipment as 
a fraction of the total number of parts produced). 
Predictive analytics would be able to forecast 
equipment failure or when maintenance would be 
required. Prescriptive models would help preempt 

remedial action before the failure or performance 
degradation occurs. That these insights reach the 
right people at the right time is important.

Contextual

Context is everything. An insight taken out of 
context and actioned can do more harm than good. 
Historical context helps establish baseline behavior 
and determine deviations from the norm. Continuing 
the above example, if the current OEE being reported 
is 70%, it would be an improvement if the average 
was 65% in earlier comparable time periods; but 
questionable if that average has been 75%. Or, if there 
are seasonal process variations (for ex: taking into 
consideration changes in raw material, or process 
temperature required), then cycle time changes need 
to be accommodated within that context.

Specific

An insight must be specific enough to tell you the 
what and the why before it is ready for primetime. 
In the above example, comprehensive OEE analytics 
should reveal which of the components have 
worsened over time, and highlight which ones need 
attention. If equipment availability is affected due to 
frequent breakdowns, it points to the need for closer 
monitoring and a disciplined preventive maintenance 
schedule.

Clear

It is best to stay away from flashy analytics because 
they could distract from what is important. An insight 
should be communicated clearly to avoid ambiguity 
in interpretation. Clean and simple messaging and 
visualization can ensure that the insight is not lost 
amidst the noise. How information is laid out is 

Are Your Insights
Insightful?

Mandar Gadre
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important – for ex:, the visualization should start with 
the key drivers of OEE and then drill down deeper into 
the contributing factors.

In essence, Clarity over Complexity, Context over 
Contradiction, and Specificity over Vagueness 
improves the quality of analytics – and hence the 
insights from it.
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development. He holds a B. Tech from IIT Bombay and Ph. D. from Arizona 
State University.
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Why?

The most important business strategy that 
differentiates a firm from another is the very purpose 
on which the organization is built and how best is 
the purpose absorbed and driven organization wide. 
When companies like Tata, Infosys, were founded on 
a purpose, it was overlooked because of the prevailing 
context for organizations was purely transactional. 
However, there was a tectonic shift in the 
perspectives during the early 2000s where it became 
more relational. Companies realized that insights are 
more important than information; empowerment is 
more important than experience. 

A recent interview with Mr. N.R. Narayan Murthy, at 
Infosys@40 on CNBC-TV18 reiterated the fact of the 
very purpose on which Infosys is built

 - Seek respect from every stakeholder

 - Democratize the wealth to stakeholders (Infosys 
was the first private company to introduce 
employee stock options)

 - Prove, that a company built in India can serve the 
needs of the global audience

This propagated the values of CLIFE (Client value; 
Lead by example; Integrity & Transparency; Fairness; 
Excellence) in Infosys on which the empire was built. 

Similarly, the Tata empire which was built on single 
purpose of ‘Trust’ and that is the reason why most of 
their products will always have a loyal customer base 
no matter in which sector they diversify. These are 
purposeful India-born companies that are leading by 
examples.

How?

Like always, any great initiative should always start 
within. Building purposeful organization starts from 
employees and other stakeholders where they are 

How to
create a Purpose-driven 
Organization?

Pramod M

treated as “purpose assets” instead of “transactional 
assets”. The first and foremost task the organization 
should do is to make employees find meaning in what 
they do and why they do. 

5 Questions to Help Employees 
Find Their Inner Purpose (hbr.org)

What employees really need, to feel engaged with and 
satisfied by their jobs, is an inner sense of purpose. 
As Deloitte found in a 2016 study, people feel loyal 
to companies that support their own career and life 
ambitions — in other words, what’s meaningful to 
them. A leader should be able to instill and foster 
this inner sense of purpose. The following are the 
questions that leaders may pose to help employee 
identify their inner purpose

 - What are you good at doing? – the idea is to 
identify the strengths 

 0 Which work activities take less effort?

 0 What have you got the recognition for?

 0 What do you take because you believe you 
are the best person?

 - What do you enjoy? – the idea is to rethink/
rediscover what they love about work

 0 What do you look forward to doing?

 0 What is it that energizes you further when 
you look at the calendar?

 - What feels most useful? – the idea is to make 
them feel how important they are

 0 Which work outcome you take most pride in?

 0 Which of your tasks are most critical for the 
team and organization?

 0 What are the highest priorities in your life 
and does work fit in?

 - What creates a sense of forward momentum? – 
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the idea is to make them understand how keen 
the company is to become a part of their success

 0 What are you learning that you’ll use in the 
future? 

 0 What do you envision for yourself next? 

 0 How’s your work today getting you closer to 
what you want for yourself?

 - How do you relate to others? – the idea is to 
identify themselves as social person

 0 Which working partnerships are best for 
you? 

 0 What would an office of your favorite people 
look like? 

 0 How does your work enhance your family 
and social connections?

When people are posed to answer these questions 
and when companies act accordingly, people feel 
more connected, more secured, and importantly 
more purpose driven. So, as a reciprocating behavior 
people tend to take interest in what makes company 
purposeful and act towards it. This must be a 
combined effort from each function right from HR, 
Finance, Marketing, Engineering and Leadership 
to follow it to the core and execute it to perfection. 
The responsibility of a leader is to identify suitable 
catalysts within each function and make him/her 
an internal ambassador who carries the baton of 
instilling the thought process around purpose and 
execute it.

Craft your work – and make work 
a craft (hbr.org)

Yale Professor Amy Wrzesniewski once conducted an 
in-depth study of hospital custodial staff to determine 
what helped certain members of the custodial 
team excel. The results were both fascinating and 
revealing. She found out that some of the staff 
created their work from what they have been assigned 
which they found meaningful and worthwhile like craft 
the work and also a closer look also revealed that this 
crafting was also a demonstration of treating work as 
craft — focusing on the skill needed to complete one’s 
work and dedicating oneself to perfecting those skills.

To sustain every company must not only be 
profitable but also be purposeful and should identify 
aspirational ambassadors who can ignite the sense 
of purpose in everyone around them. Purpose isn’t 
magic, it’s something we must consciously pursue 
and create. With the right approach, almost any 
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job can be meaningful transforming successful 
organizations to purposeful organizations.
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• Ask Your Employees These Questions. They Will 
Thank You (hbr.org)

• To Find Meaning in Your Work, Change How You 
Think About It (hbr.org)
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He that can have patience can 
have what he will.

Benjamin Franklin
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