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“It’s not what you look at that matters, 
it’s what you see.” 

Henry David Thoreau



We must believe that we are gifted for 
something and that this thing must be 
attained.

Marie Curie
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There has been a lot of buzz around the news of a 
certain AI becoming ‘sentient’. LaMDA (Language 
Model for Dialogue Applications) is an advanced form 
of chatbot that is trained on dialogue. It can engage 
in free-flowing conversations on a vast number of 
topics. This allows it to interact in a natural and more 
human-like way. With the help of deep learning and 
vast amounts of training data, LaMDA is being taught 
to converse in a way that seems to have been written 
by a human instead of generated by a machine. 

While this has various use cases, it also poses some 
concerns, one of which came true when an engineer 
at Google was convinced by his conversation with 
LaMDA is sentient. Sentience is about experiencing 
feelings or emotions. When conversing with a chatbot 
that so closely mimics human conversations, it is easy 
to project our own emotions onto the machine. Experts 
are calling this ‘anthropomorphizing’ —mistakenly 
attributing human characteristics to an object or 
animal. Many say this is the trap that the Google 
engineer had fallen into. Since he had conversations 
with the computer about feelings and emotions, he 
started believing that it could actually feel those 
emotions instead of just being able to talk about it.  
However, experts say, “the risk here is not that the 
AI is truly sentient but that we are well-poised to 
create sophisticated machines that can imitate 
humans to such a degree that we cannot help 
but anthropomorphize them—and that large tech 
companies can exploit this in deeply unethical ways.”

AI systems are more efficient than humans in certain tasks and by assigning them those tasks we are feeding them 
with a lot of data. By marketing the realism and humanness of AI, big companies can get us to let down our guards 
with such AI and in turn capture a lot of data about us and use it against us. This should be our concern of AI systems 
for now, not whether they are turning sentient. 

There are some insightful articles in this edition. 

Shivakumar D has written How can we Ensure Compliance of New Privacy Laws?

Sundaramoorthy S has written Role of SSE in Global IT Infrastructures.

Akansha Paliwal has written Cybersecurity Imperatives for BFSI.

Rajeswari S has written Role of Technology in addressing Behavioral Health Issues.

Pramod Mullagiri has written Rising Inflation and its Impact on Global IT Services

Priyanka Pandey has written Do Women make better Whistleblowers?

Happy Reading!



What’s New In Tech

LEGO-like artificial intelligence chip built

MIT engineers have built LEGO-like AI chips that is stackable and 
reconfigurable, for swapping out and building on existing sensors 
and neural network processors. Smartphones, smartwatches and 
other wearables could be upgraded with the latest sensors and 
processors that would snap onto a device’s internal chip.

Breaking AIs to make them better

Current AIs are very accurate but inflexible at image recognition. 
Exactly why this is remains a mystery. Researchers have developed 
a method called ‘Raw Zero-Shot’ to assess how neural networks 
handle elements unknown to them. The results have the potential 
to help researchers identify the common features that make neural 
networks ‘non-robust,’ and develop methods to make AIs more 
reliable.

Creating AI that acts more human by ‘knowing 
that it knows’

A research group from the Graduate School of Informatics, 
Nagoya University, has taken a big step towards creating a neural 
network with metamemory through a computer-based evolution 
experiment. Development of metamemory in AI system allows it to 
adjust its understanding based on what it already knows, learning 
and evolving based on its environment as humans do.

Tiny fish-shaped robots swims around and 
picks up microplastics

Researchers in American Chemical Society’ Nano Letters have 
created a light-activated fish robot that “swims” around quickly, 
picking up and removing microplastics from the environment. The 
researchers showed that the swimming fish robot could repeatedly 
adsorb nearby polystyrene microplastics and transport them 
elsewhere.



While the privacy laws have been present in 
around 130 countries worldwide and amount to 
approximately close to 500 laws, companies have a 
lot of work to do to stay compliant on the new privacy 
law that was brought into force recently in some 
countries. It has become a very cumbersome task to 

keep track of the latest development in privacy laws 
since the sector has been seeing new privacy laws 
ever so often. But this only means that countries 
and regulators are moving in the right direction to 
improving and maintaining the privacy of personal 
data. 

How can we Ensure 
Compliance of New 
Privacy Laws?
Shivakumar D

How Do We Keep Up?

The EU GDPR was not the first privacy regulation on 
the books but was the first major regulation which 
brought comprehensive oversight on the privacy 
needs. Other regulations like the CCPA followed and 
were quite similar to GDPR but still being different 
in its target regulations. An organization that is 
spread across multiple locations across the globe 
and provides services with a vast number of clients 
across countries need to stay up to date on their 
privacy compliance or have to be subject to heavy 
fines and lawsuits. One approach is to follow the 
most stringent regulation so that compliance with 
other regulation might be easier. Most of the time, 
this approach is easier said than done whereas even 
after three years of the GDPR being enforced, lot of 
companies are struggling with staying compliant.

Steps to ensure Compliance

1. Increase awareness across the business units in 
the organization

2. Periodic audit of all the personal data

3. Regular updating of the privacy notice

4. Review procedures supporting individual rights 
and data subject access requests

5. Document all the legal basis for processing 
personal data

6. Establish procedures to detect, report, investigate 
and mitigate a personal data breach

7. Review process around Data Privacy Impact 
Assessments (DPIAs)

8. Appoint a Data Protection Officer (DPO)
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9. Review the data that you hold on children

10. Review how you seek, and record consent

At GS Lab | GAVS, we take a holistic approach on 
staying compliant with emerging privacy laws. It 
is important to have a solid understanding of the 
data flow of any data stored or processed within 
the organization. This provides a strong foundation 
to navigate through managing and implementing 
complex privacy measures. GDPR is undoubtedly one 
of the more comprehensive regulations but is also 
vague. This leaves most organizations having to do 
the guesswork on interpreting the regulation since 
it is unchartered territory for most. Having a robust 
legal counsel might be one part of the solution to 
help with law interpretation and avoid speculative 
approach on the interpretation of the regulation too. 
To go beyond a simple one-size-fits all approach, 
a company’s privacy leaders must have a strong 
understanding of the many different privacy laws of 
relevant jurisdictions. Key areas of difference to focus 
on include what constitutes sensitive data, limits 
on automated data processing, legitimate bases for 
processing data, and the rules of consent, among 
other things. 

Conclusion

These solutions might not necessarily ensure robust 
compliance, whereas continuous improvement and 
innovation will. An organization must not only strive 
for external business growth but also look internally 
to achieve that goal. It is important for a company 
to encourage innovation and take holistic view in 
what would be the best approach in implementing a 
particular regulation. This will give rise to new ideas 
and keep the company fueled with what is necessary 
to achieve the next business goal. 

About the Author

Shiva has more than 10 years of experience in Operations and Consulting 
and is leading the Data Privacy function at GAVS. He is passionate about 
driving innovative solutions around Data Protection. Outside of work he loves 
to travel and experience new places and culture. 

He is driven by this quote - “Your success will be determined by your own 
confidence and fortitude”.
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As technology trends in network security are 
increasingly focused on managing the global 
threat surfaces, lets discuss how SSE is playing an 
important role in defending IT Security.

What is SSE?

SSE is a collection of integrated, cloud-centric 
security capabilities that enables safe access to web, 
SaaS applications and private applications. Security 
Service Edge (SSE) is an emerging cybersecurity 
concept introduced by Gartner in 2021. SSE can be 
considered a subset of the secure access service 
edge (SASE) framework. 

With the trend of hybrid work culture, utilization of 
SaaS applications is increasing, private and vendor 
applications are moving to the public cloud, due to 
this changing model, IT stakeholders are interested 
in moving to the latest network security methods to 
protect their data, improve the user experiences and 

optimize IT costs. As a result, SSE platforms is the 
solution to the modern need of IT giants to ensure 
network security. 

Role of SSE 

The role of SSE is vital in the organizations where 
security is crucial. A combination of SSE provides 
end-to-end security to protect the networks from 
partners, vendors, employees, and external users 
from accessing the data, applications, and resources. 
As the remote and hybrid work culture continue, SSE 
ensures the data, applications accessed by the users 
in remote, mobile and hybrid modes remain protected.

To reduce risk, organizations need a security platform 
that integrates endpoint with SSE, which integrates 
UEBA, Advanced DLP, Enterprise Digital Rights 
Management (EDRM) and Zero Trust to ensure data 
security during the business transactions. 

Role of SSE in
Global IT Infrastructures

Sundaramoorthy S
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SSE Core Services • Cloud Access Security Broker (CASB) - CASB 
works as a form of cloud-based security. CASB 
focuses on tracking data transfer from one cloud 
environment to another. The integrated CASB 
API based system communicates between the 
various applications commonly utilized by SSE 
networks. The benefit of using CASB is that it is 
easy to update, and its integration capabilities 
with new SaaS programs as they are introduced. 
CASB is a must for SSE.

• Cloud Secure Web Gateway (SWG) – SWG 
protects users from external threats and enforces 
the organizational policies. It is responsible for 
directing the users to the desired web URLs and 
perform actions such threat monitoring, URLs 
filtering, web visibility, access control and other 
security defence mechanisms.

• Firewall-as-a-service (FWaaS) - FWaaS protects 
cloud-based data and applications and ensures 
the firewalls are delivered in the Entity. FWaaS 
provides reliable apps and security enforcement 
policies across all the locations and the 
users. SSE uses FWaaS features to tune the 
network traffic from multiple sources (Mobile, 
datacentres, Cloud, and branch offices).

Difference between SASE and 
SSE

SSE is a subset of SASE, where the SASE provides 
the combination of Networking and security, but SSE 
provides security of SASE. SSE combined with SD-
WAN forms a comprehensive SASE platform.

Core Services of Security Service Edge

• Zero Trust Network Access (ZTNA) – Restricts 
access to internal applications and devices for 
the users based on the roles and responsibilities. 
Enforcing the principle of Zero Trust least 
Privilege, ZTNA of SSE focuses on the Identity 
and Access Management (IAM) by using the 
key pillars of Single Sign on (SSO) and Multi 
Factor Authentication (MFA). ZTNA also enforce 
the granular access. Since it focuses on which 
user can access what resources with required 
governance, it helps reducing the threat surface 
from the cyber attacks

Fig 2.1 Difference between SASE and SSE
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Benefits of SSE

• Improves visibility and Control
• Protect business critical data and Identities
• Secures cloud and web  
• Proactive mitigation of threats
• Increased flexibility
• Cost reduction

SSE and SASE are just frameworks. It’s up to the 
organizations to find a vendor that suits their 
requirements. Organizations could evaluate the 
vendors for each of the above services of SSE for 
deployments and solutions.
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Over the last few years, every industry has been 
a victim of cyber threats and attacks. Cyber risk 
is highly prevalent in industries where there is an 
availability of sensitive and confidential information. 
Some at high-risk industries include banks and 
financial institutions, healthcare, corporations that 
focus on intellectual property, contract deals, and 
higher education. Boston Consulting Group reported 
that BFSI companies are 300 times more at risk 
of cyberattacks than others. While it is difficult to 
eliminate these risks entirely, players in the industry 
need to fully understand the challenges and improve 
their defenses to mitigate the risks.

Common Cyberattacks in BFSI

As banking and other financial institutions 
increasingly embrace digital innovation, it has also 
led to several risks and challenges that make these 
businesses vulnerable to attacks. Before focusing on 
the various types of cyberattacks, it is necessary to 
understand the current landscape of the industry and 
its driving factors:

• The pandemic forced changes to the workplace 
by taking several in-house digital tasks online. 
The dependency on cloud-based software 
increased, and new cyber risks and threats 
emerged.

• Financial institutions relied on IT infrastructure 
through digital innovations to introduce virtual 
financial services such as digital accounts, card-
less transactions, and more. While this enhanced 
customer experience and accelerated usage of 
online banking services, cybercriminals leveraged 
the information stored/exchanged to threaten the 
safety of the customer data.

• With newer banking ways, various regulatory 
bodies worldwide have established new rules to 
regulate financial services. There are more than 
30 cybersecurity regulations in the US to prevent 

Cybersecurity 
Imperatives for BFSI

Akansha Paliwal

misconduct and misuse of customer data.

As technology actively evolves, financial institutions 
are still learning the lay of the land. However, this 
learning curve is being used as a mining ground for 
cybercriminals threatening these institutions through 
various cyberattacks. Some of them are:

Phishing Attacks

Phishing-as-a-service (PhaaS) has become a 
comprehensive business model where attackers 
use various methods to infiltrate the system. This 
includes using website hosting, phishing emails, 
and spoofed sign-in pages. Phishing attacks also 
include criminals impersonating as representatives 
of institutions to trick users into clicking malicious 
websites, prompting transactions to gain access 
to their bank accounts. In September 2021, a new 
malware campaign called MirrorBlast was launched 
against financial institutions. This malware is spread 
through an excel document attached to an email to 
gather intelligence.

Distributed Denial of Service (DDoS) Attacks 

DDoS is gaining momentum among cybercriminals. 
In this type of attack, the website is flooded with 
traffic that affects business operations. When a 
banking institution comes under the radar for DDoS, 
it can result in heavy financial loss due to downtime. 
Experts also suggest that DDoS attacks are done 
as a distraction to consume IT attention to instigate 
malware or data breaches on critical systems. 
According to Radware’s Threat Research team, there 
has been a 30% increase in DDoS attacks globally. 
One of the biggest DDoS attacks happened in 2021 
when more than 800 German cooperative banks were 
affected by an attacker’s attempt to overwhelm the 
server with high traffic volumes.

Advanced Persistent Threat (APT)

APT is when a group of cybercriminals collaborate 
and attack financial institutions by sharing attack 
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TTPs and tools. Through APT tools, criminals try 
to seal and encrypt data to extort money or cause 
further damage to the brand. Ransomware, data 
breaches, and malware are some of the common APT 
techniques used.  In the U.S., an APT group used a 
backdoor implant delivered through a spear-phishing 
email to transfer large volumes of money into 
foreign bank accounts and for executing fraudulent 
transactions. According to Trellix Advanced Threat 
Research Report, 37% of APT detections were found 
in the banking and financial sector in Q3 2021. 
Carbanak is one of the most popular APT groups that 
target the banking industry.

Global Regulations

Various global cybersecurity regulations support data 
security and improved data breach resilience. The 
most widely mandated regulations include EU-GDPR, 
ISO/IEC 27001, BSA, PSD 2, and others.

The SolarWinds Corp. and Colonial Pipeline Co. 
cyberattacks were some of the biggest cyberattacks 
in recent times. In the light of these events, the 
Federal Reserve Board, the Federal Deposit Insurance 
Corporation (FDIC), and the Office of the Comptroller 
of the Currency (OCC) implemented a new rule 
that requires “banking organizations” to notify their 
primary federal regulator within 36 hours in the event 
of certain types of computer security incidents. This 
regulation came into effect on 1st April 2022, while 
BFSI players and their service providers must comply 
by 1st May 2022.

GAVS recommends taking preventive measures to 
curb cybersecurity threats and risks. Banks and other 
financial institutions must develop a compressive 
cybersecurity program to send alerts to regulators 
within hours of any cyber incident to comply with the 
new regulations. While this is a reactive approach that 
will help regulators prepare for better governance, 
organizations must also invest in cybersecurity 
solutions that will help detect, report, and mitigate 
cyber threats while maintaining the confidentiality of 
information systems.

With new regulations mandated by governing bodies, 
the first and foremost step in cybersecurity planning 
will be to formulate policies that address cybercrimes. 
These policies must include approval protocols, a 
procedure to backup data, list of unauthorized or high-
risk applications or software. When these policies 
are in place, the next imperative will be education. 
All employees must be trained on taking customer 
calls, sharing confidential information, and clicking on 

emails from unknown senders. Financial institutions 
need to educate their customers since cybercriminals 
can use their accounts as a trojan to enter the 
system. While these are the basic steps, banks must 
focus on advanced measures simultaneously. This 
would include using a firewall at every workstation 
and multi-factor authentication techniques such as 
facial recognition or fingerprint scanner to detect 
cybercrimes. AI powered cybersecurity solutions and 
services are gaining popularity in order to deal with 
the sophistication of modern attacks and also to 
bring in AI-led predictions and proactive remediation 
as part of cybersecurity strategy.

GAVS for BFSI

GAVS is a trusted partner for several global banks and 
financial services companies. GAVS offers various 
cybersecurity services, including end-to-end services 
led by AI, round-the-clock monitoring for security 
events, Azure and on-premise workload protection, 
Red and Blue Team security capability, zDesk 
VDI/DaaS for secure, remote, anytime/anywhere 
access, and implementation and support services. 
For more information on how GAVS can address 
your cybersecurity needs, please reach out to us at 
inquiry@gavstech.com
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Behavioral health is a largely ignored space; physical 
health always takes precedence over mental health. 
According to a survey report by the US Department of 
Health and Human Services, 1 in 5 Americans suffer 
from mental ailments, and one of the key reasons 
being their exposure to modern work environment and 
its related “occupational stress”. This suggests that 
the number of adults with behavioral/mental health 
conditions are expected to rise in the coming years.

However, we are slowly seeing changes - behavioral 
health services are gaining visibility. Thanks to the 
health policy mandates like the Affordable Care 
Act including mental health. This raises hope for 
more reliable ecosystems, which will incorporate 
inclusive healthcare solutions. When we say 
healthcare solutions, the obvious next word would 
be technology, without which solutions can’t be 
developed. In this article, let us discuss the role of 
technology in detecting, thereby treating, behavioral 
health issues. 

The application of computer-based tools to 
healthcare to improve patient outcomes and quality 
is termed as Health IT. The use of electronic media 
and information technologies in behavioral health 
treatment, recovery support, and prevention programs 
is increasingly gaining acceptance and has received 
an impetus post pandemic. 

Additionally, technology helps in offering different 
types of care for different or specific needs of 
patients. Technology-based interventions have 
the potential to significantly improve not only 
assessment, but also the treatment of behavioural 
health disorders. 

The following technology-based treatment 
methods offer great scope in detecting and treating 
behavioural disorders:

• Mobile mental health and wireless technologies 
offer new ways to assess, monitor, and treat 
behavioural health conditions anywhere, 
anytime regardless of patient geography and 

Role of Technology in 
addressing Behavioural 
Health Issues

Rajeswari S

transportation barriers. Web and Internet-based 
resources provide a great opportunity for patients 
and healthcare providers to improve wellness, 
and reduce suffering from illnesses.

• Tele-mental health technologies – Tele-mental 
health is the use of telecommunications or 
videoconferencing technology to provide 
mental health services. It is sometimes 
referred to as telepsychiatry or telepsychology. 
These technologies help behavioural health 
consultation, assessment, treatment, and support 
using real-time electronic and information 
technologies from a distance.  They help track 
patients’ levels of anxiety, depression, mania, or 
suicidal risk.

• Wearable devices help patients to continuously 
monitor their physical conditions such as sleep 
patterns, heart rate, blood pressure, weight 
changes, and more. More than 1 in 10 people 
in the US owns either a fitness band or a smart 
watch. These devices generate torrents of 
data, which has the potential to be turned into 
meaningful insights; these data could provide 
valuable inputs and insights to analyze behavioral 
health aspects of a patient. 

• The technology we are talking about here is 
Big Data, which pushes boundaries in treating 
health issues of various types. Big data moves 
care services out of hospitals and takes it where 
the patient is. Healthcare becomes preventive 
rather than reactive. Technologies also offer the 
ability to use large, shared datasets to predict 
individuals or population groups who are likely 
to experience a behavioral health problem. Such 
predictive modelling and data analytics can play 
a significant role in comprehending the causes 
of mental health and substance use disorders. 
Such information help practitioners tailor their 
treatment to an individual’s characteristics. 

• Artificial Intelligence and machine learning 
technologies offer new capabilities and perform 
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intelligent functions which is undoubtedly 
expected to transform behavioral care in the 
years ahead. AI can leverage language and 
speech, which could serve as one of the critical 
pathways in detecting patient mental states, 
especially through mobile devices. This is key 
and highly important in the context of predicting 
mental health disorders. When the whole world 
is moving towards predictive health than reactive 
health, AI clearly provides a breakthrough 
technology in healthcare.

• Infrastructure technologies that can collect, 
manage, and share healthcare information 
at multiple points in the health care process, 
streamline care coordination functions, and 
facilitate patient-provider connectivity.

Integrating Behavioral Health 
Data into EHRs

Even while there is prevailing adoption of Electronic 
Health Records (EHRs) into healthcare systems, they 
capture only physical health information - their use in 
behavioral healthcare is limited. Nowadays, incentives 
for behavioral health practitioners are increasing and 
hence social and behavioral data are integrated into 
EHRs. 

Integration of physical and behavioral EHR data 
along with wearable technology data opens new 
avenues for personalized healthcare and continuous 
monitoring. The integration brings in a wealth of 
information pertaining to both behavior and physical 
health conditions. So, a clear use case for combining 
all this data is predicting behavioral challenges using 
physical health conditions and vice-versa. 

A classic example of how helpful this integrated 
system would be, is in the case of an asthma patient. 
Asthma patients are more prone to depression. So, 
an integrated health system with details of an asthma 
patient could be accessed and assessed by both 
medical practitioners and non-medical practitioners. 
They would have the same information which enables 
them to make informed decisions. 

This would still be a reactive approach. A proactive 
approach would be to assess patient data and predict 
that the patient might suffer from behavior health 
disorder in the near course of time. For example, 
sleep patterns can be used for early identification 
of mental disorders. Though this idea is yet to be 
explored widely, if adopted, could raise the patient 
care and experience to the next level.

The American Medical Association, in conjunction 
with Manatt Health, published a report in Feb 2022 
exploring the ways that virtual care and other digital 
tools can accelerate the adoption of the integrated 
delivery of behavioral and physical healthcare. In the 
report, the organizations note that behavioral health 
integration is essential for solving the country’s dire 
need for access to services.  

“While not a panacea, the incorporation of technology 
into Behavioural Health Integration (BHI) care models 
(i.e., digitally enabled BHI), such as telehealth and 
other digital tools, could enhance the effectiveness 
and accelerate the adoption of BHI,” read the report.

The report suggested some of the efficient ways to 
make it a reality: 

• Incorporating evidence-based digital health 
solutions into physician practices and health 
systems and enabling technology into standard 
workflows, thus upping behavioral health 
diagnosis and treatment rates

• Health plans can expand coverage and fair 
payment with a margin for all stakeholders 
utilizing the Collaborative Care Model and other 
BHI models 

• Federal policymakers could increase federal 
funding for efforts – such as loan forgiveness 
and new residency and training programs – in an 
effort to grow the workforce

• Employers can reduce out-of-pocket costs for 
employees seeking care by evaluating how and 
when to apply cost-sharing

• Private or publicly traded behavioral health 
companies can work with stakeholders to 
develop national standards for BHI technologies, 
thereby generating robust clinical and economic 
evidence for digitally enabled BHI
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Also, another study pointed out that if health IT is 
to be used effectively in behavioural health, existing 
clinical terminologies such as ICD-10, CPT, SNOMED-
CT, etc., must be capable of representing behavioural 
health information at the same breadth and depth 
at which they represent other medical information. 
In addition to filling gaps in standard terminologies, 
the effective use of health IT in behavioural health 
will require creation of standard information models 
for the domain. An information model is a way of 
structuring clinical information in a more detailed way 
using terminologies.
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Economic Context

An economic slowdown happens when the rate of 
economic growth declines which is measured by a 
country’s GDP (Gross Domestic Product) - the total 
value of goods and services produced in a year in a 
country. Many external and internal factors affect a 
country’s GDP which in turn has a ripple effect on its 
economy. Factors such as Government policies, labor 
markets, trade, foreign policies, financial markets, etc., 
would have a profound impact on the economy. The 
most important parameter that signals the economic 
slow down is inflation. Inflation is the decrease in 
purchasing value of money and general increase in 
price.

While it is a known fact that most of the global IT 
companies have customers and revenue coming 
in from the US, the current increase in inflation is 
suggesting an economic slowdown in the near future. 
Therefore, IT companies globally are cognizant about 
this fact and are re-aligning their corporate, business, 
and marketing strategies to overcome this situation.

Current Situation  

Amit Bajaj - President North America, TCS, in an 
interview with Business India quoted that, “Yes 
there is a concern for the rising inflation and there 
is a concern for talent acquisition, but customers 
by and large are committed to the large technology 
adaption across industries”. This suggests that 
though rising inflation slows down economy in near 
term the greater commitment for large enterprises 
to significantly cut down their costs and to stay 
competitive in the market drives the IT services 
business globally.

The US economy has performed better in past few 
months than most people realized. Inflation and 
related problems, such as tangled supply chains, 
may continue to challenge business leaders and 

Rising inflation and its 
Impact on Global IT 
Services

Pramod Mullagiri

policymakers, but the US economy is performing well 
by most measures.

a) The unemployment level fell to 2%

b) The labor productivity has increased

c) Corporate profits are satisfactory which enabled 
further business investments

d) Pandemic driven technology adoption across 
industries

Challenges

However, rising geo-political tensions have impacted 
the US economy through rising inflation. The political 
crisis affects US in two main channels - 

1) Rising price of oil - As the US impose sanctions 
on Russia, one of the major impacts would be 
the increased price of oil. Russia produces 12% 
of the global crude oil and the sanctions cause 
the price in oil to shoot up and the dollar value 
appreciates resulting in increased inflation.

2) Exports to Europe – The dependence of Europe 
on Russia for Natural gas suggests that Europe 
could experience high rates of inflation or in 
worst case, a possibility of recession. Moreover 
15% of the US exports go to Europe and 
appreciating dollar values combined with direct 
decline in demand would make the US goods less 
competitive and may trigger a ripple effect onto 
the US economy.

Both the above channels have significant impact on 
US exports and thereby to the US economy. So, all in 
all the following can impact inflation

a) Geo-political tensions

b) Disruptions in supply chain could be a concern 
but may be temporary

c) Consumer spending on durable goods vs 
services thereby directly affecting the supply 
chain disruptions

d) Wage negotiations and US monetary policies
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e) Absorption of workforce due to increased 
productivity and thereby curbing unemployment 
levels (refer appendix 2)

Road Ahead

With the rising inflation in the US, concerns among 
the CFOs is on the rise. 75% out of 138 respondents 
identify inflation as a point of concern that obviously 
leaves a lot of planning and strategizing for CFOs 
to address and mitigate the situation. Following are 
some important scenarios that can happen and some 
vital parameters to consider to mitigate based on the 
context/scenario.
Based on the above chart the probable scenarios 
Deloitte predicted would be

Optimism

Deloitte attributes that there is a 55% probability 
that the US economy registers growth and inflation 
will fall back to 2% and a 30% probability that the US 
economy registers an inflation between 3-4% in 2022 
despite heightened inflation predictions because of 

a) Ebbing of the Covid-19 pandemic

b) Consumer spend patterns restoring to pre-
pandemic trends where spend is more on 
services like entertainment and travel than 
durable goods (refer appendix 1)

c) Smoother Fed policies

d) Business investments continuing to rise to adapt 
digital transformation for long term benefits 
leading to faster productivity

a) Blue skies – Inflation falls back to 2% over the 
course of 2022

b) Sun Showers – Inflation rises over the course of 
2022 to 3-4%

c) Storm weather – Inflation rises over the course of 
2022 to 8-9%

Some of the key parameters for CFOs to look at are 
(customize according to the scenario)

a) Enterprise strategy

b) Supply chain

c) Pricing

d) Capital structures

e) M&A

f) Human Capital

g) Real estate

h) Tax

To conclude, though the inflation is on the rise, it 
is a transitory phenomenon and not going to set in 
permanently. However, the inflation may peak to 3-4% 
during 2022 before returning to 2% because of the 
above discussed factors. As a seasoned CFO one 
needs to have an impeccable financial execution 
strategy to keep the firm in the competition and 
sustain competitive advantage. Moreover, companies 
can also gain profit margins through substantial 
reduction in costs that can impact business 
outcomes and ROI for the clients/customers and 
hopefully the inflation is another fading and falling 
tide.
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“In a room where people unanimously maintain a 
conspiracy of silence, one word of truth sounds like a 
pistol shot” – Czeslaw Milosz

Overview  

Every year United States news magazine and website 
TIME features a person, a group, an idea, or an 
object as ‘Person of the Year’ and for the year 2002, 
three women were given this title – Cynthia Cooper, 
Sherron Watkins, and Coleen Rowley – and the edition 
was called ‘The Whistleblowers’. Cynthia, Sherron, 
and Collen were chosen for this title because they 
were the whistle-blowers of large organizations 
– WorldCom, Enron, and FBI respectively. TIME 

Do Women Make Better 

Whistleblowers?

Priyanka Pandey

described them as the “three women of ordinary 
demeanor but exceptional guts and sense”. Since 
then, many high-profile whistle-blowers have been 
making space in the news headlines, especially from 
the giant tech industries, like – Frances Haugen, who 
exposed Meta for exploitation of personal data, Timnit 
Gebru and Rebecca Rivers, who challenged Google on 
ethics and AI issues and Janneke Parrish, who raised 
concerns about the discriminatory work culture at 
Apple. Looking at the data of all the big tech industry 
whistleblowers, a conclusion was made that most of 
the whistleblowers in tech industries were women! 
So, does that mean women are more likely to be 
whistleblowers than their male peers? The answer is 
not so straightforward.

Introduction

Who are whistleblowers? A whistleblower is a person 
who comes forward and discloses information 
on any wrongdoing that might be happening in an 
organization as a whole or even in just one specific 
department of the organization. In short, they 
spill the beans. This person could be anyone who 
witnesses any sort of malfeasance, an employee, 
a government agency, a contractor, or even a 
supplier. A whistleblower can be categorized as 
internal or external based on whom they report the 
misconduct to. If it is reported to senior officers of 
the organization like HR Head or CEO then it is called 
internal whistleblowing and if reported to people 
outside of the organization like media, police, or 
government then it is called external whistleblowing. 
Clearly, whistleblowing is not a gender-specific 
vocation but an opportunity to call out frauds.

Attributes

According to an article published in Fortune 
magazine, women whistleblowers are different from 
men in possessing certain attributes which are 
beneficial to the trade:

Figure 1 TIME 2002: The Whistleblowers Cover
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1. Their way of tolerating risk:
        Research on gender and risk by Judy Rosener, 
        a professor emerita at the University of California 
        Irvine states that “Women tend to see the 
        downside of risk while men tend to see the 
        upside, which means women tend to take less 
        risk”. As a result, women are less likely to tolerate 
        workplace shenanigans and ethical uncertainty. 
        Some experimental studies and attitudinal 
        surveys also show that women are directly 
        associated with a lower incidence of bribery.

2. Their motherhood gene:
        As discriminatory as it sounds, many people 
        believe that women have certain “genes” 
        which make them more inclined to defend those 
        in weaker positions. In a corporate setup these 
        would be, mistreated employees, cheated 
        customers, or deceived shareholders.

3. Their outsider’s status:
        It is now a known fact that women often feel 
        like outsiders in their own companies. This is 
        largely because even though women are at the 
        helm of giant industries, they still constitute only 
        a minor proportion of the entire workforce and 
        even less in the leadership positions. 
        Consequently, they might feel less loyal towards 
        their employers.

If we look carefully at the above-mentioned points, 
it is very likely that all these arguments came from 
the way men and women are socialized into different 
gender roles in society and the way we picture them.

Retaliation

While there might be reasons for women to become 
whistleblowers, there are also some points why 
women might hold back from doing so. Women who 
fear the consequences of reporting misconduct 
have a good reason to be cautious as studies show 
that female whistleblowers have to experience 
more retaliation than male whistleblowers. A 2008 
study published in the journal Organization Science, 
examined whether a whistleblower’s gender and 
level of power in the organization can affect the 
probability of facing retaliation and it was concluded 
that a woman’s level of power and authority didn’t 
protect her from retaliation but there was a significant 
correlation in the males that the more powerful they 
were, the less retaliation they experienced.

Most companies now have separate policies for 
people to be able to safely report incidents without 
losing their job or getting mistreated by their bosses 
or colleagues. Today, even government and media 
tend to support whistleblowers with the typical 
portrayal being ‘a brave individual is willing to risk 
their personal fall-out to ensure safety and justice 

for others’. However, this was not always the way 
whistleblowers were seen.

For a very long time, lawmakers viewed 
whistleblowers as individuals who were unfaithful to 
their work and organization. The courts prioritized an 
employee’s “duty of loyalty” above their efforts to help 
the public. In 1982, a Texas court said it was okay 
for a nursing home to lay off an aid who complained 
that her boss didn’t seek a doctor for a resident after 
that resident’s stroke because it was suggested that 
the aid violated her duty of loyalty by making her 
complaint. This massive shift from old beliefs to 
the contemporary world’s priorities took decades to 
happen.

Conclusion

Whistleblowing is a complicated situation to analyze 
as its public manifestation is just the tip of the iceberg 
and most of the whistleblowing is confidential. Since 
most of the data on whistleblowing is anonymous, 
the conclusion on the influence of gender on 
whistleblowing is not very accurate. There are just 
hints, rather than hard evident data. All this could 
totally be a confirmation bias where the concept of 
female whistleblowers perfectly fits the portrait the 
society has created of women being more altruistic 
and morally virtuous than men.

More than the relation of gender in whistleblowing 
what’s important is that whistleblower protection 
should be strengthened so that more people step 
forward and help towards a better, less risky, and 
more regulated future.
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