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“If you make the mistake of looking back too much, you aren’t 
focused enough on the road in front of you.”

Brad Paisley



Victorious warriors win first and then go to 
war, while defeated warriors go to war first 

and then seek to win.

Sun Tzu
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EDITOR’S  
NOTE

Team enGAge wishes everyone a happy New Year! 

We have officially made it through 2020, but much to our chagrin the problems of last year have not magically 
disappeared. While the last year laid bare all our shortcomings, it also demonstrated the sheer resourcefulness 
of our society. We were flooded with stories from across the world of how people went out of their way to help 
others and how they leveraged technology to get things done. 

This new year let us really embark on a new beginning by changing the way we look at the world and 
redesigning how it works. Agility and accountability along with vision are going be the most important 
resources in this journey. We needn’t build everything from the scratch; we can repurpose and/or remodel what 
we already have. 

Another thing high on our list of priorities is a vaccine, of course. We have a few that have already hit the 
market, making them the quickest vaccines to have been developed in human history. However, the real 
challenge seems to lie in whom to administer it to first. Different countries have been coming up with their 
own systems, and many of them have been employing algorithms to help with the distribution strategies. 
Unfortunately, the algorithms aren’t without flaws. Less variables mean they would be simplistic to produce 
accurate results and more variables would make it harder to figure if calculations are flawed! 

Also, how do we track those who have been vaccinated without compromising on privacy? There have been 
talks of introducing vaccine certifications or immunity passports. While it may seem like a great idea for the 
society to start getting back to normal, it isn’t without issues. There is the potential for discrimination and 
abuse, which may further deepen the existing inequalities. We still have a long way to go and hopefully this will 
be the year of breakthroughs.

We have a line up of insightful articles this edition. We have introduced a new section ‘What’s New in Tech’ – 
brief updates on the latest developments in technology. We hope you enjoy it.

Sumit Ganguli, CEO, GAVS, has written on his vision for the new year. He writes, “The biggest learning from 
2020, is that we need to be mindful of the fragility of life and truly make every day count.”

Srinivasan Sundararajan has written Health Information Exchanges in Post-Pandemic Healthcare.

Dr. Ramjan Shaik has written Artificial Intelligence in Healthcare.

Bargunan Somasundaram has written Kappa (κ) Architecture – Streaming at scale.

Ashish Joseph has written Why is AIOps an industrial Benchmark for Organizations to scale in this economy?

Vishnu Raj has written Cybersecurity Next - Zero Trust Architecture.

Prabhakar Kumar Mandal has written Post Pandemic Recruiting Practices.

Happy Reading!

Soumika Das



What’s New
in Tech

AI can now solve protein 
structures

Researchers at DeepMind have been able to make a 
breakthrough in predicting how proteins curl up from 
a linear chain of amino acids into 3D shapes that 
allow them to carry out life’s tasks.

Tiny four-bit computers may 
train AI

IBM researchers have proposed four-bit computers 
to train AI models which could make it possible to 
reduce energy costs, increase speeds and improve 
privacy by keeping data on local devices. 

Twining plants inspires soft robotic 
grippers  

Researchers have designed a new soft robotic gripper inspired 
by pole beans capable of gripping objects such as pencils, 
paintbrushes, and thin wires. It has varied applications across 
industries including agriculture, medicine and more. 

The answer for a disease-free 
future – Gene editing

A large project is underway to disease-proof pigs 
using CRISPR to change their DNA. If successful, this 
could be a breakthrough with far reaching effects. Will 
humans be next?

The first lab-grown meat is 
here!

Lab-grown blended meat will finally make its way into 
the mainstream market with a fast-food giant having 
announced the addition of a blended meat item in its 
menu. 



GAVS CoE Showcase 2020
The last year had further reinforced the fact that Technology is a great Enabler.

We at GAVS, have always aspired and endeavored to be at the cutting-edge of technology. As another 
step in that journey, we introduced the GAVS CoE Showcase – a platform to showcase Capability building, 
Technology leadership and upcoming technologies. 

The 6-day event was replete with insights, industry insights, best practices, capability demos and more, 
thanks to the efforts of the CoE teams and the Cross Collaboration team 2020-2021. This is the first Cross 
collaboration initiative planned by the team. The event was received well and garnered positive feedback.

We promise the next edition is going to be bigger and better!

The CoE teams can be reached through the following mail ids –

Network and Network Security CoE: coe_network@gavstech.com 

Security CoE: coe_infosec@gavstech.com 

.NET CoE: coe_dotnet@gavstech.com 

Database CoE: coe_database@gavstech.com 

Java and DevOps CoE: coe_java@gavstech.com 

Server, Linux and Cloud CoE: COE_SERVER@gavstech.com 



Vision
2021
Sumit Ganguli
CEO, GAVS Technologies

God, grant me the serenity to accept things, I cannot change,
Courage to change the things I can,
And the wisdom to know the difference.

The events of 2020 have reaffirmed in me the ethos 
conveyed by this stanza, from the Serenity Prayer.
For us, COVID has been up close and personal. One 
of our key clients, Bronx Care Hospital has been an 
epicenter of the pandemic in New York City. The 
doctors, staff and support staff, including GAVS’ IT 
support engineers have experienced the devastating 
effect of this pandemic, up close and personal. GAVS’ 
technical team supported the ICUs and patient care 
units at the hospitals during the peak of pandemic. 

“Every day we witness these heroic acts: one example out of 
many this week was our own Kishore going into our ICU to 
move a computer without full PPE (we have a PPE shortage). 
The GAVS technicians who come into our hospital every day 
are, like our doctors and healthcare workers, the true heroes of 
our time.”

– Ivan Durbak, CIO, BronxCare Health System

“GAVS Team was instrumental in assisting the deployment 
of digital contact less care solutions and remote patient 
monitoring solutions during the peak of COVID. Their ability to 
react in quick time really helped us save more lives than what 
we could have, with technology at the fore-front.”

– Dr. Sridhar Chilimuri, Chairman, Dept. of Medicine, 
BronxCare Health System

The alacrity with which our colleagues in India 
addressed the remote working situation and the 
initiative that they have demonstrated in maintaining 
business continuity for the clients in the US have 
inspired us at GAVS and  have reaffirmed our belief 
that we are on the way to create a purposeful 
company.  

The biggest learning from 2020, is that we need to be 
mindful of the fragility of life and truly make every day 
count. At GAVS, we are committed to use technology 
and service for the betterment of our clients and 
our stakeholders; and anchor this with our values of 
Respect, Integrity, Trust and Empathy.



The year was not without some positives. Thanks to 
some new client acquisitions and renewed contracts 
we have been able to significantly expand the GAVS 
family and have registered a 40% growth in revenue.  

We have formed Long 80, A GAVS & Premier, Inc. JV 
and have started reaching out to Healthcare providers 
in the US. We are reaching out to some of the largest 
hospitals in North America offering our AI-based 
Infrastructure Managed Services, Cybersecurity 
solutions, Prescriptive and Predictive Healthcare 
Solutions based on Analytics. 

“Moving from a vendor-only model with GAVS to a collaborative 
model through Long 80 expands Premier’s current technology 
portfolio, enabling us to offer GAVS’ technology, digital 
transformation and data security services and solutions to 
US healthcare organizations. We are extremely excited about 
this opportunity and look forward to our new relationship with 
GAVS.”

– Leigh Anderson, President, Performance Services, 
Premier, Inc.

This year, we see the Premier team growing by an 
additional 120 persons to continue to support their 
initiative to reduce costs, improve efficiency, enhance 
productivity and faster time to market. 

We aim to hit some milestones in our journey of 
enabling AI-driven Digital Transformation in the 
Healthcare space. We have constituted a team 
dedicated to achieving that. 

We are contemplating on establishing the GAVS 
Healthcare Institute in partnership leading institutions 
in India and US to develop competency within GAVS in 
the latest technologies for the healthcare space. 

GAVS is committed to being a company focused on 
AI, and newer technologies and promote GAVS’ AI led 
Technology Operations, Zero Incident Framework. In 
2021, we will work on increasing our ZIF sites around 
the US and India.  

Based on inputs from our Customer Advisory Board, 
we at GAVS would like to build a competency around 
Client Relationship and empower our Client Success 
Managers to evolve as true partners of our Clients 
and support their aspirations and visions.  

GAVS is also making strong progress in the BFS 
sector and we would like to leverage our expertise 
in AI, Blockchain, Service Reliability and other digital 
technologies. 

GAVS has the competency to support multiyear 
contracts and there will be a push to reach out to 
Sourcing Companies, Influencers and partners to 
garner these long-term predictable business. 

We will continue to build competency and expertise 
around Innovation, and there are some initiatives that 
we will be putting in place to promote a Culture of 
Innovation and have measurable successes under 
Novelty of Innovation. 

Our experience of 2020 has inspired us to once again 
remind ourselves that we should make GAVS an 
aspirational company, a firm that is purposeful and 
anchored with our values. 

About the Author

Sumit brings over 20 years of rich experience in the international IT and BPO 
sectors. Prior to GAVS, he served as a member of the Governing Council at a 
publicly-traded (NASDAQ) IT and BPO company for over six years, where he 
led strategic consulting, IP and M&A operations.

He has managed global sales and handled several strategic accounts 
for the company. He has an Advanced Professional Certificate (APC) in 
Finance from Stern School of Management, NYU and is a Post Graduate in 
Management from IIM. He has attended the Owners President Management 
Program (OPM 52) at HBS and is pursuing a Doctorate in Business 
Administration at the LeBow School of Business, Drexel University. 

He has served as an Adjunct Professor at Rutgers State University, New 
Jersey teaching International Business. He speaks at various industry 
forums and is involved in philanthropic initiatives like Artha Forum.
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Srinivasan Sundararajan

Electronic Health Information Exchange (HIE) allows 
doctors, nurses, pharmacists, other health care 
providers and patients to appropriately access and 
securely share a patient’s vital medical information 
electronically - improving the speed, quality, safety 
and cost of patient care.

HIE enables electronical movement of clinical 
information among different healthcare information 
systems. The goal is to facilitate access to and 
retrieval of clinical data to provide safer and more 
timely, efficient, effective, and equitable patient-
centered care.

While the importance of HIE is clearly visible, now the 
important question is how hospitals can collaborate 
to form a HIE and how the HIE will consolidate data 

Health Information Exchanges in Post-
Pandemic Healthcare

from disparate patient information sources. This 
brings us to the important discussion of HIE data 
models.

HIE Data Models  

There are multiple ways in which a HIE can get 
its data, each influencing the way in which the 
interoperability goals are achieved, how easily a HIE 
platform is built and how to sustain in the long run 
especially if the number of hospitals in the ecosystem 
increases. The two models are

• Centralized
• De-centralized

Centralized HIE Data Model
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As evident, in the centralized model all the 
stakeholders send their data to a centralized location 
and typically a ETL (Extraction, Transformation and 
Loading) process ensures that all the data is synced 
with the centralized server.

Advantages 

• From the query performance perspective this 
model is one of the most efficient, because the 
DBAs have complete control of the data and 
with the techniques like partitioning, indexing 
they could ensure that the query can be done in 
the best possible manner. Since the hardware is 
fully owned by a single organization (which is the 
HIE itself), this can be scaled out or scaled up to 
meet the demands of the business.

• This model is fairly self-sufficient once 
the mechanism for the data transfers are 
established, as the need to connect to individual 
hospitals are no longer there.

• Smaller hospitals in the ecosystem need not 
take the burden of maintaining their data and 
interoperability needs and can just send their 
data to the centralized repository.

• Better scope for performing population predictive 
and prescriptive analytics as the data resides in 
one place and easier to create models based on 
the historical data.

Limitations 

• This model needs to have highest level of 
security built in, because any breach in the 
system will compromise the data of entire 
ecosystem. Also considering that individual 
hospitals send their data to this model, all the 
responsibility lies with a single agency (HIE) 
which is highly prone to lawsuits related to data 
privacy and confidentiality.

• There is no control for patients in managing their 
own records and right to provide consent for 
data access, even though this information can 
be collected there is no easy way to implement 
them.

• The system is prone to a single point of failure 
and hence require efforts for high availability of 
the platform.

• This model will face scalability challenges as 
the network grows beyond a point, unless the 
platform is modernized with latest big data 
databases, the system will have scalability 
issues.

• Lot of coordination required to monitor the 
individual ETL jobs for their success, failure, and 
record synchronization details, so this model will 
have a huge allocation of IT resources and will 
increase the total cost of ownership.

• The model of expense sharing between the HIE, 
data producers, data consumers will be difficult 
and needs to have a strong governance model.

• Difficult to match the patient information across 
hospitals, unless the both the hospitals use 
deterministic matching attributes like SSN, 
otherwise it would be difficult to match between 
patients who have misspelt names, different 
addresses etc.

• This model may suffer data integrity issues when 
the participant hospitals merge with each other, 
such that the IT systems of the two hospitals 
need to take care the internal details of the ETL 
jobs.
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De-centralized HIE Data Model

As evident, in this model individual hospitals continue 
to own all their data, however the centralized 
database keeps a pointer - MPI (Master Patient 
Index), which serves as a unifying factor for 
consolidating data for that patient. While some books 
also suggest a variant called Hybrid model  which 
combines centralized and decentralized data models, 
we believe that pure play decentralized model itself 
is a hybrid (i.e. centralized + decentralized) because 
there needs to be a centralized repository to keep the 
master patient index along with all the access rights 
and related information. 

Advantages 

• It is much easier to implement as no huge 
investment is required from a centralized provider 
perspective. The HIEs in this model can start low 
and grow on demand basis

• Less expensive as no single organization owns 
all the data, but only a pointer to the data and the 
respective hospitals continue to own the data.

• Much easier to provide patients the control of 
their own data and patient’s consent can be a 
key in accessing information from the respective 
hospitals.

• No need to worry about broken ETL jobs and the 
latency between source and destination. All the 

data is always current.
• No need to worry about single point of failure, as 

the individual sub systems will continue to exist 
even if one link to a particular hospital is broken. 
Maintaining the high availability of this light-
weight platform is much easier than a monolithic 
large database as part of a centralized data 
model.

• A data breach into the centralized repository still 
will not compromise all the data, as the individual 
hospitals are likely to have some more additional 
controls which prevent a free flow for hackers. 
This also prevents one organization from facing 
all the legal issues resulting from patient data 
breach.

Limitations 

• This model will have a query performance 
problem when it comes to aggregating a patient 
information across multiple hospitals, because 
each has to be obtained with a separate API call 
and a facade has to group multiple datasets.

• Difficult to establish common standards in 
terms of data formats and APIs across multiple 
hospitals, this may result in each hospital having 
their own methods.

• Bringing all the stakeholders including the 
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patients to agree on a MPI (Master Patient Index) 
will have governance challenges and needs to be 
implemented carefully.

• Providing analytics for a large set of population 
will have challenges due to the difficulties in 
consolidating the data.

GAVS Point of View & Role of 
Blockchain

While no model can be 100% perfect for building a 
HIE, GAVS’ analysis point to that fact decentralized 
model of building and operating HIE is better than 
centralized model.  The COVID pandemic has 
changed the world and the boundaries of healthcare 
no longer exist within a smaller geography or 
neighbourhood as it used to. More the participants 
and bigger the network size, the better it is for 
population health improvement initiatives. Also, in 
high population countries where there are initiatives 
like national healthcare for all, these larger initiatives 
cannot be done using a pure play centralized model.

From an implementation perspective the Healthcare 
IT world has been curiously watching the role 
of Blockchain in data interoperability and in the 
implementation of decentralized HIE. Blockchain 
which is a distributed database has decentralization 
built in as part of its core architecture. It would 
be easier to implement decentralized HIE using 
blockchain.

GAVS Reference Implementation Rhodium to cater 
to Healthcare Data Management and Interoperability 
has positioned Blockchain as a core mechanism 
for patient data sharing, we will share more of our 
thoughts and details of reference implementation in 
the coming articles in this series.  

About the Author

Srini is the Technology Advisor for GAVS. He is currently focused on 
Healthcare Data Management Solutions for  the post-pandemic Healthcare 
era, using the combination of Multi Modal databases, Blockchain and Data 
Mining. The solutions aim at Patient data sharing within  Hospitals as 
well as across Hospitals (Healthcare Interoprability), while bringing more 
trust and transparency into the healthcare process using patient consent 
management, credentialing and zero knowledge proofs.
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Dr. Ramjan Shaik

Scientific progress is about many small 
advancements and occasional big leaps. Medicine 
is no exception. In a time of rapid healthcare 
transformation, health organizations must quickly 
adapt to evolving technologies, regulations and 
consumer demands. Since the inception of electronic 
health record (EHR) systems, volumes of patient data 
have been collected, creating an atmosphere suitable 
for translating data into actionable intelligence. The 
growing field of artificial intelligence (AI) has created 
new technology that can handle large data sets, 
solving complex problems that previously required 
human intelligence. AI integrates these data sources 
to develop new insights on individual health and 
public health. 

Highly valuable information can sometimes get lost 
amongst trillions of data points, costing the industry 
around $100 billion a year. Providers must ensure that 
patient privacy is protected, and consider ways to 
find a balance between costs and potential benefits. 
The continued emphasis on cost, quality and care 
outcomes will perpetuate the advancement of AI 
technology to realize additional adoption and value 
across healthcare. Although most organizations 
utilize structured data for analysis, valuable patient 
information is often “trapped” in an unstructured 
format. This type of data includes physician and 
patient notes, e-mails and audio voice dictations. 
Unstructured data is frequently richer and more 
multifaceted. It may be more difficult to navigate, 
but unstructured data can lead to a plethora of new 
insights. Using AI to convert unstructured data to 
structured data enables healthcare providers to 
leverage automation and technology to enhance 
processes, reduce the staff required to monitor 
patients while filling gaps in healthcare labor 
shortages, lower operational costs, improve patient 
care and monitor the AI system for challenges.

Artificial Intelligence in Healthcare

AI is playing a significant role in medical imaging 
and clinical practice. Providers and healthcare 
organizations have recognized the importance of AI 
and are tapping into intelligence tools. Growth in the 
AI health market is expected to reach $6.6 billion by 
2021 and to exceed $10 billion by 2024.  AI offers 
the industry incredible potential to learn from past 
encounters and make better decisions in the future. 
Algorithms could standardize tests, prescriptions and 
even procedures across the healthcare system, being 
kept up-to-date with the latest guidelines in the same 
way a phone’s operating system updates itself from 
time to time. 

AI Efforts in Healthcare Sector

• Engagement – This involves improvising on how 
patients interact with healthcare providers and 
systems. 

• Digitization – AI and other digital tools are 
expected to make operations more seamless and 
cost-effective. 

• Diagnostics – By using products and services 
that use AI algorithms diagnosis and patient care 
can be improved.

AI will be most beneficial in three other areas 
namely physician’s clinical judgment and diagnosis, 
AI-assisted robotic surgery and virtual nursing 
assistants.



enGAge Jan’2021 15Page

AI’s Impact on Healthcare

• AI can be utilized to provide personalized and 
interactive healthcare, including anytime face-
to-face appointments with doctors. AI-powered 
chatbots can be powered with technology to 
review the patient symptoms, and recommend 
whether a virtual consultation or a face-to-face 
visit with a healthcare professional is necessary.

 
• AI can enhance the efficiency of hospitals and 

clinics in managing patient data, clinical history 
and payment information by using predictive 
analytics. Hospitals are using AI to gather 
information on trillions of administrative and 
health record data points to streamline the 
patient experience. This collaboration of AI 
and data helps hospitals/clinics to personalize 
healthcare plans on an individual basis.

• A taskforce augmented with artificial intelligence, 
can quickly prioritize hospital activity for the 
benefit of all patients. Such projects can improve 
hospital admission and discharge procedures, 
bringing about enhanced patient experience.

• Companies can use algorithms to scrutinize 
huge clinical and molecular data to personalize 
healthcare treatments by developing AI tools 
that collect and analyze data from genetic 
sequencing to image recognition empowering 
physicians in improved patient care. AI-powered 
image analysis helps in connecting data points 
that support cancer discovery and treatment.

• Big data and artificial intelligence can be used 
in combination to predict clinical, financial and 
operational risks by taking data from all the 
existing sources. AI analyzes data throughout 
a healthcare system to mine, automate and 
predict processes. It can be used to predict ICU 
transfers, improve clinical workflows and even 
pinpoint a patient’s risk of hospital-acquired 
infections. Using artificial intelligence to mine 
health data, hospitals can predict and detect 
sepsis, which ultimately reduces death rates.

• AI helps healthcare professionals harness 
their data to optimize hospital efficiency, better 
engage with patients and improve treatment. 
AI can notify doctors when a patient’s health 
deteriorates and can even help in the diagnosis 
of ailments by combing its massive dataset for 
comparable symptoms. By collecting symptoms 
of a patient and inputting them into the AI 
platform, doctors can diagnose quickly and more 

effectively.   

• Robot-assisted surgeries ranging from minimally-
invasive procedures to open heart surgeries 
enables doctors to perform procedures with 
precision, flexibility and control that goes beyond 
human capabilities, leading to fewer surgery-
related complications, less pain and a quicker 
recovery time. Robots can be developed to 
improve endoscopies by employing the latest 
AI techniques which helps doctors get a clearer 
view of a patient’s illness from both a physical 
and data perspective. 

Having understood the advancements of AI in various 
facets of healthcare, it is to be realized that AI is 
not yet ready to fully interpret a patient’s nuanced 
response to a question, nor is it ready to replace 
examining patients – but it is efficient in making 
differential diagnoses from clinical results. It is 
to be understood very clearly that the role of AI in 
healthcare is to supplement and enhance human 
judgment, not to replace physicians and staff.

We at GAVS Technologies are 
fully equipped with cutting edge 
AI technology, skills, facilities and 
manpower to make a difference 
in healthcare. 
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Ongoing and In-pipeline Projects at GAVS

ONGOING PROJECT

PROJECTS IN PIPELINE



enGAge Jan’2021 17Page



enGAge Jan’2021 18Page

Projects being Planned

• Controlling Alcohol Abuse
• Management of Opioid Addiction
• Pharmacy Support – drug monitoring and 

interactions
• Reducing medication errors in hospitals
• Patient Risk Scorecard
• Patient Wellness – Chronic Disease management 

and monitoring 

In conclusion, it is evident that the Advent of AI in the 
healthcare domain has shown a tremendous impact 
on patient treatment and care. For more information 
on how our AI-led solutions and services can help 
your healthcare enterprise, please reach out to us 
here

About the Author

Dr. Ramjan is a Data Analyst at GAVS. He has a Doctorate degree in the field 
of Pharmacy. He is passionate about drawing insights out of raw data and 
considers himself to be a ‘Data Person’. 

He loves what he does and tries to make the most of his work. He is 
always learning something new from programming, data analytics, data 
visualization to ML, AI and more. 
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Bargunan Somasundaram

We are in the era of Stream processing-as-a-service 
and for any data-driven organization Stream-
based computing has becoming the norm. In the 
last three parts https://bit.ly/2WgnILP, https://bit.
ly/3a6ij2k,  https://bit.ly/3gICm88, I had explored 
Lambda Architecture and its variants. In this article 
let’s discover Streaming in the big data. ‘Real-time 
analytics’, ‘Real-time data’ and ‘Streaming data’ 
has become mandatory in any big data platform. 
The aspiration to extend data analysis (predictive, 
descriptive, or otherwise) to streaming event data 
has been common across every enterprise and 
there is a growing interest to find the real-time big 
data architectures. Kappa (K) Architecture is one 
which deals with streaming. Let’s see why Real-Time 
Analytics matter more than ever and mandates data 
streaming and how streaming architecture like Kappa 
works. Is Kappa an alternative to lambda?

“You and I are streaming data engines.” - Jeff Hawkins

Kappa (κ) Architecture – Streaming at 
scale

Questioning Lambda

Lambda architecture fits very well in many real-time 
use cases, mainly in re-computing algorithms. At the 
same time Lambda Architecture has the inherent 
development and operational complexities like all 
the algorithms must be implemented twice, once in 
the cold path, the batch layer and another execution 

in the hot path or the real time layer. Apart from this 
dual execution path, the Lambda Architecture has the 
inevitable issue of debugging. Because operating two 
distributed multi-node services is more complex than 
operating one.

Given the obvious discrepancies of Lambda 
Architecture, Jay Kreps, CEO of Confluent, co-creator 
of Apache Kafka started the discussion on the need 
for new architecture paradigm which uses less code 
resource and could perform well in certain enterprise 
scenarios. This gave rise to Kappa (K) Architecture. 
The real need Kappa Architecture isn’t about 
efficiency at all, but rather about allowing people to 
develop, test, debug, and operate their systems on 
top of a single processing framework. In fact, Kappa 
is not taken as competitor to LA on the contrary it is 
seen as an alternative. 

What is Streaming & Streaming 
Architecture?

Modern business requirements necessitate a 
paradigm shift from traditional approach of batch 
processing to real-time data streams. Data centric 
organizations mandate the Stream first approach. 
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Real-time data streaming or Stream first approach 
means at the very moment. So real-time analytics, 
either On-demand real-time analytics or Continuous 
real-time analytics, is the capability to process data 
right at the moment it arrives in the system. There 
is no possibility of batch processing of data. Not 
to mention, it enhances the ability to make better 
decision making and performing meaningful action 
on a timely basis. At the right place and at the right 
time, real-time analytics combines and analyzes data. 
Thus, it generates value from disparate data.
Typically, most of the streaming architectures will 
have the following 3 components:

• An aggregator that gathers event streams and 
batch files from a variety of data sources,

• A broker that makes data available for 
consumption,

• An analytics engine that analyzes the data, 
correlates values and blends streams together.

Kappa (K) Architecture for Big 
Data era

Kappa (K) Architecture is one of the new software 
architecture patterns for the new Data era. It’s 
mainly used for processing streaming data. Kappa 
architecture gets the name Kappa from the Greek 
letter (K) and is attributed to Jay Kreps for introducing 
this architecture. 

The main idea behind the Kappa Architecture is 
that both the real-time and batch processing can 
be carried out, especially for analytics, with a single 
technology stack. The data from IoT, streaming and 
static/batch sources or near real-time sources like 
change data capture is ingested into messaging/ pub-
sub platforms like Apache Kafka. 

An append-only immutable log store is used in the 
Kappa Architecture as the canonical store. Following 
are the pub/sub or message buses or log databases 
that can be used for ingestion:

• Amazon Quantum Ledger Database (QLDB)
• Apache Kafka
• Apache Pulsar
• Amazon Kinesis
• Amazon DynamoDB Streams
• Azure Cosmos DB Change Feed
• Azure EventHub
• DistributedLog
• EventStore
• Chronicle Queue
• Pravega
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Distributed Stream processing engines like Apache 
Spark, Apache Flink, etc. will read the data from 
the streaming platform and transform it into an 
analyzable format, and then store it into an analytics 
database in the serving layer. Following are some of 
the distributed streaming computation systems

• Amazon Kinesis
• Apache Flink
• Apache Samza
• Apache Spark
• Apache Storm
• Apache Beam
• Azure Stream Analytics
• Hazelcast Jet
• Kafka Streams
• Onyx
• Siddhi

In short, any query in the Kappa Architecture is 
defined by the following functional equation.

Query = λ (Complete data) = λ (live streaming data) * 
λ (Stored data)

The equation means that all the queries can be 
catered by applying Kappa function to the live 
streams of data at the speed layer. It also signifies 
that that the stream processing occurs on the speed 
layer in Kappa architecture.

Pros and Cons of Kappa 
architecture

Pros
• Any architecture that is used to develop data 

systems that doesn’t need batch layer like online 
learning, real-time monitoring & alerting system, 
can use Kappa Architecture.

• If computations and analysis done in the batch 
and streaming layer are identical, then using 
Kappa is likely the best solution.

• Re-computations or re-iterations is required only 
when the code changes.

• It can be deployed with fixed memory.
• It can be used for horizontally scalable systems.
• Fewer resources are required as the machine 

learning is being done on the real-time basis.

Cons
Absence of batch layer might result in errors during 
data processing or while updating the database that 
requires having an exception manager to reprocess 
the data or reconciliation.

On finding the right architecture for any data driven 
organizations, a lot of considerations were taken in. 
Like most successful analytics project, which involves 
streaming first approach, the key is to start small in 
scope with well-defined deliverables, then iterate. 
The reason for considering distributed systems 
architecture (Generic Lambda or unified Lambda or 
Kappa) is due to minimized time to value.
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Business Environment Overview

In this pandemic economy, the topmost priorities for 
most companies are to make sure the operations 
costs and business processes are optimized and 
streamlined. Organizations must be more proactive 
than ever and identify gaps that need to be acted 
upon at the earliest.

The industry has been striving towards efficiency and 
effectivity in its operations day in and day out. As 
a reliability check to ensure operational standards, 
many organizations consider the following levers:
 
1. High Application Availability & Reliability
2. Optimized Performance Tuning & Monitoring
3. Operational gains & Cost Optimization
4. Generation of Actionable Insights for Efficiency
5. Workforce Productivity Improvement

Organizations that have prioritized the above levers 
in their daily operations require dedicated teams to 
analyze different silos and implement solutions that 
provide the result. Running projects of this complexity 
affects the scalability and monitoring of these 
systems. This is where AIOps platforms come in to 
provide customized solutions for the growing needs 
of all organizations, regardless of the size.

Deep Dive into AIOps

Artificial Intelligence for IT Operations (AIOps) is a 
platform that provides multilayers of functionalities 
that leverage machine learning and analytics.  Gartner 
defines AIOps as a combination of big data and 
machine learning functionalities that empower IT 
functions, enabling scalability and robustness of its 
entire ecosystem.

Why is AIOps an industrial Benchmark for 
Organizations to scale in this economy? 

These systems transform the existing landscape to 
analyze and correlate historical and real-time data 
to provide actionable intelligence in an automated 
fashion.

AIOps platforms are designed to handle large 
volumes of data. The tools offer various data 
collection methods, integration of multiple data 
sources, and generate visual analytical intelligence. 
These tools are centralized and flexible across 
directly and indirectly coupled IT operations for data 
insights. 

The platform aims to bring an organization’s 
infrastructure monitoring, application performance 
monitoring, and IT systems management process 
under a single roof to enable big data analytics 
that give correlation and causality insights across 
all domains. These functionalities open different 
avenues for system engineers to proactively 
determine how to optimize application performance, 
quickly find the potential root causes, and design 
preventive steps to avoid issues from ever happening.
AIOps have transformed the culture of IT war rooms 
from reactive to proactive firefighting. 
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Industrial Inclination to 
Transformation

The pandemic economy has challenged the traditional 
way companies choose their transformational 
strategies. Machine learning powered automations 
for creating an autonomous IT environment is no 
longer a luxury. The usage of mathematical and 
logical algorithms to derive solutions and forecasts 
for issues have a direct correlation with the overall 
customer experience. In this pandemic economy, 
customer attrition has a serious impact on the 
annual recurring revenue. Hence, organizations must 
reposition their strategies to be more customer 
centric in everything they do. Thus, providing 
customers with the best-in-class service coupled with 
continuous availability and enhanced reliability has 
become an industry-standard. 

As reliability and scalability are crucial factors for 
any company’s growth, cloud technologies have 
seen a growing demand. This shift of demand for 
cloud premises for core businesses has made 
AIOps platforms more accessible and easier to 
integrate. With the handshake between analytics and 
automation, AIOps has become a transformative 
technology investment that any organization can 
make. 

As organizations scale in size, so does the workforce 
and the complexity of the processes. The increase 
in size often burdens organizations with time-
pressed teams having high pressure on delivery and 
reactive housekeeping strategies. An organization 
must be ready to meet the present and future 
demands with systems and processes that scale 
seamlessly. This why AIOps platforms serve as a 
multilayered functional solution that integrates the 
existing systems to manage and automate tasks 
with efficiency and effectivity. When scaling results 
in process complexity, AIOps platforms convert 
the complexity to effort savings and productivity 
enhancements.

Across the industry, many organizations have 
implemented AIOps platforms as transformative 
solutions to help them embrace their present and 
future demand. Various studies have been conducted 
by different research groups that have quantified the 
effort savings and productivity improvements.
show a significant increase in user search results for 
AIOps during the last couple of years.

The AIOps Organizational Vision

As the digital transformation race has been in full 
throttle during the pandemic, AIOps platforms have 
also evolved. The industry did venture upon traditional 
event correlation and operations analytical tools that 
helped organizations reduce incidents and the overall 
MTTR. AIOps has been relatively new in the market 
as Gartner had coined the phrase in 2016.  Today, 
AIOps has attracted a lot of attention from multiple 
industries to analyze its feasibility of implementation 
and the return of investment from the overall 
transformation. Google trends show a significant 
increase in user search results for AIOps during the 
last couple of years.

While taking a well-informed decision to include 
AIOps into the organization’s vision of growth, we 
must analyze the following:

1. Understanding the feasibility and concerns for its 
future adoption

2. Classification of business processes and use 
cases for AIOps intervention

3. Quantification of operational gains from incident 
management using the functional AIOps tools

AIOps is truly visioned to provide tools that transform 
system engineers to reliability engineers to bring a 
system that trends towards zero incidents. 

Because above all, Zero is the New Normal.
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“The next world war presumably 
would be a Cyber War “

Cybercrime is increasing at an appalling rate. The 
burgeoning internet, cloud services, networks and 
connected devices would explode in next few years 
generating volumes of data (Big Data) and this 
information must be protected. The future cyber 
security must be smarter since new vulnerabilities 
mean new opportunities.

Trends 2021

• Per IDC, the global cloud services market
spending is projected to reach USD 1 trillion in
2024, at a CAGR of 15.7% during 2020-24.

• Per market estimates, AI in the cybersecurity
market is projected to grow from USD 8.8 billion
in 2019 to USD 38.2 billion by 2026 at a CAGR of
23.3%.

• The Extended Detection and Response (XDR) is
set to gain momentum as they can automatically
collect data from multiple endpoints and correlate
them to facilitate faster threat detection and
incident response.

• Per the Cybersecurity Ventures, the cybersecurity
talent crunch is expected to create 3.5 million
unfilled cybersecurity jobs by 2021, up by 350%
from 1 million positions in 2014.

• The CSO can bring physical security, IT security,
OT security, product management security,
and supply chain security into a centralized
governance model.

• As a standalone discipline, data privacy impact
almost all aspects of an organization, from co-

Cybersecurity Next - Zero Trust 
Architecture

directing the corporate strategy to closely aligning 
with security, HR, governance, and procurement.

• Per Gartner, around 40% of businesses will adopt 
explicit strategies for implementing SASE by 2024, 
from <1% in 2018.

• Per Gartner, 80% of new digital business 
applications will be accessed through ZTNA by 
2020, and 60% of enterprises will move from 
remote-access VPNs to ZTNA by 2023.

• Per Gartner, 88% of global business organizations 
mandated or encouraged all their employees to 
work from home due to the pandemic.
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Future of Cybersecurity solutions

There have been multitudinous ground-breaking 
cybersecurity solutions. NIST (National Institute of 
Standards and Technology) implements practical 
cybersecurity and privacy through outreach and 
effective application of standards and best practices 
necessary to adopt cybersecurity capabilities. Zero 
Trust Architecture network model is one such NIST 
approved security model.

Zero Trust Architecture | Security 
for a new world

Network security protocols help to protect 
information from malicious actors outside its network 
but provides almost unrestricted access to users and 
devices inside. These traditional architectures

build multiple layers of security like firewalls, 
Network Access Control (NAC) and Virtual Private 
Networks (VPNs) to protect unauthorized access of 
outsiders but none from insiders. Some of the attack 
progressions of the traditional architecture are:

• Phishing emails attack on employees
• Compromised privileged machine
• Keylogger installed on corporate machines
• Developer password is compromised
• Production environment is compromised using 

privileged machine
• Database credentials compromised
• Exfiltration via compromised cloud hosting 

service and so on

The solution to prevent these insider threats is “ZERO 
TRUST”.

As the image indicates in zero trust architecture, none is believed without genuine verification and validation.

Fundamentals of Zero Trust 
Architecture (ZTA)

“Zero trust” was coined by John Kindervag in 2010. 
He proposed that companies should move away 
from perimeter-centric network security approaches 

to a model that involves continuous trust verification 
mechanisms across every user, device, layer, and 
application.
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Zero Trust Architecture

Key Factors of Zero Trust model

Access to infra or application is enabled only for 

• authorized users irrespective of their job roles 
(end users, privileged user, outsourced IT, partner, 
Customer etc) via secure authentication like 
Passwordless,

Benefits of Zero Trust Architecture

• authorized assets,
• required resources and required period.
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Building a ZTA

Deploying ZTA is incorrectly perceived as a costly 
process that hinders the daily activities of the 
organization.  But zero trust is built upon the 
existing network without removing or replacing any 
components. 

• Define Protect Surface

The protect surface must be defined to manage the 
expanding threat landscapes. The most valuable 
information encompassing critical Data, Applications, 
Assets and Services (DaaS). 

• Define the flow of architecture

The direction of the data flow, network traffic must 
be analyzed and defined. Defining this architecture 
makes it easy to implement Zero Trust since it 
provides a clear insight of the network.

• Architect the zero-trust architecture

ZTA does not have any universal pattern. It is 
customized per the business needs. With the help of 
protection surface definitions and flow definitions the 
Zero trust becomes logical to implement.

• Create Zero Trust Policies

Zero Trust policies are created using the ‘Kipling 
Method’ to whitelist resources that should have 
access to others. Kipling suggested the concept of 
“who, what, when, where, why and how” in his poem 
“Six Serving Men.” Using this concept, the following 
questions are defined in the architecture.

 » Who should access a resource?
 » What application is used to access a resource 

inside the protected surface?
 » When is the resource accessed?
 » Where is the data destination?
 » Why is this application trying to access this 

resource within the protect surface
 » How is the packet accessing the protect surface 

via a specific application?

• Monitoring and Maintaining the Architecture 

This step includes reviewing all logs, focusing on the 
operational aspects of Zero Trust. Since Zero Trust is 
an iterative process, inspecting and logging all traffic 
will provide valuable insights into how to improve the 
network overtime.

Once the architecture is implemented for the first 
protect surface, it can be expanded iteratively move 
other data, applications, assets, or services from your 

legacy network to a Zero Trust network in a way that 
is cost-effective and non-disruptive.

Implementation of ZTA

• Micro-segmentation: The network or the data 
centre is divided into smaller independent 
units that can be secured with different access 
credentials and policies in addition to VPNs, NAC, 
and Firewalls etc.

• Verify Users and Devices: The users and 
the devices performing on the network are 
to be verified using strict authentication and 
authorization. When the device or user fails to be 
verified, its eliminated or isolated.

• Multi-factor authentication: MFA is more secure 
than just a password including Biometrics and 
OTP are MFA methods.

• Principle of Least Privilege (PoLP): The principle 
of least privilege (PoLP) is the process of 
limiting access rights for users with minimum 
permissions they need to perform work. Under 
PoLP, we can control the read, write, or execute 
only the files/resources they need for work.

Conclusion Observations

ZTA is an evolutionary framework built on existing 
security concepts and does not introduce a radical 
new approach to cybersecurity. ZTA relies on a 
fundamental understanding of an organization’s 
services, data, users, and endpoints to be effective. In 
ZTA, elements such as Software Defined Networking 
and Identity, Credential, and Access Management 
are essential components for a successful long term 
ZTA strategy. It can complement other cybersecurity 
tools and practices rather than replacing them. Threat 
intelligence, continuous monitoring, and Red Teaming 
exercises remain important components to Zero 
Trust Networking environments and a comprehensive 
security approach.

ZTA is a powerful mature strategy that can provide a 
positive cybersecurity return on investment, but it may 
require up-front investments depending on what is 
already in place.
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Prabhakar Kumar Mandal

The COVID pandemic has transformed business 
as we know it. This includes recruitment. Right 
from the pre-hire activities to the post-hire ones, no 
hiring practices will be exempt from change we’re 
witnessing. To maintain a feasible talent acquisition 
program now and in the coming years, organizations 
face a persistent need to reimagine the way they do 
things at every step of the hiring funnel. 

POST-PANDEMIC RECRUITING 
PRACTICES 

In my perspicacity, following are 
the key aspects to look at: 

1. Transforming Physical Workspaces

Having employees be physically present at workplace 
is fraught with challenges now. We envision many 
companies transitioning into a fully or partially remote 
workforce to save on costs and give employees more 
flexibility. 

This means companies that maintain a physical 
headquarter will be paying much closer attention to 
the purpose those spaces really serve—and so will 
the candidates. The emphasis now will be on spaces 

of necessity—meeting areas, spaces for collaborative 
work, and comfortable, individual spaces for essential 
workers who need to be onsite. 

2. Traveling for interviews will be an obsolete

It’s going to be a while before non-essential travel 
assumes its pre-corona importance. In a study of 
traveller attitudes spanning the U.S., Canada, the U.K. 
and Australia, the portion of people who said they 
intended to restrict their travel over the next year 
increased from 24% in the first half of March to 40% in 
the second half of March. 

Candidates will be less willing than they once were 
to jump on a plane for an in-person interview when a 
video conference is a viable alternative. 

3. Demand for workers with cross-trained skills will 
increase

Skills-based hiring has been on the rise now and will 
keep increasing as businesses strive to do more 
with a lesser headcount. We anticipate organizations 
to increasingly seek out candidates who can wear 
multiple hats. 

Additionally, as machines take on more jobs that were 
once reserved for people, we will see even greater 
demand for uniquely human skills like problem 
solving and creative thinking. Ravi Kumar, president 
of Infosys Ltd., summed it up perfectly in an interview 
with Forbes: “machines will handle problem-solving 
and humans will focus on problem finding.” 

4. Recruiting events will look a lot different 

It’s unclear when large-scale, in-person gatherings like 
job fairs will be able to resume, but it will likely be a 
while. We will likely see most events move to a virtual 
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model, which will not only reduce risk but significantly 
cut costs for those involved. This may open new 
opportunities to allocate that budget to improve some 
of the other pertinent recruiting practices on this list. 

5. Time to hire may change dramatically

The current approach is likely to change. For example, 
that most people who took a new job last year were 
not searching for one: Somebody came and got 
them. Businesses seek to fill their recruiting funnel 
with as many candidates as possible, especially 
‘passive candidates’, who are not looking to move. 
Frequently employers advertise jobs that do not exist, 
hoping to find people who might be useful later or in a 
different framework. We are always campaigning the 
importance of minding our recruiting metrics, which 
can help us not only to hire more competently but 
identify interruptions in our recruiting process.

Are there steps in the hiring process, like screening 
or onboarding, that can be accelerated to balance 
things out? Are there certain recruitment channels 
that typically yield faster hires than others that can 
be prioritized? These are important questions to ask 
as you analyse the pandemic’s impacts to your hiring 
funnel. 

6. How AI can be leveraged to screen candidates?

AI is helping candidates get matched with the right 
companies. There are over 100 parameters to assess 
the candidates. This reduces wastage of time, money, 
and resources. The candidates are marked on their 
core strengths. This helps the recruitment manager to 
place them in the apt role. 

The current situation presents the perfect opportunity 
for companies to adopt new tools. Organisations can 
reassess their recruitment processes and strategies 
through HR-aligned technology.

Post-pandemic hiring strategy
This pertains more to the industries most impacted 
by the pandemic, like businesses in the hospitality 
sector, outdoor dining, and travel to name a few. 
Many of the applicants in this domain have chosen to 
make the shift towards more promising or booming 
businesses.

However, once the pandemic blows over and 
restrictions are lifted, you can expect suffering 
sectors to come back with major recruitment changes 
and fierce competition over top talent.

Companies that take this time to act by cultivating 
relationships and connections with promising talent 
in their sphere, will have the advantage of gathering 
valuable data from probable candidates.
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We have to continually be jumping off cliffs 
and developing our wings on the way down.

Kurt Vonnegut
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