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Cyber threat actors really made their presence felt last 
year. There were some high-profile breaches including 
Colonial Pipeline, Solar Winds and many others that 
had major economic and security-related implications. 
In 2021, there were 50% more cyber-attacks per week 
on corporate networks compared to 2020.  Critical 
infrastructure and supply chains were also exploited 
at higher rates. We cannot understate the significance 
of strengthening our cyber-defenses in the wake of 
increased vulnerabilities due to rapid digitalization in 
the past two years. 

Moving from cyber security to cyber safety - the 
metaverse calls for increased awareness and action 
on making the digital realm safer. Metaverse is still 
evolving and lacks a concrete definition. But we do 
know that existing technologies like VR, AR and others 
will be integrated and it will be a space for people to 
interact and conduct business. 

It will likely function around and beyond traditional 
sovereign borders—which makes it both exciting 
and potentially dangerous. Experts say this is the 
opportune moment for those involved in creating the 
metaverse to avoid making the same mistakes as 
before. Infact to ensure safety, active involvement 
and coordination is required from companies, private 
groups, and government. 

Unlike other social media platforms, regulators must 
play an active role right from the beginning. It will serve 
us well if the regulators think of the threat and opportunities now and get ahead of new technology rather than starting 
from behind. Since the metaverse is still evolving, it will make sense for groups like technology experts, scientists, legal 
scholars, social psychologists, among others to be involved in defining it.

In this edition, we would like to introduce you to Pratap Pawar, Director of HR & IT at GS Lab and Blake Brannon, Chief 
Strategy Office at OneTrust. 

Mr. Pawar spoke to us about his early life and how the values instilled then has helped him excel later in life. He has 
also been with the Indian Navy and has shared some interesting experiences during his time there. Mr. Brannon spoke 
to us on how challenges shaped him, how he defines success and how he continues to grow as a leader.

Please do read both their interview pieces.

We have some insightful articles in this edition. 

Suresh Kumar Ramasamy has written, ‘Root Cause Analysis (RCA) in IT Environment – How to connect the Dots 
Layered Approach’.

Kavitha Srinivasulu has written, ‘How to ensure your Incident Response Plan and Security Strategies are Successful?’

Kannan Srinivasan has written, ‘Are you Ready to Tackle another Log4J?’

Rajeswari S has written, ‘The Handshake of Technology and Healthcare’

Naveen K T has written, ‘Contribution of the IT industry to India’s GDP’.

Happy Reading!



What’s New In Tech

AI Video Analytics deployed to improve Rail 
Crossing safety

Nokia has announced that it is deploying its AI video analytics 
solution, Scene Analytics, to improve rail crossing safety. It 
will initially be deployed for Baselland Transport AG (BLT) in 
Münchenstein, Switzerland. Scene Analytics combines machine 
learning and computer vision capabilities to enable real-time 
analysis of video feeds. The solution can be trained on CCTV data 
to learn what is “normal” or anomalous.

Studying the Big Bang with artificial 
intelligence

At TU Wien (Vienna), a neural network has been developed that 
can be used to study quark gluon plasma - the state of the universe 
after the Big Bang. This new type of neural networks provides 
a completely new and promising tool for describing physical 
phenomena for which all other computational methods may never 
be powerful enough.

Robot performs first Laparoscopic Surgery 
without human help

Designed by a team of Johns Hopkins University researchers, 
the Smart Tissue Autonomous Robot (STAR), has performed 
laparoscopic surgery on the soft tissue of a pig without the guiding 
hand of a human -- a significant step in robotics toward fully 
automated surgery on humans. 

Robots being taught to hike

ETH Zurich researchers led by Marco Hutter have developed a new 
control approach that enables a legged robot, called ANYmal, to 
move quickly and robustly over difficult terrain. Thanks to machine 
learning, the robot can combine its visual perception of the 
environment with its sense of touch for the first time.



GAVS recognized by CIO Choice 2022 
in 4 ‘Large Enterprise’ categories!

We are elated to have been recognized by the CIO Choice 2022 platform across four categories – Desktop 
Virtualization, Enterprise AI Assistance, Contact Centre AI, and Application Modernization. 

The CIO Choice platform fosters collaboration between CIOs and ICT vendors, and the winning organizations 
are recommended and recognized by CIOs and IT leaders. 

With our unwavering focus on customer centricity and zeal to deliver superior solutions, we look forward to 
achieving more milestones and reaching greater heights.

Please visit https://www.gavstech.com/awards/gavs-has-been-recognized-by-cio-choice-2022-in-4-large-
enterprise-categories/ 

https://www.gavstech.com/awards/gavs-has-been-recognized-by-cio-choice-2022-in-4-large-enterprise-categories/ 
https://www.gavstech.com/awards/gavs-has-been-recognized-by-cio-choice-2022-in-4-large-enterprise-categories/ 


1. Tell us something about your 
childhood. What values have 
been instilled in you that 
helped you excel later in your 
life? 

Born and brought up in a farmer family in rural 
Maharashtra, India, life was hard yet filled with small 
moments of happiness. This self-paced rustic lifestyle 
changed quickly as we migrated to Aurangabad for 
schooling and Engineering (BE Ec&Tx). Every privilege 
had to be earned and savoured till it lasted. Sacrifices 
made by family members to provide me a good 
launchpad were evident at every step and I am still 
struggling to repay that moral debt. Few life lessons 
instilled and acquired are:

        •   Start the day early.  Health is always top 
            priority.

        •   Every problem is your problem. Think of 
            solutions.

        •   Knowledge stagnates. Upgrade and share.

        •   Keep your flock tight, happy and healthy.

2. What have been some of the 
biggest challenges in your life 
and how that has shaped you?

Switching career tracks has been one of the biggest 
self-challenges that I have planned and faced. I 
have switched tracks 4 times during my career and 
none of those tracks overlapped with each other. 
From Quality assurance of guided missiles to active 
physical combatant and from Network risk manager 
to core HR, my domains have run a parallel course. 
Every switch was an orchestrated attempt to move 
out of the comfort zone and avoid stagnation. The 

Pratap Pawar
Director – HR & IT, GS Lab

Introducing

Pratap Pawar
Director – HR & IT, GS Lab

Pratap is the Director – Shared Services at GS 
Lab, where he leads Talent Acquisition, Talent 
Management, Talent Enrichment, System 
Administration & IT Applications teams. Pratap’s 
role is focused on the creation of highly skilled 
workforce, to meet the growing needs of GS Lab, 
both in terms of Employee and customer satisfaction. 
Pratap and his team strive to ensure that employees 
have a congenial, fair, stress-free and professionally 
challenging work-life where their career goals and 
aspirations can be fulfilled effectively. Pratap is also 
the key custodian of rigorous internal standards and 
best practices, and also manages change within 
the organization to drive innovation to GS Lab’s 
culture and internal processes – all focused on one 
overarching goal : making GS Lab one of the best 
places to work.
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uncertainty and insecurity of transitional phases have 
shaped me as an adaptable person. 

3. Could you share some 
interesting experiences or 
lessons learnt during your 
time at the Indian Navy?

Theatre of war brings out the real human behaviour 
and it shocks yet pleasantly surprises you every time. 
I consider myself lucky for getting opportunities 
to engage in active combat and experience the 
emotional see-saw. I would like to share 2 incidents:

        1.   Captain going down with the ship, is the 
              ultimate test of ownership of a leader. We 
              have numerous examples of Indian 
              Commanders and even junior officers 
              sacrificing their lives for the larger welfare. 
              One of my mentees sacrificed himself to save 
              lives of 15 complete strangers who were 
              on-board his sinking ship during a rescue 
              mission. After handing over his assigned 
              life jacket to them he ensured that everybody 
              was transferred onto life rafts and calmly 
              went down with the ship. He was only 29 
              years old and had his wife and child waiting 
              for him to celebrate the child’s 1st birthday 
              that very evening. Old timers will remember 
              Captain Mahendra Nath Mulla insisting on 
              going down with the ill-fated INS Khukri during 
              the 1971 war.

        2.   Enemy is temporary, human is permanent. 
              During one our visits to the Chinese port 
              of Shanghai, we encountered a Pakistani 
              ship in the South China Sea. We had lot of 
              fun exchanging “choicest pleasantries” with 
              each other before realising that our ‘port 
              of call’ was same. Upon reaching Shanghai 
              port we maintained polite distance. To our 
              surprise we received a strange request from 
              the Pakistani ship’s Captain on the second 
              day. Weary from long sailing and utterly 
              frustrated with foreign food, they were craving 
              for simple Khichadi, papad and pickle, a 
              simple South Asian meal. An extended 
              luncheon paved way for informal interactions 
              (with the permission of the Indian 
              Ambassador) and the realization that we 
              are not very different. Real pleasantries were 
              shared during the return journey, before we 
              turned enemies again!

4. How would you describe 
your leadership style? Do you 
believe leadership can be 
taught?

I was groomed in the autocratic style of leadership 
which served me well in short bursts during strategic 
and critical missions. However, delegation and 
decentralization (democratic style) worked best 
during the long term planning, execution and support 
phase. I try and strike a (10 :90) balance between 
these 2 styles. Without trust and honesty both styles 
fail miserably. I strongly believe that Leaders can be 
groomed and evolved to shoulder ownership. The 
leadership style and domain of influence may differ 
according to the personality and exposure but with 
opportunity and support everybody can evolve into a 
good leader!

5. How would you describe 
success?

No success is final and no failure is fatal. The 
definition of success changes with age depending 
upon the level of Maslow’s hierarchy one is travelling 
through. Material and certain intangible possessions 
that define success (and rightly so) at one stage 
become irrelevant quickly. Therefore, I would describe 
success as the point where a person turns altruistic. 
Oxytocin is an awesome chemical to be addicted to.

6. Looking back on your journey 
and knowing what you know 
now, what is the one piece of 
advice you would have given 
yourself along the way?

Control the controllable and be patient with what’s 
beyond your sphere of influence. Times change.
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As Chief Strategy Officer, Blake Brannon oversees 
all aspects of OneTrust’s strategy, product offerings, 
technology partnerships, and sales engineering 
teams responsible for defining the privacy, security, 
and governance market and OneTrust’s capabilities. 
Brannon evaluates industry trends and analyst 
research, while driving strategic planning, design, 
customer advisory testing, and go to market 
activities. Before serving as Chief Strategy Officer, 
Brannon was OneTrust’s first Chief Technology 
Officer, building the technology platform of trust that 
has been awarded more than 150 patents. Prior to 
OneTrust, Brannon was one of the first employees 
at AirWatch (acquired by VMware for $1.54 billion in 
2014), where he served as Global Director of Sales 
Engineering and Vice President of Product Marketing.

1. Tell us something about your 
childhood. What values have 
been instilled in you that 
helped you excel later in your 
life? 

I grew up on a farm in a very rural part of the country. 
As a result, I learned from an early age that you 
stop working when the work is done, which is never 
the case. This not only helped me develop a strong 
work ethic, but more importantly it instilled in me the 
tenacity to never quit. I realized if you fail, you just 
have to step back, think about the situation you’re in, 
and try again. 

2. What have been some of the 
biggest challenges in your life 
and how that has shaped you?

The first major challenge I faced in life was deciding 
to attend college at Georgia Institute of Technology 
(Georgia Tech). While this might sound trivial, at the 
time I made the decision it was a massive endeavor. 
I grew up in a town where most of the residents 
farmed, and everyone who grew up and went to 
college almost always moved back home. Diversity 
was absent and there were more students at Georgia 
Tech than people who lived in the entire county
I was from. This was a hurdle and culture shock for 
me, especially during my first semester of college.
I remember some of my first few professors saying, 
“we are not covering this topic because you all should 
know it from high school math,” while I sat there 
thinking, “not where I came from.” That said, this didn’t 
stop me from figuring it out. I ended up with a 4.0 GPA 
out of Georgia Tech and the experience taught me 
that it doesn’t matter where you start and you can’t 
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control your starting point, but you can control where 
you end up.

The second major challenge I faced in life was 
working at and building up AirWatch, the enterprise 
mobility management software. My role at AirWatch 
was one of the hardest things physically and mentally 
given that record pace and scale we were operating 
at. This time at AirWatch taught me so much in such 
a short amount of time, specifically how to hyperscale 
a company and how fun the experience can be. Lastly, 
it taught me about the importance of software in the 
world and how impactful it can be to transform our 
world.

3. How would you define 
success?

To me success is all about impact. The older I get 
the more I relate impact to not just building cool 
technology or software to make organizations more 
efficient, but how are we progressing humanity and 
improving life for future generations.

4. How do you continue to grow 
and develop as a leader?

I continue to grow and develop as a leader 
because I recognize the importance of improving 
in communication, experience, and empathy. My 
work and leadership style fosters a culture of 
communication and favors teamwork overall. I 
encourage employees to not just do their best work 
but realize their true potential, regardless of titles or 
years of experience, which creates an environment 
where employees are empathetic and look at each 
other as equals and push each other to achieve more. 
In the spirit of collaboration, I also try to be hands 
on and tactical, driven to help my teams in any way 
possible. 

5. Looking back on your journey 
and knowing what you know 
now, what is the one piece of 
advice you would have given 
yourself along the way?

Looking back, I would say “Think bigger, take bigger 
bets, and fail faster.” Especially when you are young – 
you have time to reap the benefits of your failures.
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Most of us have heard of the ‘5 Whys’ technique 
and lot more tools for the RCA. Irrespective of the 
tools and techniques, to make the RCA effective, it 
is imperative to have the 3 items listed below. Let us 

understand more about the layers and how to use 
them for RCA. There are 4 key layers for a problem or 

Root Cause Analysis (RCA) in
IT Environment –
How to connect the Dots ‘Layered 
Approach’

Suresh Kumar Ramasamy

[Figure 1]

[Figure 2]

incident in an IT environment and they are as follows

Layer A – The Application/Process/Software/
Firmware that faces the issue 

Layer B – The Application/Process/Software/
Firmware that exists along with Layer A

Layer C – The Device/Server in which Layers A and B 
are running

Layer D – Other Devices/servers/Network 
Connectivity/External factors that co-exists and 
participate in this ecosystem

When RCA is to be done, slice your environment into 
these layers and relate the insight from these layers 
to arrive at the RCA. In the Figure 2 below, we can see 
how the Database and Web server along with Network 
Devices are depicted in layers. Let us take a service 
availability and reliability issue of a Web Application 
and go through various scenarios and the RCA in 
each type. 
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Scenario 1 – The Network device (Layer D) has 
got a recent firmware upgrade and that didn’t go 
well, which resulted in connectivity issue between 
Container/Microservices layer and DB layer which 
are connected via this Network device, as a result the 
Web application is facing DB connectivity issue and 
user is unable to view the data in UI.

Scenario 2 – Due to recent hardening activity from 
security point of view, there was a recommendation 
to avoid default port in server (Layer C) and go for 
a different port to avoid security attach. While this 
has been done by the Server team across various 
servers, this change was not communicated to the 
Application team and the web application still is trying 
to reach the default port. This caused the database 
connectivity issue and impacted the application, 
where the user is unable to view the data in UI.

Scenario 3 – The Storage Disk (Layer B) of the 
database is not functioning properly and that resulted 
in Query timeout. This caused the impact on the 
application, where the user is unable to view the 
data in UI. In this case “Physical Disk Avg. Disk sec/
Transfer” is high and the FileTransfer utility in the 
Database server was reading and writing heavily 
at that time, which has kept the disk busy, and that 
impacted the database read/write resulted in query 
timeout

Scenario 4 – The database application (e.g. Sqlservr.
exe) (Layer A) service didn’t auto start properly after 
rebooting the machine. This caused the database 
connectivity issue and impacted on the application, 
where the user is unable to view the data in UI.

Challenges and Connecting the 
Dots

In all these scenarios, we have seen the Root cause 
and it varies in each scenario. The respective IT, 
Application, Server, Network team may follow a 
similar process as given in Figure 1 and 2, but doing 
these steps manually is almost not possible in 
practical situations. The other challenges are,

   a)   Good Monitoring tools are required for getting 
         good insights

   b)   Even if good monitoring tools are in place, it 
         has to be properly configured to capture 
         parameters as deep as ‘Physical Disk Avg. Disk 
         sec/Transfer’ as seen in Scenario 3 above and 
         much more

   c)   Getting to know how these different insights are 
          related in real time

In all these scenarios discussed above, it is clear 
that the problem in any Layer (A, B, C, D) may impact 
the other layer(s) and affect the environment in an 
unexpected way. Hence, it is important to know 
how the various components like Core switch, 
Router, Floor Switch, L2, L3, Firewall, Servers, Virtual 
Environments, Workloads in Cloud are related to each 
other. Similarly, the list of Processes or Applications, 
Microservices, Containers running inside a server or 
device and how they are related to each other are to 
be known.

ZIFTM provides the RCA through the Unified solution. 
ZIFTM Discovery, ZIFTM Monitoring and ZIFTM A&P 
does this seamlessly by discovering all the layers, 
like physical and logical, and application layer along 
with relationship. Since relationship is available 
automatically, the process of narrowing down the 
Root Cause is natural and accurate in ZIFTM with all 
the insights.

About the Author

Suresh has 20 years of experience in Native Applications, Web, Cloud and 
Hybrid platforms from Engineering to Product & Program Management. 
He heads the ZIF Monitoring & ZIF Discovery Platform. He has designed & 
hosted the monitoring solutions. He has been instrumental in amalgamating 
components to structure the Environment Performance Management suite 
of ZIF.  
  
Suresh enjoys playing badminton with his children. He is passionate about 
gardening, especially medicinal plants.
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Cyber-attacks in organizations have become the 
growing trend across industries, challenging people, 
processes, and technologies day-by-day. Over the past 
few decades, corporate networks have gone from 
minimal sharing to data overload due to the sheer 
volumes being transmitted across the globe. Hackers 
are presented with numerous opportunities to steal 
sensitive data and the investigators are having hard 
time cracking down and defending against advanced 
persistent threats. 

Incident Response Planning can help organizations 
combat cyber threats and, in this article, we are 
going to see some key security strategies used 
by companies globally, a brief overview of key 
vulnerabilities growing in the market - be it a security 
incident or a data breach, how can some of the 
key steps taken by the organizations reduce the 
vulnerabilities handle breaches effectively.

An effective incidence response plan is designed to 
prevent security incidents/breaches and takes all 
phases of an invasion into consideration. There are 
specific areas within each area of planning that have 
to be addressed and the key phases are preparation, 
identification, containment, eradication, recovery, and 
lessons learned.

Some of the key incident response planning features 
are –

•   Keeping incident response plans short and sweet 
    (make them easy to grasp for all employees)
•   Making a profile of cyber adversaries and know 
    who are being targeted
•   What key steps to take immediately when an attack 
    occurs?
•   Review how well they work and test plans 
    periodically for maximum effectiveness

How to ensure your Incident 
Response Plan and Security 
Strategies are Successful?

Kavitha Srinivasulu
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Best Practices recommended by 
Security Experts

1.     Implement an Awareness and Training Program 
        – End-users are top targets, so everyone in your 
        organization needs to be aware of the threat of 
        ransomware and how it’s delivered.

2.     Scan and filter all incoming and outgoing emails 
        – Use content scanning and email filtering to 
        detect threats before they reach end users.

3.     Enable strong Spam Filters – This is to prevent 
        phishing emails from reaching end users.

4.    Configure Firewalls – This allows authorized 
        users to access data, while blocking access to 
        known malicious IP addresses

5.     Logically separate Networks - This helps prevent 
        the spread of malware. If every user and server is 
        on the same network, the most recent variants  
        can spread.

6.    Use the principle of least privilege to manage 
        accounts – Users should not be assigned 
        administrative access unless absolutely needed

7.    Use Application control on critical systems – 
        Default-deny policy for non-approved programs 
        and scripts to stop ransomware before it can 
        access your critical assets.

8.     Patch Operating systems, Software, and 
        firmware on devices. Consider using a 
        centralized patch-management system.

9.    Back up data regularly – Verify the integrity of 
        those backups and test the restoration process 
        to ensure it’s working

10.  Secure your offline backups – Ensure backups 
        are not connected permanently to the computers 
        and networks they are backing up

11.   Conduct an Annual Penetration test and 
        Vulnerability assessment

Conclusion

The goal of cyber security planning and execution is 
to minimize the risk of future security breaches and 
ensure data is well protected inside organizations. A 
coordinated, comprehensive, and well-planned best 
practices of security measures is a good start for 
companies which are preparing for cyber security 
incidents/attacks that are emerging lately. What 
worked in the previous years may not work for today’s 

threat. Therefore, robust planning is a constant, 
evolving and ongoing process.

About the Author

Kavitha has 18+ years of experience focused on CyberSecurity, Data 
Privacy, Business Resilience, Security Assurance and Vendor/3rd party Risk 
Management across Healthcare, Financial Services, Telecom, IT Services 
and Product Corporates.

She is a natural leader with versatility to negotiate and influence at all levels. 
Kavitha is self-driven and is willing to learn from everything life has to offer.
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After going through a hectic week addressing Log4J 
vulnerability I was thinking what next and why do 
we need to go through sleepless nights to address 
a vulnerability. What if there is a solution that will 
prevent vulnerabilities from exploiting the application, 
“Tring…Tring…Hi, what is the status of the finance 
application. Have you tested the Server-Side Request 
Forgery fix.” Sounds familiar? Well you are not alone. 
Majority of the organizations today are in a similar 
situation.

What is Log4J?  
Log4J a free open source software, it is a logging 
library for Java, which is widely used by majority of 
businesses applications and websites. 

Apache Log4J is the most popular java logging library 
with over 400,000 downloads from its GitHub project. 
It is used by many companies worldwide, enabling 
logging in a wide set of popular applications. The 
Log4J library is embedded in almost every internet 
service or application including Twitter, Amazon, 
Microsoft, and so on.

What is Log4J vulnerability? 

The Log4J vulnerability allows malicious attackers to 
execute code remotely on any targeted computer.

What is the impact?

A hacker can easily steal data or take control of 
your system over the internet. Check Point Software 
Technologies found that 24 hours after the initial 
outbreak, its sensors recorded almost 200,000 
attempted attacks across the globe. 

Log4J is considered to be the vulnerability of the 
decade. Likewise, there can be other vulnerabilities in 
the future that can give sleepless nights to application 
and security teams. If an organization is breached 
and the sensitive personal data of their customers are 
stolen, not only do they have to fix the issue, but also 

report it to authorities, pay penalties etc., resulting in 
reputational damage to the organization and hence 
impacting its business. This is definitely not a good 
situation to be in. 

Firewalls and WAF are, in most cases, unable to 
detect and prevent such advanced attacks. This is 
where Runtime Application Self Protection from Hdiv 
comes in place. They are highly context aware and 
in a situation like this your application are protected 
from attacks. 

RASP protects from Log4J 
automatically

RASP like one from Hdiv provides automatic 
protection from the CVE 2021-44228 with an 
ensemble of three protection features involved:

Untrusted Deserialization

For a vulnerability to be exploited an untrusted 
deserialization operation is required to load the 
malicious class from the external source and execute 
it in the application server. RASP has the ability to 
automatically block untrusted deserialization attacks
 
Micro-Segmentation

RASP, like one from Hdiv, can monitor and block 
remote call from the server to any untrusted remote 
servers. In the case of Log4J vulnerability, the exploit 
loads the executable code from a malicious server. 
This malicious server is controlled by the attacker.
 
Arbitrary Code Execution

RASP has the Arbitrary code execution monitoring 
feature. This feature will prevent the operating system 
to execute any malicious command and blocks the 
same. It can whitelist a function and prevent any 
command from execution within JVM. 

Are you Ready to 
Tackle another Log4J?

Kannan Srinivasan
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About the Author

Kannan has over 21 years of experience in Cybersecurity and Delivery 
Management. He is a subject matter expert in the areas of Cloud security, 
infra security including SOC, Vulnerability Management, GRC, Identity and 
Access Management, Managed Security Services. He has led various 
security transformation engagements for large banks and financial clients.

What is Runtime Application Self 
Protection (RASP)?

Runtime Application Self Protection technology is a 
new layer of protection in addition to perimeter tools 
like firewall or WAF, that protects web applications 
from attacks during runtime. It’s a layer of protection 
that runs close to the application or on the application 
server. The tools used today are good and give a 
reasonable protection. Its goal is to prevent malicious 
actors from compromising internet applications and 
APIs by abusing coding vulnerabilities such as SQL 
Injection, Insecure Deserialization, XSS, etc.

and  full  visibility  of  the  execution  flow  during 
runtime. This means that a RASP can make smart 
decisions about what is an attack and what is not.

RASP is designed and architected in a way that it only 
looks into the vulnerable payload and protects them. 
This help to reduce the false positive alerts and saves 
lot of time for both security and application teams.

Many serious OWASP Top 10 risks, such as insecure 
deserialization and XML External Entity can only 
be protected effectively by a RASP, due to its 
combination of static and dynamic point of view. 

What are the main benefits of 
RASP?

•   Dramatic false positive reduction
•   Strong protection, including zero-days
•   Easy maintenance
•   Easy DevSecOps support

What’s next?

Organizations that are using business critical 
applications should consider solutions like RASP from 
Hdiv. Doing a POC will give an idea what we have 
been missing all this while. Please reach out to us for 
any queries, we will be more than happy to guide you 
in the implementation journey.

RASPs are an effective complement and/or upgrade 
from Web Application F products, a mainstream 
protection technology that is not adapting well to 
the new development approaches such as cloud 
deployments and DevOps methodologies. They 
are particularly recommended for systems where 
security is paramount because a RASP brings security 
in-depth and dramatically reduces the chances of 
security breaches.

The main advantages of this technology are 
accurately detecting vulnerabilities and intelligent 
decision making on what connections to block as we 
have all the context of the application.

How does RASP work?

RASP will have agents installed in the servers that 
acts as sensors for the application code which will 
monitor and control the execution. This protection 
happens in real-time during runtime. By means of 
those techniques, RASPs become part of the system 
so your applications remain protected wherever 
they go. As the acronym indicates, a RASP enables 
applications to protect themselves.

One of the main advantages of the RASP technology 
is its privileged point of view to conduct security 
analysis The point of view combines full visibility of 
the  internal  architecture  details  of  the  applications  
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We have come a long way from traditional care to 
a world of digitized care. Healthcare has taken on 
a different shape in its services, operations, and 
throughput with the help of advances in technologies, 
such as artificial intelligence, VR/AR, 3D-printing, 
robotics or nanotechnology. 

The future of healthcare lies in working hand-in-hand 
with technology and healthcare workers have to 
embrace emerging healthcare technologies in order 
to stay relevant and deliver superior care.

Digital technology transforms unsustainable 
healthcare systems into sustainable ones, equalizes 
the relationship between medical professionals and 
patients, provides cheaper, faster, and more effective 
solutions for diseases; technologies could even win 
the battle for us against cancer and AIDS.

Technology has dramatically altered the way 
treatment is approached. Smart inhalers, robotic 
surgeries, wireless brain sensors, artificial organs, 
health wearables, precision medicines – healthcare 
technology has revolutionized the way we deliver 
care. 

The Transformation

Digital transformation in healthcare is a building 
block of a patient-focused approach to healthcare. 
It’s key purpose is to help healthcare providers 
streamline operations, understand what the patient 
requires, build loyalty, trust, and offer a superior 
user experience with better outcomes. Let us 
discuss some of the ways in which technology has 
complemented healthcare in achieving quality of care.

1.  Digitization of Electronic Health Records for 
     coordinated care

     A patient record held within a hospital in a paper 
     format serves no purpose other than a one-to-one 
     interaction between a patient and a doctor. EHRs 
     are health information that are created and shared 

The Handshake of 
Technology and 
Healthcare

Rajeswari S

“EHRs are changing the face of global healthcare by 
providing medical professionals with a fuller, more 
holistic picture of a patient’s health history, enabling 
them to make more nuanced decisions regarding 
their treatment,” - Chris Wiegand, co-founder and 
CEO of Jibestream.
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     with other providers such as laboratories, 
     specialists, medical imaging facilities, pharmacies, 
     emergency facilities, etc. It helps to achieve a 
     coordinated care for the patient as they contain   
     information from all clinicians involved in a 
     patient’s care. EHRs are a vital part of health IT and  
     can:

     •  Contain a patient’s medical history, diagnoses, 
         medications, treatment plans, immunization 
         dates, allergies, radiology images, and laboratory 
         and test results

     •   Allow access to evidence-based tools that 
         providers can use to make decisions about a 
         patient’s care

2.   Personalized Care 

      Individualizing patient treatment is a core 
      objective of the medical field. Personalized 
      healthcare technology targets patients at the 
      individual level. It considers each patient’s genetic 
      and biological profiles before developing 
      treatment plans.

      Personalized healthcare technology tools, such as 
      wearable devices and DNA sequencing, help 
      doctors identify which diseases they are prone to, 
      diagnose diseases early, and minimize the effects 
      of disease.

      use of online patient portal to see your test results, 
      schedule appointments, request prescription 
      refills, etc.

“The personalization can be very precise and can 
be accomplished through analyzing individuals’ 
data and presenting care, coaching and health 
recommendations that precisely address their set 
of conditions, goals and lifestyle. Instead of offering 
a canned set of content that fits a broad solution 
to a health system, it’s important to understand the 
individual and their specific motivations, providing 
solutions that are particular to their lifestyle in small, 
manageable steps.” – CEO, Brent Wilkinson, Zillion, a 
healthtech company

“Technology like telemedicine is transforming 
healthcare by bridging the divide between providers 
and their patients,” explains Lisa McLaughlin, co-
founder and CEO of Workit Health. “It’s no longer 
necessary to sit in an Urgent Care waiting room 
for hours on the weekend—telehealth solutions are 
improving accessibility and convenience.” 

Dr. Chen, a plastic and reconstructive surgeon 
says, “We perform virtual 3D reconstructions in our 
trauma patients, which help guide us where to make 
the most accurate incisions or bony reconstruction 
with plates. We can review these images beforehand 
without making a single incision to plan our 
surgeries.”

3.   Telehealth/Telemedicine

      Telehealth is the use of digital information and 
      communication technologies to access health 
      care services remotely and manage your health.  
      It enables the remote delivery of healthcare 
      services, including evaluating, diagnosing and 
      treating patients. These are technologies you 
      use from home or that your doctor uses to 
      improve or support health care services – e.g., 
      use of a mobile app to estimate how much insulin 
      you need based on your diet and exercise level, 

4.   Surgical technology

      Surgical technology has been advancing with 
      astounding speed since the 1990s. The evolution 
      of surgical technology is smaller, efficient, and 
      powerful. It is a fantastic collaboration between 
      humans and technology, which could elevate the 
      level of precision and efficiency of surgeries to 
      never before seen levels. A.I., surgical robots, 3D 
      printing and new imaging methods are already 
      used on a variety of procedures.

5.   Artificial technology & augmented reality

      AI is no more a science-fiction, it is transforming 
      healthcare among other fields. The potential for 
      both AI and robotics in healthcare is vast. 

      AI in healthcare is the application of machine 
      learning (ML) algorithms and other cognitive 
      technologies in medical setting. Using patient 
      data and other information, AI can help doctors 
      and medical providers deliver more accurate 
      diagnoses and treatment plans. Also, AI can 
      help make healthcare more predictive and 
      proactive by analyzing big data to develop 
      preventive care recommendations for patients. 
      AI helps healthcare providers to better understand 
      patients to offer them the right care at the right 
      time producing improved clinical outcomes. 
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Adnan Raja, VP Marketing of Atlantic.net says, 
“Rather than replacing humans with machines, these 
technologies provide a new way to enhance the 
ways that machines and humans work together.” 
He highlights a tool AccuVien, a handheld device 
used by nurses and doctors to scan a patient’s 
body to make veins visible. Such a tool can greatly 
improve accuracy when it comes to blood draws or 
IV insertions, minimizing the likelihood of having to 
stick a patient multiple times.

      To sum it all up, technology has entered 
      healthcare and our homes, even before we could 
      realize and acknowledge it! Advancements in the 
      field of medicine through technology have certified 
      numerous life-saving processes. It is evident that 
      this is only the beginning of better care, wellness 
      and quality of life that is in store for us. From 
      streamlining patient care processes and 
      cutting costs to developing groundbreaking 
      medical capabilities and breakthrough treatment 
      opportunities, our digital age has an array of 
      possibilities that await within the medical world. 

      Let us embrace the healthtech future with 
      courage to turn to technologies with an open mind, 
      and to prepare for the changing world with as 
      much knowledge as possible.
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IT-based services are vital for any organization to 
increase productivity, makes business process flow 
easily, and grow efficiently and economically in 
this competitive world. The IT industry has not only 
impacted the economic growth of India, but it also 
has made the government more accessible and 
competent. Information Technology has made access 
to government-related services and information 
easier and inexpensive. IT has made the management 
and delivery of government services like health care 
services, education information, consumer rights, and 
services, etc. seamless with enhanced transparency.

The IT industry is essential for our economy to 
prosper exponentially and to generate millions of job 
opportunities. India’s IT and business services market 
is projected to reach US $19.93 billion by 2025. The 
industry has attracted significant investment from 
other countries. The computer software and hardware 
sector in India attracted cumulative foreign direct 
investment (FDI) inflows worth US$ 74.12 billion 
between April 2000 and June 2021. The sector ranked 
second in FDI inflows as per the data released by 
Department for Promotion of Industry and Internal 
Trade (DPIIT).

Contribution of the IT 
industry in India’s GDP

Naveen K T

Growth of the IT industry

The exponential growth of the IT companies in India 
for the past two decades has played an important 
role in changing how the world views India. The 
liberalization policies such as reducing the trade 
barriers and eradicating the import duties on 
technology products by the Government of India are 
instrumental in the evolution of the IT industry.
In recent times, economies have been hit hard by the 
pandemic. Technology stood by our side as a true 
enabler. The IT industry has extended its unrelenting 
support, with most activities and businesses moving 
online. 

IT Sector and the GDP

The IT companies have increased their contribution to 
India’s GDP from 1.2% in 1998 to almost 8% in 2018 
and 7.7% of India’s GDP in 2020 amidst the COVID-19 
situation. According to the Software Technology Park 
of India (STPI), software exports by the IT companies 
stood at a whopping 1.20 Lakh crore (US$16.29 
billion) in the 1st quarter of financial year 22 (FY22). 
The Information Technology and business service 
industry’s revenue is at approximately US$6.96B 
in the first half of the year 2021 and an increase of 
6.4% Year of Year (YoY). The export revenue of the 
IT companies is at approximately US$150B in FY21. 
According to Gartner, IT companies spending is 
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estimated to reach US$93B in 2021 with 7.3% YoY 
Growth in India and further increase to US$98.5B in 
2022. The IT and BPM industry together have greater 
than 4.5 million workers as of FY21.

The country’s digitally skilled pool has grown 
gradually and accounted for around 75% of global 
digital talent. The four largest IT firms in India (TCS, 
Infosys, Wipro, HCL Tech) have employed over 1 
million employees. New IT-based technologies like 
remote monitoring, cloud services, AIOps like GAVS’ 
own Zero Incident FrameworkTM (ZIFTM), among are 
increasing the demand in the digital economy of the 
nation. The rollout of 5G communication Technology 
and the growing adaptation of AI, Big analytics, cloud 
computing, and the Internet of things (IoT) will further 
expand the size of the IT sector in India. As the 
Indian digital economy grows, the IT companies have 
started their main centers in tier 2 and tier 3 cities 
which will further develop the growth and reduce the 
existing disparities. The Government has announced 
that it will focus on new age technologies such 
as cybersecurity, hyper-scale computing, artificial 
intelligence and blockchain.

India is expected to have a digital economy of $1 
trillion by 2025. ITS – India’s Technology Services 
industry is likely to achieve $300-350B in the 
yearly revenue by the year 2025, if it can utilize 
the fast-emerging business potential in cloud, AI, 
cybersecurity, and other rising technologies.
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Don’t be afraid to give up the good to go 
for the great.

John D. Rockefeller
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