
“You may have a fresh start any moment you choose,
for this thing that we call ‘failure’ is not the falling down, 

but the staying down.” 
Mary Pickford



The greatest compliment that was ever 
paid me was when one asked me what
I thought, and attended to my answer.

Henry David Thoreau
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Team enGAge wishes all its readers a happy new 
year!

It is that time of the year when most of us are 
more hopeful - of achieving their goals, of things 
going in their favor and in general about the 
world. What is it about new beginnings that make 
human potential seem limitless? The answer 
to this is something called the “Fresh Start 
Effect”. It has been found that humans tend to 
take action towards achieving a goal at or after 
‘temporal landmarks’, such as birthdays, new year, 
month, etc. New beginnings not just recalibrate 
people’s expectations, they also let people detach 
themselves from past failures and thus help drive 
change. It is apt then, to review the year gone by 
and carry the lessons learned into the year and 
beyond. 

With vaccines being administered all over the 
world, 2021 was the year of moving beyond 
surviving to thriving. It was the year we relooked 
at our priorities and our assumptions about the 
world and took the first steps towards the ‘next 
normal’. It has been a huge wake up call for us to 
not be complacent. The world has always been 
volatile and the future, mostly uncertain, but what 
matters the most is being determined and building 
resilience. 

The past year reinforced the value and power of 
human connections. Surveys have found that among the primary reasons for people wanting to go back to 
office is the social aspect of it. Working in isolation does have negative impacts on our productivity as well as 
our mental health. While we may never go back to pre-COVID times, it is pertinent that we figure out how we 
are going to re-engage the workforce and deliver superior experiences for our customers. 

We have some insightful articles this edition. We start the year with articles from 2 of our leaders.  Our Chief 
Customer Success Officer, Balaji Uppili, has written about GAVS’ goals and aspirations for the new year and 
how we intend on achieving them. Our Global Head of HR, Sangeeta Malkhede, who has joined us recently, 
has written about how we intend on reinforcing our core values, fostering a culture of collaboration and  
taking GAVS to its next leap of growth over the next couple of years. 

Suresh Kumar Ramasamy has written, ‘Impact of the Unknown – Identifying the Blind Spots’.

Nithesh Kumar has written, ‘How ZIFTM could be a boon to the Banking and Financial Services Industry’.

Shivakumar D has written, ‘Will Data Localization help Data Privacy?’

Rajeswari S has written, ‘Is AI Replacing Humans?’

Gouri Mahendru and Karpagam Ramasamy have written, ‘Using Configuration Management Data to Drive 
Automation’.

Happy Reading!



What’s New In Tech

Self-powered aqueous robots developed

Scientists at the Department of Energy’s Lawrence Berkeley 
National Laboratory (Berkeley Lab) and the University of 
Massachusetts Amherst have demonstrated liquid robots, that 
runs continuously without electricity. The technology has potential 
as an automated chemical synthesis or drug delivery system for 
pharmaceuticals.

New holographic camera sees the unseen with 
high precision

Researchers at Northwestern University have invented a new 
high-resolution camera that can see the unseen -- including 
around corners and through scattering media, such as skin, fog 
or potentially even the human skull. Called synthetic wavelength 
holography, the new method works by indirectly scattering 
coherent light onto hidden objects, which then scatters again and 
travels back to a camera.

Engineers teach AI to navigate ocean with 
minimal energy

Engineers at Caltech, ETH Zurich, and Harvard are developing an 
artificial intelligence that will allow autonomous drones to use 
ocean currents to aid their navigation, rather than fighting their way 
through them. The team has also developed a small palm-sized 
robot that runs the algorithm on a tiny computer chip that could 
power seaborne drones both on Earth and other planets.

Mind-controlled robots now one step closer

Researchers have developed a machine learning program that can 
be connected to a human brain and used to command a robot. 
The program adjusts the robot’s movements based on electrical 
signals from the brain. The hope is that with this invention, 
tetraplegic patients will be able to carry out more day-to-day 
activities on their own.



Kedaara Acquires Majority 
Stake at GAVS

digital transformation of the business models and, subsequently, the IT operations of organizations. COVID-19 
has only accelerated work in this direction,” said Pramod Bhasin, Operating Partner, Kedaara, and former 
President and CEO, Genpact. “With a strong DNA of innovation-led culture and customer-centricity, GAVS is well-
positioned to be one of the premier AI-led digital transformation focused service providers,” he added.

Rajeev Srivastava, Executive Chairman and Managing Partner, Basil Technology Partners and Sameer 
Kanwar, Chief Executive Officer and General Partner, Basil Technology Partners said, “Over the past 12 years, 
we have been involved in scaling GAVS into a 2,100+ person, innovation-led organization. Kedaara coming in as 

GAVS welcomes Kedaara Capital as a majority investor. Kedaara is a leading PE firm, and has a JV with the 
global firm, Clayton Dubilier & Rice (CD&R).

We are pleased that Kedaara saw merit in our vision for Digital Transformation, AI/ML and other leading-edge 
technology offerings in Healthcare and other verticals.

Kedaara’s investment will enable GAVS to:
 •   Accelerate business growth by leveraging global relationships of Kedaara and Clayton, Dubilier & Rice
 •   Deliver AI-led digital transformation services, enterprise managed services, and product engineering
     to a vast pool of customers globally, especially across healthcare enterprises
 •   Drive growth of ZIF.ai (Zero Incident FrameworkTM), our AI-based TechOps platform
 •   Be among the Best Employers, and provide  GAVSians with an enriching and purposeful environment

Here are the comments from a few 
leaders -

Sunish Sharma, Co-CEO and 
Managing Partner of Kedaara, 
and Parin Mehta, Managing 
Director of Kedaara, said, “Cost 
efficiency improvements, the 
adoption of the value-based model, 
changing consumer expectations, 
the complexity of contracts and 
regulatory push are accelerating the 
adoption of digital technology.  We 
are excited to partner with the GAVS 
team to support their continued 
effort in working with clients to aid 
that transition. Sumit and the senior 
leadership team have built a robust 
platform at GAVS, with exceptional 
capabilities, focus on innovation, and 
partnerships with world-class clients, 
especially in the Healthcare sector.”

“Status-quo is not an option – 
businesses have constantly evolved 
to leverage advances in technology 
to increase agility, customer 
satisfaction, growth and profits. 
Today, this evolution includes the 



the majority shareholder will enable GAVS to further build on its strengths and take advantage of the growing 
need for digital adoption across industries (especially in Healthcare) in the US and India, leveraging Kedaara and 
CD&R’s extensive network and relationships.”

Keith Pitts, Operating Advisor, Clayton, Dubilier & Rice, ex-Vice Chairman, Tenet Health, one of the leading 
healthcare systems in the US said, “Historically, the healthcare sector in the US has been slower to adopt IT as 
compared to players in the BFSI, retail sector, and consumer sector etc. But now, digital adoption has become 
an imperative. The abundance of untapped data and the increased focus on improving patient experience, and 
regulatory push are likely to drive IT adoption in healthcare, especially in the space of cloud migration, data 
analytics, and security services. GAVS is well-positioned to capitalize on the spend on digital transformation 
initiatives by healthcare providers.”

Uday Madasu, CIO, Jewish Board said, “Jewish Board has been associated with GAVS Technologies for the past 
8 Years in providing end-to-end IT Support services. Through their AI led IT support services, they have been able 
to improve the reliability of our IT systems and have delivered about 35% cost savings YoY.”

Sumit Ganguli, CEO, GAVS, said “At GAVS, all my colleagues and I are committed to building an AI-led digital 
transformation company with a focus on successful client engagements. We were most impressed with the 
leadership, competency, and aspirations at Kedaara and CD&R. We feel privileged to partner with them to 
pursue our vision. Kedaara’s investment in GAVS is a testament to the culture of technological innovation, client 
centricity, and employee engagement that we have instilled in our company. Kedaara has significant experience in 
scaling businesses while retaining the entrepreneurial ethos in the portfolio companies. We believe that Kedaara 
and CD&R will be the ideal partners for GAVS’ clients, employees, and for our stated values.”

GAVS is committed towards its customers and employees, and Kedaara and CD&R’s leadership and experience 
in building businesses will help us with our growth strategy and create enduring value.



Vision for 2022

Balaji Uppili
Chief Customer Success Officer, GAVS

I would like to wish everyone a happy new year. We 
have begun the year with renewed vigor and drive
to achieve our goals and help our customers achieve 
theirs. I would sincerely thank all GAVSians and our 
partners for their dedicated efforts in helping us grow.

A smooth sea never made a skilled sailor. Uncertain 
and challenging times have taught us valuable 
lessons, and we are wiser for it. Our vision for the new 
year is to ensure that we are closer to meeting our 
aspirations through continued collective effort.

We believe that the three pillars of GAVS – Growth 
and Aspirations, Customer Centricity, People Focus – 
help us march towards our goals. 

Growth and Aspirations

At an industry level, we will be focusing on Healthcare 
and Banking & Financial Services. While we continue 
to support our existing customers in achieving their 
business imperatives, we are looking forward to doing 
some exciting work for our new customers in India, 
North America, and Middle East. 

We have had some senior leaders join us to lead 
our efforts in growing our Healthcare vertical 
and take our solutions in blockchain, medical IoT, 
data management and analytics to the market. 
Strategic partnerships are important to us and we 
are expanding our partnerships with CHIME and IIT 
Madras. We have set up the Healthcare Technology 
Institute in association with IIT-M, which is shaping 
up well. IIT-M also has a wealth of expertise in supply 
chain that we are tapping into. 

We have developed a framework, AI-as-a-Service 
(AIaaS), which can build solutions for business 
requirements in healthcare and other industries, 
solve existing data or pattern problems, and innovate 
solutions that empower patientcare and improve end-
user experience. 

We will be focusing on our AIOps platform, ZIFTM, 
as a key growth driver across the globe. It had been 
granted 2 patents by the US PTO last year and we 
continue to upgrade it to cater to the business needs 
of our customers. We want to ensure a market 
leadership for ZIFTM along with our VDI solution, 
zDesk.

Cybersecurity solutions is another area of focus 
for us. The pandemic has moved cybersecurity to 
the top of most business leaders’ list of priorities. 
Through our internal capabilities and our alliances 
and partnerships, we aim to address the current 
challenges being faced by organizations. 

Customer Centricity

We need to continue to excel in our ability to be 
the clear concierge for our customers and drive 
customer success rather than just delivering SoWs. 
We have always placed the utmost importance on 
being a Customer Centric organization – it involves 
understanding those that we work with as individuals 
along with their roles in their organizations and of 
course understanding the organization too. Aligning 
to an organization’s goals and objectives thus 
helps us enable them with innovative solutions. 
Cost-effectiveness, time to market are all given, but 
solutions which are end-user experience based, 
guarantee service assurance and enhance revenue 
channels, those are very critical. Two things that we 
are working on bringing to our customers are gain-
sharing and outcome-based pricing.

People Focus

Sangeeta Malkhede has joined us recently as our 
Global Head of HR and she comes with extensive 
experience in people management. Under her 
leadership, we aim to achieve our aspirations of 
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About the Author

Balaji has over 25 years of experience in the IT industry, across multiple 
verticals. His enthusiasm, energy and client focus is a rare gift, and he 
plays a key role in bringing new clients into GAVS.  Balaji heads the Delivery 
department and passionately works on Customer delight.  He says work is 
worship for him, and enjoys watching cricket, listening to classical music 
and visiting temples.

setting the standards for people practices in the 
industry. 

At GAVS, we will continue to provide a platform for 
our employees to excel and fulfil their aspirations. 
We want to emerge as an organization where people 
cherish working. There is a constant focus on 
culture, people practices and our ability to provide 
interventions to our leaders and help GAVSians grow 
into leaders in their own right. We empower our 
leaders to play the role of a CEO of their respective 
engagements/functions. 

Message for GAVSians

To GAVSians, I would ask you all to chase your 
dreams and aspirations. Think like an entrepreneur 
and empower yourselves to drive success for yourself 
and our customers.

The whole is greater than the sum of its parts - let’s all 
play our part in breaking any silos that may exist and 
making GAVS a collaborative workplace. 
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“As we look ahead into the next century, leaders will be 
those who empower others.”
 – Bill Gates

At GAVS, we are driven by one goal and that is 
to empower all GAVSians to get closer to their 
aspirations and enable our clients to fulfil their 
objectives. We have embarked on a new journey 
that’s filled with the promise of passion, innovation, 
and excellence. We believe that our people are our 
biggest strength, and they deserve nothing less than 
excellence. In our desire to create the most exciting 
workplace in the industry, we have embarked on the 
journey to build a high-performance organization, 
that is connected and collaborative, that is driven by 
purpose and  has a zeal for success. 

I would like to wish you and your families a very happy 
new year! New beginnings bring hope with them and I 
hope that this year we can achieve our goals and get 
closer to fulfilling our dreams. 

The pandemic has transformed most aspects of 
our lives over the last two years. While client calls 
in pajamas and background disturbances have now 
become the accepted normal, our friends, families, 
colleagues, and communities have gone through 
significant changes that are bound to have long-
lasting impacts. The pandemic has reshuffled our 
priorities and it has impacted our eating habits, 
childcare and even our workstyles. A growing concern 
among business leaders around the world was the 
concern of collaborative work taking a hit in the 
remote work ecosystem. This has made it pertinent 
to create an environment which ensures efficient 
collaboration and meeting of minds.

High Performance Culture

As leaders and managers, we have come a long 
way, and our understanding of the workplace has 
evolved greatly over the last couple of years. It can 
be said that the managerial styles driven by business 

Taking our Next Leap 
of Growth at GAVS
Sangeeta Malkhede
Global Head of HR, GAVS

results have now taken a new shape.  Apart from 
compensation and role, there is an increased value for 
flexibility, autonomy, and a sense of belonging among 
other things. Gone are the days when managers 
were responsible only for results of a team. Today’s 
managers are not only responsible for attracting and 
retaining talent but also, consequentially the growth 
of our organization.

People Centric

At GAVS, the employee is as much a promoter of the 
brand as the customer. We take great pride in the 
talent we have on board and will go to any extent to 
ensure their health and wellness. We like to think of 
ourselves as an organization that aims for continuous 
learning and improvement and for that special 
emphasis has been put on talent development.  This 
has helped us build some of the most innovative 
approaches in the industry through our partnership 
with premier institutes like IIT Madras, Great Lakes 
Institute of Management and Dukes University. 
Competency and capability building will remain a 
focus area. We are working on redefining the career 
tracks and allowing for more flexibility to move across 
roles in the organization. The LIHT Institute has 
further helped in competency building opportunities 
in the Healthcare Domain that continues to be our 
primary motto.

Customer Centric

B-Schools teach us the importance of indicators 
like balance sheets, market share, Y-o-Y growth 
figures etc., but at GAVS we go one step further to 
measure success through another key factor, which 
is customer satisfaction. To build an organization 
that is resilient we have emphasized on building an 
ecosystem where our leaders think like entrepreneurs. 
It is ideal to have all leaders focus their efforts 
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towards growing their respective engagements and 
be revenue oriented. Thus, we aim to have all our 
managers evolve not only as people managers but 
also as customer managers. This will further reinforce 
the ‘Customer Centric’ culture at GAVS.

One of the key things that has further strengthened 
and taken shape through the pandemic is the culture 
within the organization. An important reason why 
people work for companies is their culture, which 
fosters a sense of belonging and shared identity. We 
believe that it is this shared identity that does some of 
the heavy lifting when it comes to ensuring that both 
customers and employees feel at home with us. 

Business Centric

Another critical point on our agenda is to facelift the 
way we recognize and reward GAVSians. To fulfil 
this, we will introduce policies and programs over the 
course of this year which are in line with our vision 
and philosophy. I believe that our processes will drive 
the performance culture towards being business and 
productivity oriented. Most significantly, we intend 
on recognizing all those who embody our corporate 
values. When company culture is high performing, it 
will impact all corners of our organization. Increased 
engagement, productivity, and retention are all 
outcomes of a high-performance work culture. 

The GAVS team has grown immensely over the last 
few years and this can be attributed largely to the 
culture of innovation. Not only does it enable our 
customers to meet their goals, but also fosters an 
environment for mutual development while ensuring 
that our employees are excited and motivated as they 
get the freedom to explore new technologies and its 
applications. 

It has also been our aspiration to be among one of 
the Great Places to Work. Our vision is to make it 
one of the best workplaces, the focus will continue 
to strengthen the high trust culture, which is a proof 
of why there are so many long tenured GAVSians 
here, and increase the rigor on improving employee 
experience and engagement. In my opening note, I 
had shed light on the significance of our people and 
employee experience in achieving our goals and with 
a dedicated team in place, we will ensure that all 
GAVSians feel heard and valued. We take great pride 
in calling ourselves a flat and egalitarian organization 
and believe that being an organization that listens to 
our people as the custodians of GAVS. 

We are driving towards a superlative work culture 
for our Women employees and working towards 

fulfilling our dream of being the Employer of Choice 
for Women in the IT Industry. We have policies and 
programs in place to foster diversity and will continue 
to refine them to meet the industry standards. 

“If you are going to achieve excellence in big things, 
you develop the habit in little matters. Excellence is not 
an exception; it is a prevailing attitude.”
 – Colin Powell, Former US Diplomat

I think this quote encapsulates my vision for GAVS as 
organization. We at GAVS focus on detail, in doing the 
small things perfectly and in creating a culture where 
excellence is a way of life. If people practice, systems 
and processes are in place, then it is easier to scale 
up, which is what we intend to do in the next few 
years. The future looks exciting, and we are looking 
forward to taking GAVS to its next leap of growth!

About the Author

Sangeeta Malkhede heads our global HR team. A senior HR leader with 
strong convictions, values, and experiences, she has an innovative approach 
towards HR practice and has previous leadership roles at companies like 
Patni Computer Systems, CSS, Matrimony.com and Team Lease Services 
Ltd, where she drove Programs on Employee Connect, Collaboration, and 
Communication, Performance Management, Leadership Development, and 
Organization Development. One of her primary focus areas as Head of HR 
is to drive a customer-first mindset in employees and programs, enhancing 
work productivity and engagement.

Sangeeta is an avid reader and a keen observer of human behavior. She 
enjoys playing badminton, carrom and cricket and has a passion for cooking, 
travelling and hydroponic farming. She firmly believes that “people are the 
key to building a successful organization” and thus strives to create strategic 
HR perspectives that align with business vision and goals.
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We know that there are blind spots on the road for any 
driver. As shown in the image above, the red colored 
areas are blind spots, that evade the driver’s vision 
and the impact of it can be of huge...

Do you know there are such blind spots in an IT 
Environment as well? Yes, there are many blind spots 
and the impact of it can be on various levels. The 
impact results in additional spending of money, effort, 
impact on performance, causes security compromise, 
impacts end-user experience and satisfaction and
so on.

Let us understand some of those blind spots and the 
impact of it in an IT Environment, 

•    Applications that are not expected to run on a 
     server 

In a server, for e.g., a web server, there could be a 
lot of applications running without the knowledge of 
the Application Owner or the Server Owner. These 
applications, either background or foreground 
processes consume CPU, Memory and Disk space, 
which are originally allocated and planned for the 
actual business application that is intended to run 
in that web server. This results in performance 
bottlenecks and even server crashes.

•    Unusual and new communication between server 
     and devices

It is important to be watchful of the inflow and 
outflow communication between servers and 
devices. This may unearth new devices and new 
servers which are not under the purview of the server 

Impact of the Unknown 
- Identifying the Blind Spots

Suresh Kumar Ramasamy

and application owner. This helps in planning the 
landscape, which otherwise are completely out of 
sight.

Whenever there is an unusual communication, 
appropriate measures must be taken, for e.g., if there 
is unusual transformation of bytes, or if there is a 
communication to a new port on a different server, 
measures must be taken to avoid potential risks.

•    Software licenses usage that are beyond the 
     organization’s budget

Software licenses are brought for specific purposes, 
but when it is not managed or tracked properly, 
the licensed software could be running on those 
servers or desktops or laptops in which the software 
is no longer needed. The impact of that is that 
the organization may end up paying for additional 
licenses.

•    Server and Device Ports that are not supposed
     to be open

All ports in a server are properly restricted as part 
of hardening. Over time, due to various change 
requests, ports are opened for new requirements. 
However, after the requirements are closed the ports 
are left unused and unnoticed. These open ports are 
vulnerable to hacking.

•    Vulnerable software and open sources which have 
     permeated 

As server, laptop and desktop owners install the 
software from OEM and open sources, the number 
of applications, software in a device can increase 
manifold. And when these software and open sources 
face vulnerabilities, it is practically not possible 
to identify the specific version across all servers, 
desktops and laptops. Even before the organization 
takes measures on the vulnerability front, these 
assets are compromised by hackers.

About the Author
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ZIF Monitoring and ZIF Discovery Platform. He has been instrumental in 
amalgamating components to structure the Environment Performance 
Management suite of ZIF Monitor. 
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•    Unused devices, compute and storage

Either physical or virtual server, the compute and 
storage must be watched for optimal usage. Many 
times, few servers in an environment are over utilized 
whereas there are lot of servers left under-utilized. 
This could result in performance impact due to 
lack of resources. The same could happen in a 
VDI environment, there are users who need higher 
configuration of compute which can be adjusted with 
those users who are not using their VDI resources 
effectively.

•    Change in hardware, firmware and software

When there are changes in RAM, number of CPU 
cores, in disk or mount volume, installation of 
new software, or upgrade of existing package, 
installation of new patch, firmware auto upgrade, 
etc. it is important to know the impact of these in 
the upstream and downstream of the environment. 
These changes could cause server failure, and it can 
impact or cause failure in the end-to-end journey of 
the application transaction and so on.

How to overcome this?

It is important to have full control of your IT 
environment, so that you can identify the blind 
spots and take necessary proactive actions on 
them. In order to uncover these blind spots, end-to-

end discovery of environment is required, ZIFTM‘s 
Discovery module provides the agentless discover for 

1)   Devices and its relationship

2)   Servers and its relationship
3)   Applications and its relationship between servers 
      and network devices

4)   Control over Inventory and asset

5)   Be aware of change in hardware, firmware and 
      software 

Watch out this space of for series of article on 
Discovery and how it can help organization to 
overcome the impact of blind spots.
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AIOps in Financial Industry

The enhancement of the IT operations by the 
application of Artificial Intelligence and Machine 
Learning Analytics is called as AIOps. This was
a term that was coined by Gartner in 2016. As most 
firms have moved from the traditional static physical 
systems to a more dynamic mix of on-premises 
and cloud environments, the amount of data that is 
getting generated is humongous. The traditional IT 
management systems are overwhelmed by these 
huge amounts of data. Hence, organizations across 
industries have started adopting AIOps in their Digital 
Transformation journey.

However, the banking and payment industry has 
lagged in adopting AIOps. As per a report “siloed 
data sets, regulatory compliance, fear of failure, and 
unclear internal ownership of emerging technologies” 
are some of the reasons for the hesitancy of 
Banking firms to adopt AIOps. Another problem 
is that many AIOps players are completely cloud-
based and don’t support on-premises deployment 
which the banks require. GAVS’ proprietary AIOps 
platform, ZIFTM supports both on-premises and cloud 
implementation. ZIFTM also brings together data from 
multiple platforms under a single dashboard and 
addresses the problem of data fidelity usually faced 
by the banking ITOps team.

How ZIFTM could be a 
boon to the Banking and 
Financial Services Industry

Nithesh Kumar
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Monitoring and Correlation 
Modules in ZIFTM

The financial institutions use numerous monitoring 
tools to monitor their IT Infrastructure but all those 
tools work in silos and the firms don’t get a unified 
view of all the data. The ITOps team is bombarded 
with a huge number of alerts and they miss out on 
important alerts as there is not enough information 
to prioritize the events. This increases the MTTR and 
leads to business losses. ZIFTM provides a full-stack 
monitoring capability where it monitors the entire IT 
infrastructure and provides a consolidated view of 
all the alerts and failures in a single place. The ZIFTM 
Monitoring framework is completely agentless. As 
no agents need to be deployed, the banking firms 
need not worry about security vulnerabilities and data 
breaches.

The correlation engine extensively uses unsupervised 
machine learning algorithms and correlates all the 
events and alerts and creates a single ticket for the 
root cause event. This reduces the chances of the 
ITOps team missing out on the important alerts due 
to alert fatigue. We know that many banks haven’t 
completely migrated from the legacy mainframe 
applications. The correlation engine of ZIFTM could 
be integrated with mainframe monitoring tools like 
ASG-Tmon, IntelliMagic vision and noise suppression 
of alerts could be done. The correlation module of 
ZIFTM is platform-agnostic and it can ingest data 
from any third-party tools which the banking firms 
use currently. The Universal connector tool in ZIFTM 
enables this integration. This tool is GUI-based, and 
integration could be done with ease even by the IT 
personnel who don’t have coding knowledge. The 
anomaly detection capability of the correlation engine 
can be leveraged to detect fraudulent transactions in 
minimal time. 

Prediction and Automation 
Modules in ZIFTM

The banks are nowadays very much concerned about 
the customer experience. As per a report, 74% of the 
bank operation leaders say that customer experience 
is their topmost strategic priority. To provide a 
seamless customer experience there shouldn’t be any 
disruption in banking services even for seconds. The 
Analytic and Predictive module of ZIFTM helps achieve 
this goal as it enables the ITOps team to be proactive 
instead of being reactive. The ZIFTM platform learns 
from historical data and predicts the events and 

potential failures at a minimum of 60 minutes in 
advance. They also suggest proactive remedial 
measures and notifies the appropriate Engineer of the 
upcoming failure.

The Automation capabilities of ZIFTM are also
of great use to the banks. During festivals and 
other such occasions, there would be an abnormal 
spike in the number of transactions processed and 
resource utilization. The bank servers are often 
unable to handle the huge, unexpected load. The 
predictive modules in ZIFTM will be able to predict 
the resource utilization accurately and dynamically 
create VMs and provide additional storage as per 
the requirement. This will make life easy for banking 
institutions that generally face customer backlash 
for failed transactions during the festival seasons. 
The automation module of ZIFTM has about 250 pre-
built workflows. New bots can be added as per the 
requirements of the bank. The Automation workflows 
to address the redundant Chargeback queries could 
be very helpful for the bank to reduce the number 
of fraud transactions and save the costs spent in 
dispute resolution for them. The Chatbot functionality 
is also available in ZIFTM which auto-triages tickets 
to the appropriate person and handles the mundane 
queries asked by the customers.

More and more banking institutions are migrating 
from legacy mainframe, distributed systems
to container-based, service-oriented architectures. 
The Implementation of AIOps will enable this 
transformation initiative to be hassle-free. This 
transformation will enable the banks to provide a safe, 
dependable, and consistent customer experience for 
their services which in turn improves Net Promoter 
Score (NPS) for banks and this positively influences 
their revenue generation and business outcomes.

ZIFTM also significantly helps in cost reduction.
As the top-line revenues of the banks are challenged 
in today’s pandemic world and cost reduction has 
become mandatory across the BFSI sector, ZIFTM will 
very well serve that purpose by reducing the IT OPEX 
for banks.
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We are witnessing exponential growth of digital 
data and it is set to grow even faster. In accordance 
with the growth, many countries have started 
implementing data protection measures with 
regulations like the GDPR and CCPA. 

Data localization has been one of the much-debated 
topics when it comes to data protection within 
countries, although the widely well-regarded law - 
GDPR doesn’t necessitate data localization. 

What is Data Localization? 

Data Localization means storing data within the 
territorial limits of the country.

Many countries have been pushing to have 
companies host their data within their geographical 
boundaries to ensure data privacy, national security 
and to increase economic growth by boosting 
employment locally. 

Why is Data Localization 
needed?

• To ensure national security

• Personal data protection and enforcement of 
data protection laws

• To boost economic growth and employment

• To prevent foreign surveillance

• To secure faster and better access to data for 
law enforcement

• To enable cyber-resilience

What are its benefits?

• Increased Availability: Data localization will 
pave way to faster communication and better 

accessibility covering larger parts of the country. 

• Increased Jobs: Data localization will require 
building infrastructures and networks locally to 
facilitate localization, creating more jobs and 
improve employment in the country. 

• Increased Trust: Data stored locally means 
gaining the trust of the government and the 
citizens which is a crucial part of any running 
business. 

• Increased Security: Data within the country 
means the data is resistant to foreign 
surveillance and is less likely to fall into the 
wrong hands. Keeping the data within the 
country’s borders also makes it easier to 
standardize infrastructure, network and storage 
properties which further makes the data flow 
efficient.

• Physical Availability: Localizing data also 
means that the data becomes physically more 
accessible and therefore easier to maintain.

What are the Challenges?

• Downturn on the Internet: The reach of the 
internet is global and data localization is also 
a threat to the main essence of the internet. 
The internet is based on the principle of free 
movement of data. If the free movement is 
hindered by undue protectionism, it will end up 
destroying the internet as we know it.

• Regulatory Concerns: Many companies operating 
in different parts of the world are required to 
adhere to different regulations. It has become 
increasingly difficult for companies to facilitate 
cross border data transfers between countries 
with different and sometimes conflicting data 
protection laws. 

Will Data Localization 
help Data Privacy?

Shivakumar D
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• Surveillance Concerns: There are concerns over 
that fact that if all the data is stored within the 
geographical boundaries, local authorities will be 
able to collate all the data and invade the privacy 
of individuals.

• Threats in Innovation efforts: Innovation 
thrives when there isn’t much financial burden. 
Therefore, data localization laws can threaten 
innovation efforts in the digital payments 
industry.

GAVS Focus Areas

• Keeping abreast of privacy regulations and acts

• Leveraging a combination of AI, Automation, 
Predictive Analytics, and AIOps solutions

• Design and implementation of controls and 
responses to protect data, to identify and report 
breaches, and to take timely action

• Delivering reliable and timely privacy risk and 
compliance, privacy by design, data readiness, 
impact and risk assessments across business 
functions and third parties

• Ensuring legitimacy of Data Processing 
Agreement (DPA)/ Data Transfer Agreement 
(DTA) in customer contracts relevant to personal 
data, vendor risk assessment, data breach 
response assessment, data breach incident 
management, and data security controls 
assurance, with DPOaaS (Data Protection Officer 
as a Service)

GAVS’ Value Proposition

• Empowerment of the key principles - 
Transparency, Legitimacy of Purpose, 
Proportionality

• Strict adherence to and compliance with data 
protection laws and regulations

• Anonymization and Pseudonymization to enable 
data analytics

• Dedicated certified privacy specialists with 
superior contextual knowledge of client 
environment

• Highly effective data breach notification and 
incident management

• Data Privacy Office (DPO) with standard 

templates, playbooks, and guidelines

• Dedicated Data Privacy Officer (DPO) as 
intermediary between the organization and 
regional supervisory authorities

Conclusion: Best of Both Worlds?

While one size fits all cannot be the solution, 
it is important for a company to have a solid 
understanding of their data flow and how it is stored. 
This will provide a good base to start handling 
and implementing according to regulations. The 
regulators also could allow extended timelines 
and ease the requirements for compliance making 
sure that they are proceeded properly and not 
in haste. Although the best scenario would be 
to develop a standardized framework for data 
localization that countries can easily adopt and make 
improvements on, continual and gradual analysis and 
implementation are the only way forward.

GAVS’ data privacy services and solutions are 
designed to help organizations protect their 
information over the full data lifecycle – from 
acquisition to disposal. Our service offerings help 
organizations adhere to data privacy best practices 
and regulatory compliance in a constantly evolving 
threat environment and regulatory landscape. In any 
misuse of data or breach of personal information, 
GAVS helps in forensic identification of the scope & 
nature of the data breach, and efficient remediation & 
reporting of the event.

For more details on GAVS’ Data Privacy solutions, 
please visit https://www.gavstech.com/service/data-
privacy-services/
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Artificial Intelligence or AI is a much-discussed 
buzzword...the omni potent and omni present! We 
encounter it almost daily, without even being aware of 
it. Healthcare, Banking, Media, Manufacturing, Retail, 
Automobile, Agriculture and Farming, Customer 
service, Voice search, the list is endless! 

AI adoption has sky-rocketed over the last 18 months, 
says a Sep 2021 survey. Gartner found that 33% 
of technology providers surveyed are investing $1 
million or more in AI within two years. AI market to hit 
USD 360.36 billion by 2028 while exhibiting a CAGR of 
33.6% between 2021 and 2028. 

Should we be wary of these facts or be happy about 
it? What does this mean for us, for humanity?

• Is AI replacing us? One powerful reason to 
this question - job loss from automation is a 
frightening prospect.

• Or is it augmenting human workforce? 
Entrepreneurs, technologists, and business 
leaders believe that AI will not replace but 
rather augment humans in the workforce. Many 
organizations use AI as a tool to generate value, 
and thereby revenue. 

administrative tasks in business and personal 
circumstances. It has given us never-before-
possible customer experiences , reduced costs, and 
augmented services in each industry. 

All the major advancements we’ve made in the 
world till now have only developed us as people and 
created more jobs than ever before. If it were true 
that machines could replace humans, I would not be 
writing this article and you would not be reading it! 

The question of whether AI will replace human 
workers assumes that AI and humans have the 
same qualities and abilities — but they don’t. People 
and AI bring different abilities and strengths to the 
table. AI-based machines are faster, more accurate, 
and consistently rational, but they aren’t intuitive, 
emotional, or culturally sensitive. And this makes 
humans unique and irreplaceable.

AI is not creative. Everything AI currently does 
with its counterparts (robots, internet, chatbots) 
is programmed into the machine, meaning it can’t 
think for itself outside of the code it’s got or have a 
consciousness. This is a real limitation of what AI can 
or can’t do - it can’t deviate from the set instructions 
or create a plan of its own, i.e. be creative. AI is 
derivative. They are only responsive to the data 
available. It can’t think of a situation itself; YOU must 
give it something pre-programmed. 

AI makes humans creative. AI has given us more 
time to be creative. More creative with business 
and marketing strategies, services, life-saving 
methodologies, etc.

AI increases human efficiency. It automates bank 
payments, analyzes sales prospects, suggests 
product improvements, adds intelligence to service 
providers, enables business efficiency, quick and 
explosive growth, betters customer experiences. Did 
Alexa or Siri replace me or you in this world? No, it has 
only made our lives easier.

Is AI Replacing 
Humans?

Rajeswari S

The use of AI alongside other technology and 
product/service advancements made so far 
has allowed us to automate monotonous and 
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AI helps improve our defenses. On the cybersecurity 
front, AI beats AI. AI systems are trained to generate 
alerts for threats, identify new types of malware and 
protect sensitive data for organizations.

AI ‘drives’ safety. AI has become an integral part of 
self-driving cars and connected cars. AI in automotive 
can assist the drivers in protecting against accidents. 
AI notifies component failure, suggests nearby fuel 
station. Rise of EVs and strength of data connectivity 
have opened doors to new players in the automotive 
industry. AI in the automotive industry also speeds 
up the insurance claiming process when accidents 
occur.

AI predicts, detects, and diagnoses. AI can now 
detect cancer. Google’s artificial intelligence system 
could be better at spotting breast cancer than expert 
radiologists. Other reports say it IS better at spotting 
cancer than doctors. Think about it - it can reduce the 
number of doctor/hospital visits, it eliminates the risk 
of human error, you have increased certainty - it can 
figure out where cancer is located, and at what stage, 
and, over time, will be able to pick it up even quicker in 
new patients…thanks to machine learning.

CNBC reported that by 2020, artificial intelligence will 
generate 2.3 million jobs, exceeding the 1.8 million 
jobs that it will wipe out. Forbes suggests that by 
2022, AI will create more than 58 million new jobs. 
Going by the 2 reports, 2.3 - 58 million jobs within a 
two-year period, it’s hard to see how AI is going to 
replace people permanently.
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AI will usher in an era of bounty. It will automate 
and dramatically improve upon the value-creating 
activities that humans today perform; it will, for 
instance, enable us to generate food, shelter, and 
medicine at scale and at low cost. AI should be 
seen as a boon that helps greater productivity and 
automation of cognitive routine work.

AI identifies new areas for thought in all industries 
– enables more research, enables analyzing data 
and predicting patterns, automates monotonous and 
mundane tasks and frees up bandwidth for resources 
to work on strategic initiatives. 

AI could also contribute to more leisure time, more 
time to invest in family and to develop meaningful 

human relationships, more time for hobbies, more 
mental space to be creative and productive and more.

The AI-driven transition could be disruptive and 
painful. It might require us to completely reinvent our 
society and ourselves. But ultimately, it can be the 
greatest thing that has ever happened to humanity.
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In today’s IT world, automation has been playing an 
enthusiastic role. It has number of advantages
in helping organizations deliver value. The most 
obvious benefits are improved productivity, efficiency 
and thus, the ability to be more competitive. The 
more simplistic and structured the task, the easier it 
is to automate. So, something linear – like opening 
a door automatically – should always work if the 
environment is clear of obstacles. Therefore, self-
driving cars, with many dynamic variables, have been 
a long-term goal for automation.

Conversely, when automation goes wrong, your 
organization’s service delivery is going to suffer. 
Ensure you know about a process end-to end before 
you decide on automating it. This way you can prevent 
many issues.

Role of Service Configuration 
Management in Automation

In the technology world, configuration management 
is an IT management process that tracks individual 
configuration items of an IT system. IT systems are 
composed of IT assets that vary in granularity. An IT 
asset may represent a piece of software, or a server, 
or a cluster of servers.

Some examples of software configuration metadata 
are:

• Specifications of computational hardware 
resource allocations for CPU, RAM, etc.

• Endpoints that specify external connections to 
other services, databases, or domains

• Confidential info like passwords and encryption 
keys

It’s easy for these configuration values to become an 
afterthought, leading to the configuration to become 
disorganized and scattered. Imagine numerous post-it 
notes with passwords and URLs scattered around 

an office. Configuration management solves this 
challenge by creating a “source of truth” with a central 
location for configuration.

And with the right service configuration information, 
you can automate new user licences, installations and 
accommodate needs with different nuances, such as 
user languages. The requirement for well-structured 
and maintained configuration data applies in the 
same way to everything you want to automate.

Let’s look at several automated service management 
examples that each rely on a bedrock of data, 
knowing stakeholders and gathering the right 
information: 

Example 1: When a workload stops responding, the 
restoration steps involve restarting it on a different 
server that has available capacity to run it.

With the right service configuration information 
about the server capacity storage/disk space, it can 
automatically adopt different server.
 
Example 2: When an employee is onboarded to an 
organization, the IT team needs to create the O365 
user accounts, system installation, group drive 
access, add them to projects based upon their skills, 
experience, and allotment.

With the right configuration information, you can 
easily automate new user account onboarding tasks 
including, granting access, creating credentials, 
installations, allotments, etc.

How Configuration Management 
aligns with DevOps, CI/CD and 
Agile

Configuration data has historically been hard to 
wrangle and can easily become an afterthought. It’s 
not really code, so it’s not immediately put in version 
control and it’s not first-class data, so it isn’t stored in 
a primary database. 

Using Configuration 
Management Data
to Drive Automation
Gouri Mahendru   |  Karpagam Ramasamy
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The rise of cloud infrastructures has led to the 
development and adoption of new patterns of 
infrastructure management. Complex, cloud-based 
system architectures are managed and deployed 
using configuration data files. These new cloud 
platforms allow teams to specify the hardware 
resources and network connections they need 
provisioned through human and machine-readable 
data files like YAML. The data files are then read, and 
the infrastructure is provisioned in the cloud. This 
pattern is called Infrastructure as Code (IaC).

DevOps Configuration Management

DevOps configuration is the evolution and automation 
of the systems administration role, bringing 
automation to infrastructure management and 
deployment. Enterprises today utilize it to empower 
software engineers to request and provision needed 
resources on demand. This removes a potential 
organizational dependency bottleneck of a software 
development team waiting for resources from a 
separate system administration team.

CI/CD Configuration Management

CI/CD configuration management utilizes 
pull request-based code review workflows to 
automate deployment of code changes to a live 
software system. This same flow can be applied 
to configuration changes. CI/CD can be set up so 
that approved configuration change requests can 
immediately be deployed to a running system.

Agile Configuration Management

Configuration management enables agile teams 
to clearly triage and prioritize configuration work. 
Examples of configuration work are chores and tasks 
like:

• Update the production SSL certificates

• Add a new database endpoint

• Change the password for dev, staging, and 
production email services

• Add API keys for a new third-party integration

Once a configuration management platform is in   
place, teams have visibility into the work required 
for configuration tasks. Configuration management 
work can be identified as dependencies for other work 
and properly addressed as part of agile sprints.

In conclusion…

Configuration management is a necessary tool 
for managing complex software systems. Lack 

of configuration management can cause serious 
problems with reliability, uptime, and the ability to 
scale a system. 

Many current software development tools have 
configuration management features built in. But 
one of the key service configuration management 
challenges is data that is managed by more than one 
person or team. This needs governance and guidance 
to enable people to do it properly.

And clearly, automation offers major benefits in 
terms of consistency and reducing human error. But 
gathering and managing the data that exists behind 
the ability to automate will make all the difference. 
The more you can bring a benefit back to the people 
responsible for managing the data, the easier it 
is to get them to do it and do it well. Therefore, 
understanding their needs and promoting the benefits 
become important activities, which need attention.
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There will come a time when you believe 
everything is finished; that will be the 

beginning.

Louis L’Amour
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