
Start by doing what’s necessary; then do what’s possible; 
and suddenly you are doing the impossible.

St. Francis of Assisi
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Exceptional Customer Experience 

at the Heart of Great Products

Large Language Models: A Leap in 
the World of Language AI

ITIL® Misconceptions: The ‘IS’ and 

‘IS-NOT’ of ITIL

Priyanka Pandey explores Large Language 
Models and its impact on our society. – 
“…language models try to find patterns in the 
human language, one of computer science’s 
most difficult puzzles as languages are ever-
changing and adaptable.”

Gouri Mahendru shares insights on some 
common misconceptions about ITIL. – “ITIL 
does not bring with it a recipe for immediate 
efficiency but represents a transition that 
depending on the requirements of each 
business can vary widely in the amount of time 
needed to be successful.”

Ashish Joseph throws light on a few factors 
impacting customer experience. – “The way 
organizations deal with customers influence 
the retention rates, brand value and finally the 
financial performance.”
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Hacking JSON Web Tokens AI in Monitoring Agents

Intrinsic Employee Motivation 

Translates to Corporate Success

Divya Shankari N writes on  writes on ways 
to bypass JWT authentication. – “JSON Web 
Token (JWT) is an open standard (RFC 7519) 
that defines a compact and self-contained way 
for securely transmitting information between 
parties as a JSON object.”

Natarajan Veerasekaran writes about the 
benefits of replacing basic monitoring agents 
with reactive machines. – “Apart from all 
the features of fundamental functioning, 
monitoring agents also have AI algorithms and 
process mechanisms for self-intelligences.”

Rajeswari S takes us through some factors 
that enables an intrinsically motivated 
workforce. – “Intrinsic motivation satisfies you 
emotionally. Apart from driving our creative 
pursuits, this type of motivation also drives our 
social and work-related behaviors.”



Six antitrust bills, approved by the House Judiciary Committee last week, is set to change the internet as we 
know it. Touted as the most aggressive effort to strengthen antitrust laws in recent history, these bills have 
garnered a rare bipartisan support in the US House. 

After a rigorous 16-month investigation, the antitrust bill package was proposed to rein in the power of the tech 
giants. The investigation found that the tech giants unfairly stamps out competition and stifles innovation. It 
reflects a growing concern of Big Tech’s monopolistic powers.

The two least controversial bills would increase the merger filling fees thus funding antitrust enforcement 
agencies and would give state attorneys general the power to keep antitrust cases in the courts of their choice.

The other bills ban tech platforms from prioritizing their own products and services on their platform, prohibits 
acquisition of direct competitors or nascent firms that could eventually end up as competitors and bars tech 
giants from owning multiple business lines that create conflicts of interest. Another bill also mandates online 
platforms to make data portability easier. 

When enforced, these bills may eventually lead to the tech giants breaking up or separating their businesses. 
Supporters of the bills say that it will curb the monopoly of these companies to control what people see and 
say online. However, the bills are not without concerns – privacy issues, job losses in the tech sector, to limiting 
the ability of platforms from removing services they deem harmful. There is still a long way to go before they 
become laws. 

One thing is for sure, winds of change are blowing and it will shake up the tech industry. 

Speaking of change, we have given a fresh look to enGAge. Hope you all like it. We have also introduced a new 
section in this magazine to celebrate GAVSians who exemplify the values and culture at GAVS. Please check it 
out.
 
We have some insightful articles this edition.

Ashish Joseph has written Exceptional Customer Experience at the Heart of Great Products.

Gouri Mahendru has written ITIL® Misconceptions: The ‘IS’ and ‘IS-NOT’ of ITIL.

Natarajan Veerasekaran has written AI in Monitoring Agents.

Priyanka Pandey has written Large Language Models: A Leap in the World of Language AI

Divya Shankari N has written Hacking JSON Web Tokens.

Rajeswari S has written Intrinsic Employee Motivation Translates to Corporate Success.

Happy Reading. 



When in sync, strategy and culture enable each other to create incredible organizational transformations. The 
culture at GAVS is driven by the RITE (Respect, Integrity, Trust and Empathy) values and our Zero philosophy - 
zero hierarchy, zero bureaucracy and zero tolerance towards Disrespect, Complacency, and Apathy towards our 
clients and stakeholders. Our beliefs and behaviors are practiced consciously around these values that enable 
us to foster a culture of collaboration and innovation. 

We introduce this new section to celebrate those who have exemplified such behaviour and delivered value to 
our customers. 

“I am associated with the ZIF Command Center of several engagements. I help 
our clients get the best value out of our flagship product, ZIFTM. Automation is 
an important part of my role at GAVS. The most interesting part about it is to 
leverage automation to help elevate job roles to more strategic initiatives. The 
possibilities are limitless and that is what keeps me going.”

“As part of Operations & Strategy in the Quality Management function at GAVS, 
I handle the Operations and Delivery excellence within ZIF Command Centers. I 
am passionate about driving business excellence through innovative IT Service 
Management in the Digital era and always look for ways to deliver business 
value by driving improvements in reporting tools, methods, and processes 
utilized by the team to increase the availability and granularity of actionable 
data to internal and external stakeholders.”

Gouri Mahendru

Gokulakannan J

“Culture eats strategy for breakfast.”
– Peter Drucker

Note from Balaji Uppili, Chief Customer Success Officer, GAVS
“Real asset to GAVS. His innovative and customer centric approach has been tremendous. Always strives to 
explore new things and is never shy of trying new things and delight customer and his teams. Has grown from 
strength to strength and he is now working on a very key initiative on “Zero NOC” which can change the way 
people look at command centers and NOC.” 

Note from Balaji Uppili, Chief Customer Success Officer, GAVS
“Picked up newer things in Infrastructure services and most importantly on ZIF run Command Centers and has 
made a significant impact to the way we run these engagements. Her customer connect and ability to adapt and 
work on newer things independently is her strength in addition to her articulation skills.” 



NASA gets closer to printing 
artificial organs in space

AI and robotics to clean the 
oceans

Rembrandt’s The Night Watch 
painting restored by AI

AI is being trained to read 
people’s lips

NASA’s Vascular Tissue Challenge was announced 

6 years ago to accelerate research that could 

someday lead to artificial organs. Its 2 winning 

teams used different 3D-printing techniques to 

create lab-grown liver tissue that would satisfy all 

of NASA’s requirements and maintain their function. 

The concept of tissue engineering has been around 

for a while but the growing interest in space-based 

experimentation is starting to transform the field.

Razer has partnered with marine waste cleaning 

startup ClearBot to advance the use of AI and 

robotics to reduce ocean pollution. ClearBot 

designs robots that leverage AI-powered computer 

vision to identify marine waste and retrieve it to be 

responsibly disposed of.

Artificial Intelligence has been able to restore the 

missing edges of Rembrandt’s painting The Night 

Watch, that was trimmed to fit between two doors 

at Amsterdam’s city hall. The full painting has been 

restored for the first time in 300 years.

SRAVI (Speech Recognition App for the Voice 

Impaired) by the Irish startup Liopa, represents a 

massive breakthrough in the field of visual speech 

recognition (VSR), which involves training AI to 

read lips without any audio input. The research 

has been driven by a wide array of possible 

commercial applications—surveillance tools, silent 

communication apps and improved virtual assistant 

performance.
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Ashish Joseph

The Customer Experience 
Strategy

Apple Inc stands out as one of the most innovative 
and customer-focused companies in the world. Their 
brand positioning and value from its products has 
catapulted them to one of the most valuable brands 
in the market today. The visionary responsible for 
Apple’s monumental growth is none other than its 
founder Steve Jobs. The fundamental principle 
he followed in all his strategies was to keep his 
customers at the centre and simplify their lives with 
Apple products products. 

All of Apple’s products had a customer first approach 
and they invested heavily on understanding 
customers and their pain points. The products aimed 
for the best customer experience across different 
domains and ensured that every user craved to use an 
Apple product. This strategy transformed Apple into a 
religion from a technology company.

When we look at the way we currently solve customer 
problems, we tend to start with the technological 
feasibility and then work towards solving the problem 
at hand. If the solutions are not feasible from a 
technological standpoint, certain customer needs are 
compromised. 

Taking customer needs as a primary lever over 
technology is a very challenging move. Here 
organizations must be ready to adapt and experiment 
with little to no historical data to solve customer 
problems that are in front of them. This would require 
them to challenge the traditional ways in which 
they look at technology and the approach towards 
customer centricity. 

Customer Experience 
Foundations

The foundation of all customer experiences focus 
towards the cumulation of the value provided to the 
customer during their interaction with the brand. 
At all stages of the customer journey, the customer 
experience encompasses all the ways a customer 
interacts with the brand. 

When we look at it from a product standpoint, the 
total product experience is the primary value offered 
to the customers. Here we have to take into account 
how the customer experiences the product, how the 
product delivers a lasting impression and helps build 
a connection with the brand. 

For businesses to succeed, a positive customer 
experience is crucial. A loyal customer can boost your 
revenue to eventually promote and advocate for you. 
This brings in more business from their network.

Exceptional Customer Experience at 
the Heart of Great Products
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Variables Influencing Customer 
Experience

Nowadays, no company can afford to provide 
a substandard customer experience regardless 
of the industry, their experience in the market or 
their reputation. The way organizations deal with 
customers influence the retention rates, brand 
value and finally the financial performance. Given 
these facts, there are a couple of variables that are 
responsible for the overall customer experience.

1. Customer Centric Culture

Businesses that treat their customers as king, the 
most priced asset for the organization, have reported 
higher returns than compared to their counter parts 
who do not emphasize on the stance.

A customer centric culture revolves around solving 
customer problems and adding real value at the 
end of the day. The organization’s leaders must 
take the effort to ensure that the teams focus on 
providing consistent customer experience through 
their marketing, sales cycle and during the customer 
service phase. 

A customer centric work culture brings in the values 
of being there for the customer, solving their critical 
needs and supporting them through the resolution 
process.

2. Product Value

A product that doesn’t solve customer needs and 
problems do not add value at all. Products that target 
all the pain points of the customer’s needs and 
expectations require lesser post-sales support than 
a product that does not. 

Sustained success lies in a well-built product. 
Regardless of the brand’s industry and specialization, 
the product is what defines the brand. Even though 
marketing, sales and customer service is required 
for a business to thrive, the brand will fail if the 
productive is not effective. 

3. Customer Touch Points

A connected customer is vital to all organizations. 
Reliability of brand strongly revolves around how 
easily the customer can approach representatives 
to either know about the product or solve some 
issues post the sale. Hence, providing customers 
with effective touch points from multiple channels 
is important to keep customers engaged and be 
readily available to solve any issues they are facing. 
These channels and touch points can include email, 
phone, text, instant messaging, social media, website 
or even a third-party review site. All focuses on 
getting connected to the customer and being there to 
address their needs.

4. Technology

Technologies have enabled brands to connect with 
the customers deeper than ever before. Companies 
now use technology to prevent and avoid losses 
and create solutions to their short coming in their 
customer experience strategies. Personal analytics 
instruments help organizations get real time feedback 
and analyze the customer pulse. 
Technology enables brands to modernize and 
structure their products effectively and maximize their 
efficiency. It helps reduce or eliminate labor intensive 
customer requests and speeds up the completion 
time of the processes. This empowers brands to have 
additional functionalities and cut costs at the same 
time.

5. People

A unified team of individuals makes a successful 
customer experience possible. Suppliers, marketers, 
salesmen, customer service agents and many 
others play an essential role in delivering the best-
in-class customer experience. For this to happen, 
each of these individuals must be well-versed with 
the organizational strategy and have the morale to 
implement an impactful customer experience that 
adds value. 
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Value Driven Customer 
Experiences

When customers show their interest towards a 
brand’s product, they invest their time and money 
on the entire process. From the product, customers 
aim to gain business benefits that drive value for 
the brand. Out of all the variables that influence the 
customer experience, the product pricing and the 
contract value has an indirect influence on the type of 
relationship the customers will have with the brand. 

The challenge here is to create a state where 
customers are comfortable with investing in a 
product which can guarantee business benefits out 
of its utilization. To achieve this state, brands must 
work towards understanding the value matrix that the 
product offers and tie its output with a measurable 
value realization for their customers. If the business 
benefits cannot be measured, customers tend to not 
invest heavily on the product and remain in the growth 
segment of the matrix.

At the end of the day, it’s the customer experience 
that’s at the heart of the product, that makes them 
realize the product’s true value and impact on their 
own business.

A study conducted by Christopher Meyer and Andre 
Schwager on “Understanding Customer Experience” 
published in the Harvard Business Review, talks about 
classifying customers based on the billed revenues 
and their satisfaction scores.

Here we can see that 4 different types of customers 
are formed out of the matrix. Dangling, Growth, At 
Risk and Model Customers. An ideal business would 
always strive to maximize the number of model 
customers that churn out high volume of billed 
revenue and are satisfied with the service that they 
receive.  
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Gouri Mahendru

Do you also think, 

• “ITIL is just Incident, Problem & Change 
Management. And yes, CMDB!” 

• “ITIL is a rigid set of tools, procedures, and 
processes and if you don’t follow what’s in the 
books, it’s not ITIL.”

• “ITIL is for infrastructure or production only.” 
• “ITIL is only for big organizations, and it requires 

too many people.”
• “ITIL doesn’t require any formal training, it is just 

common sense or a tool that will fix it all.”
• “You don’t need to worry about culture when 

adopting the ITIL framework.”

If your answer to any of above is Yes, this article is for 
you! 

Misconception #1: “ITIL is just 
Incident, Problem & Change 
Management. And yes, CMDB!”

Well, this misconception is incorrect. In essence, 
ITIL covers the entire life cycle of a Service/Solution/
Product, right from its inception (aka, ‘kick-off,’ 
‘initiation,’ ‘envision’) where ‘VALUE’ for the service 
is created, thereby supporting the complete service/
solution/product lifecycle as an approach. 

It involves practices such as management of Strategy, 
Portfolio, Finance, Demand and Customer Experience 
function, with purposes of establishing Business 
Relationship Management for customer collaboration 
and loyalty.

Misconception #2: “ITIL is a rigid 
set of tools, procedures, and 
processes and if you don’t follow 
what’s in the books, it’s not ITIL.”

ITIL is sometimes treated as a standard, which it was 
never meant to be. Businesses enforce this inflexible 
structure upon their employees, and it is often met 
with resistance. Despite what some people think 
there is nothing called an ‘ITIL way’. 

As a resource, the very nature of ITIL is ‘adopt and 
adapt’ mindset which encourages users to tailor the 
best practices to their needs. If something fits your 
requirements, great, use it. If it does not, tweak it or 
do not use it.

Misconception #3: “ITIL is for 
infrastructure or production only.” 

Many people associate ITIL with managing incidents 
and problems focusing on break/fix scenarios. But 
practices such as Lean, Agile, DevOps cannot be 
complete without ITIL for a holistic solution involving 
SDLC plus warranty. 

ITIL® Misconceptions: 
The ‘IS’ and ‘IS-NOT’ of ITIL

https://www.youtube.com/watch?v=J3RoUVFDdQ0
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Misconception #4: “ITIL is only for 
big organizations, and it requires 
too many people.”

I have encountered several people who believe ITIL is 
not for their organization as they “don’t have and can’t 
afford to employ 26 process owners”.

Initially, ITIL may seem overwhelming and people 
think they need a big team to make it work. However, 
when taking the time to consult the ITIL guidance 
it is clear organizations of any size can use the 
framework.

What is involved in a solution to be delivered? How does ITIL guidelines help?

Decisions around Portfolio, Demand and Finance 
supported by a Management of Strategy

• When do we say Portfolio, portfolio 
encompassing pipeline of expected services 
to those already existing (or live) and retired?

• Demand concerning pattern of business 
activity & study of user profiles.

• Finance, regarding budgeting, account, and 
costing?

Solution design covering aspects

• A good service design that meets 
functionality, performance, resource, and 
capabilities?

• Management Information Systems and the 
tool considerations are investigated?

• Technology and management architecture – 
the how of it?

• Relevant process designs?
• Measurement methods and metrics for a 

good reporting?

Guidelines listed out in ‘Obtain & Build’ phase

• Early life cycle approach to solution 
development & delivery - Build, test and 
deploy and involves primary processes 
around change, release, and configuration 
Management and outlines knowledge 
management preservation along with 
validation and testing before release and 
deployment of the solution in relevance 
to acceptance criteria for a Go/No-Go to 
Production.

Development regarding Build, Test and Deploy 
the solution

• Requirement’s documentation outlining the 
High-level and Low-level design next is to 
start code and test?

• Deployments involving Dev, Test, Prep-Prod 
and Prod environments?

• Pending test considerations, a GO/No-Go to 
prod?

Guidelines listed out in ‘Design & Transition’ 
phase;

• 4Ps of service design encompassing 
Products, Partners, Process, and People.

Guidelines listed out in ‘Plan’ and ‘Engage’ phase;

• 4Ps are essential for an effective VALUE 
Creation for the solution on Perspectives, 
Position, Plan and Pattern.

https://www.panlearn.com/articles/devops/innovate-itil-a-devops-method-to-the-itil-framework/
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A tailored approach

• Just because ITIL has 26 processes, and each 
one must have a Process Owner - that does not 
mean having 26 different people each doing one 
of them. The roles can be assigned to existing 
employees in your organization with relevant 
skills and experience.

• You do not need a minimum number of ITIL 
people to work effectively within a business. 
But what you do need is senior management 
buy-in. To get that, you need to communicate the 
business benefits clearly in a way that will show 
the tangible, positive changes it will bring to the 
organization and how ITIL will help with the pain 
points.

• Another very common denominator for problems 
across teams is lack of role clarity: clearly 
documented ITIL processes can be used by 
businesses of all sizes to bring clarity to roles 
and responsibilities.

Misconception #5: “ITIL doesn’t 
require any formal training, it is just 
common sense or a tool that will fix 
it all.”

A lot of people believe that if they implement an ‘ITSM 
tool’, it will fix all problems in their business. And it is 
easier to implement a tool than a process. 

Unfortunately, both these viewpoints just are not 
correct!

Often, while IT teams trying to adopt a full ITIL 
process, they instinctively just change what is 
possible within their silo, i.e.  going from Tool A to 
Tool B. While they may end up with a better Incident 
Management system or have SLAs implemented, it is 
questionable whether the proposed way of working, or 
a target is something that the business also requires.

Alongside a change in approaches and practices, 
ITIL requires a genuine collaborative cultural shift of 
a whole business. Otherwise, organizations will not 
achieve the transformation they are aiming for.

Misconception #6: “You don’t 
need to worry about culture 
when adopting the ITIL 
framework.”

Moving from one framework to another should not 

affect the organization’s culture too drastically but 
going from home-grown processes and methods to a 
structured framework can be quite daunting. 

There are steps an organization can take to manage 
the company culture which will help a change 
initiative run smoothly:

• Involve employees from the start

Brainstorm what is working and what is not with your 
employees. The more involved they are, the smoother 
the change will be. Reassure the most affected that 
they have value and a voice. By asking them to help 
shape the change, their worth to the organization is 
acknowledged.

• Take the help of ITIL professionals and experts

Take professional advice that allows you to take 
advantage of each of the recommendations offered 
by ITIL methodology. An expert can clarify any 
doubts that may arise and ensure each process is 
executed properly according to the requirements of 
the business.

• Break down larger changes

Larger changes can be broken down into smaller 
parts, which will make them easier to work through 
and can make them less daunting for potentially 
reluctant employees.

• Embrace the fact that ITIL is not an immediate 
problem solver

ITIL does not bring with it a recipe for immediate 
efficiency but represents a transition that depending 
on the requirements of each business can vary widely 
in the amount of time needed to be successful. The 
effective coordination between processes, people and 
technology can take a considerable period. But there 
is no doubt that if these best practices are applied 
correctly, the organization will be able to enjoy the 
benefits progressively.
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Priyanka Pandey

In Google’s latest annual developer conference, 
Google I/O, CEO Sundar Pichai announced their latest 
breakthrough called “Language Model for Dialogue 
Applications” or LaMDA. LaMDA is a language AI 
technology that can chat about any topic. That’s 
something that even a normal chatbot can do, then 
what makes LaMDA special? 

Modern conversational agents or chatbots follow a 
narrow pre-defined conversational path, while LaMDA 
can engage in a free-flowing open-ended conversation 
just like humans. Google plans to integrate this new 
technology with their search engine as well as other 
software like voice assistant, workplace, gmail, etc. 
so that people can retrieve any kind of information, in 
any format (text, visual or audio), from Google’s suite 
of products. LaMDA is an example of what is known 
as a Large Language Model (LLM).

Introduction and Capabilities

What is a language model (LM)? A language model is 
a statistical and probabilistic tool which determines 
the probability of a given sequence of words 
occurring in a sentence. Simply put, it is a tool which 
is trained to predict the next word in a sentence. 
It works like how a text message autocomplete 
works. Where weather models predict the 7-day 
forecast, language models try to find patterns in the 
human language, one of computer science’s most 
difficult puzzles as languages are ever-changing and 
adaptable. 

A language model is called a large language model 
when it is trained on enormous amount of data. Some 
of the other examples of LLMs are Google’s BERT 
and OpenAI’s GPT-2 and GPT-3. GPT-3 is the largest 

Large Language Models: A Leap in the 
World of Language AI

language model known at the time with 175 billion 
parameters trained on 570 gigabytes of text. These 
models have capabilities ranging from writing a 
simple essay to generating complex computer codes 
– all with limited to no supervision.

Limitations and Impact on 
Society

As exciting as this technology may sound, it has 
some alarming shortcomings.

1. Biasness: Studies have shown that these 
models are embedded with racist, sexist, and 
discriminatory ideas. These models can also 
encourage people for genocide, self-harm, and 
child sexual abuse. Google is already using an 
LLM for its search engine which is rooted with 
biasness. Since Google is not only used as a 
primary knowledge base for general people but 
also provides an information infrastructure for 
various universities and institutions, such biased 
result set can have very harmful consequences.

2. Environmental impact: LLMs also have an 
outsize impact on the environment as these emit 
shockingly high carbon dioxide – equivalent to 
nearly five times the lifetime emissions of an 
average car including manufacturing of the car.

3. Misinformation: Experts have also warned about 
the mass production of misinformation through 
these models as because of the model’s fluency, 
people can confuse into thinking that humans 
have produced the output. Some models have 
also excelled at writing convincing fake news 
articles.
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4. Mishandling negative data: The world speaks 
different languages that are not prioritized by the 
Silicon Valley. These languages are unaccounted 
for in the mainstream language technologies 
and hence, these communities are affected the 
most. When a platform uses an LLM which is not 
capable of handling these languages to automate 
its content moderation, the model struggles to 
control the misinformation. During extraordinary 
situations, like a riot, the amount of unfavorable 
data coming in is huge, and this ends up creating 
a hostile digital environment. The problem does 
not end here. When the fake news, hate speech 
and all such negative text is not filtered, it is used 
as a training data for next generation of LLMs. 
These toxic linguistic patterns then parrot back 
on the internet.

Further Research for Better 
Models

Despite of all these challenges, very less research is 
being done to understand how this technology can 
affect us or how better LLMs can be designed. In 
fact, the few big companies that have the required 
resources to train and maintain LLMs refuse or 
show no interest in investigating them. But it’s not 
just Google that is planning to use this technology. 
Facebook has developed its own LLMs for translation 
and content moderation while Microsoft has 
exclusively licensed GPT-3. Many startups have also 
started creating products and services based on 
these models.

While the big tech giants are trying to create private 
and mostly inaccessible models that cannot be 
used for research, a New York based startup, called 
Hugging Face, is leading a research workshop 
to build an open-source LLM that will serve as a 
shared resource for the scientific community and 
can be used to learn more about the capabilities 
and limitations of these models. This one-year 
long research (from May 2021 to May 2022) called 
the ‘Summer of Language Models 21’ (in short 
‘BigScience’) has more than 500 researchers from 
around the world working together on a volunteer 
basis. 

The collaborative is divided into multiple working 
groups, each investigating different aspects of 
model development. One of the groups will work 
on calculating the model’s environmental impact, 
while another will focus on responsible ways of 

sourcing the training data, free from toxic language. 
One working group is dedicated for the model’s 
multilingual character including minority language 
coverage. To start with, the team has selected eight 
language families which includes English, Chinese, 
Arabic, Indic (including Hindi and Urdu), and Bantu 
(including Swahili).

Hopefully, the BigScience Project will help produce 
better tools and practices for building and deploying 
LLMs responsibly. The enthusiasm around these 
large language models cannot be curbed but it 
can surely be nudged in a direction which has 
lesser shortcomings. Soon enough, all our digital 
communications—be it emails, search results, or 
social media posts —will be filtered using LLMs. 
These large language models are the next frontier for 
artificial intelligence.

References
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• https://bigscience.huggingface.co/en/#!index.
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JSON Web Token (JWT) is an open standard (RFC 
7519) that defines a compact and self-contained way 
for securely transmitting information between parties 
as a JSON object. A JSON web token comprises of 
three key components: a header, a payload, and a 
signature.

2. HMAC algorithm

The most commonly used algorithms for JWTs are 
HMAC and RSA. In RSA algorithm implementation 
of JWTs, private keys are used by the server to sign 
the payload, and clients can verify the JWT using the 
public key. Similarly, the server will use the public 
key to confirm the integrity of JWT upon receiving 
it from a client. The vulnerability occurs if a server’s 
code is expecting a token with “alg” set to RSA but 
receives a token with “alg” set to HMAC. It might use 
the public key as HMAC symmetric key while verifying 
the signature. As the public key would be revealed, the 
attacker could modify payloads, sign using obtained 
public key, change “alg” to HMAC, and then be able to 
forge JWTs.

Ways to bypass JWT Controls

If JWT is not implemented properly, there are ways 
that an attacker can bypass the security mechanism 
and forge arbitrary tokens.

Changing up the Algorithm Type

1. None algorithm

JWT supports “none” algorithm. Any token would be 
considered valid if the alg field is set to “none” and 
signature section is set to empty. This feature was 
originally used for debugging purposes and if not 
turned off in a production environment, it would allow 
attackers to forge any token by setting the alg field to 
“none”. 

Hacking JSON Web Tokens
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Secret Key Brute Force

If the “HS256” algorithm is used, the payload is signed 
with an HMAC using SHA-256 with a symmetric key. A 
valid JWT has both a payload and a valid signature for 
that payload. Various symmetric keys could be brute 
forced by using tools like hashcat, and the signature 
result is compared to the known-valid signature in 
order to discover the symmetric key.

Sensitive Information Leak

It is possible for sensitive data like SSN number, credit 
card number, etc., to be contained in a JWT’s payload 
and go unnoticed because of Base64 encoding.   

Open Redirection

Many Single Sign-On solutions use JWTs to track 
user’s authentication status. In a typical setup, a 
user authenticates on the authentication server and 
is redirected to the end application, along with a 
JWT to prove their authenticity. The end application 
then verifies the user’s authenticity by validating the 
JWT against authentication server. It is possible 
to manipulate where users were redirected after 
authentication, allowing attackers to redirect users 
and their JWT to a server controlled by the attacker, 
thus stealing their JWT and session. 

Key ID Manipulation

Key ID (KID) is an optional header field that specifies 
the key to be used for verifying the token. As the 
header parameter is user controlled, it can be 
manipulated and can lead to serious consequences.

1. Directory traversal

Key ID is used to retrieve a key file from the file 
system. If the parameter is not sanitized, it can lead 

to directory traversal attack. It is possible for the 
attacker to specify any file in the file system as the 
key to verify the token.

Header Parameter Manipulation

1. JKU (JWK set URL) Parameter

JKU is an optional header field which is used to 
specify a URL that points to a set of keys used to 
verify the token. If this field is not properly restricted 
or allowed to use, an attacker could host their own 
key file and specify that the application uses it to 
verify tokens.

2. X5U, X5C URL Manipulation

The x5u and x5c header parameters allows attackers 
to specify the public key certificate or certificate 
chain used to verify the token. Where x5u specifies 
the information in the URI form, while x5c allows the 
certificate values to be embedded in the token.

3. JWK parameter

The JWK (JSON Web Key) header parameter is an 
optional field which allows attackers to embed the 
key used to verify the token.

Mitigation and Best Practices

1. Always perform Algorithm Verification.
2. Use appropriate algorithms. 
3. In the case of nested tokens, perform all 

validation steps as declared in the headers of 
each token.

4. Validate the inputs for all the parameters in JWT.

2. SQL injection

The KID parameter is also used to retrieve the key 
from a database. Using the retrieved key, JWT signing 
could also be bypassed.

3. Command injection

The KID parameter is also used to retrieve the key 
from a database. Using the retrieved key, JWT signing 
could also be bypassed.

“kid”: “../../public/css/main.css”

“kid”: “aaa’ UNION SELECT ‘key’;--”

“key_file” | whoami;
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5. Do not store sensitive information in JWT token.
6. Different validation rules must be applied for 

each token.
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Natarajan Veerasekaran

AI in Monitoring Agents

As per Gartner, “AIOps is the application of 
machine learning and data science to IT operations 
problems. AIOps platforms combine big data and 
ML functionality to enhance and partially replace all 
primary IT operations functions, including availability 
and performance monitoring, event correlation and 
analysis, and IT service management and automation.”

They had predicted that large enterprise exclusive 
use of AIOps will rise from 5% in 2018 to 30% in 2023. 
Indeed, we have seen a rapid increase in the adoption 
of AIOps platforms over the past few years. The 
acceleration of digital transformation brought on by 
the pandemic has further reinforced the importance 
of such platforms. 

AIOps typically consists of various components 
such as monitoring agents, analysis components, 
AI peripherals, highlighting tools and others. In this 
article, I will be focusing on the monitoring agent. 

Monitoring agents proactively monitor, manage, 
and resolve performance issues across the entire IT 
landscape before they impact end-user productivity.

Based on its functioning, monitoring agents can be 
broadly categorized as below:

• Fundamental functioning
• AI functioning

Fundamental Functioning of 
Monitoring Agents

This covers what we are monitoring, how we are 
monitoring it, what insights are handled and where 
it is being stored. In this structure, AI and Prediction 
components are independent. Here, agents will only 
act as an observer or the catcher of insights.

The below structure is common for most AIOps tools.

AI Functioning of Monitoring 
Agent

Apart from all the features of fundamental 
functioning, monitoring agents also have AI 
algorithms and process mechanisms for self-
intelligences. These algorithms turn a monitoring 
agent into a reactive machine. 

Reactive Machines

Reactive machines are a type of AI that work based 
on predefined algorithms. It does not have any 
memory, nor does it have predictive capabilities. 
Reactive machines will respond to identical situations 
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memory refreshment and handle log recycling 
based on time and log’s information. Also, it will 
notify status of its force down situation except 
for a few exceptional cases. 

• Data Accuracy

• Reactive AI agents have an accurate unit 
conversion based on polling unit. It also realigns 
frequency with the delay of the data polling cycle.

 
• Security

• Usually, data encryption happens in static 
encryption key on agents and back-end 
components. Reactive AI agents generate a 
unique encryption key, it is frequently updated 
(by week or month) and it is notified by back-end 
calls for decryption process. It is more secure 
than the static one.

• Agent’s configuration details also get periodically 
obfuscated on its own.

• Dynamic Polling Frequency

• Most of the agent’s polling frequency is static. It 
could be via a back-end component or the agent’s 
own configuration. But reactive AI agents have 
the intelligence to decide frequency changes. 
It will decide frequency based on data impact 
(low and high frequency level). This frequency 
changes are notified to back-end components as 
well and considered based back-end process’s 
impact.

Monitoring agents usually do not have any 
intelligence and algorithms. Implementing AI in 
monitoring agents is much needed to make it more 
efficient and make AIOps a true enabler of digital 
transformation. 
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in the exact same way every time. There will never 
be a variance in action if the input is the same. This 
feature is desirable when it must be ensured that the 
AI system is trustworthy. However, it means they can’t 
learn from the past. 

Spam filters and the Netflix recommendation engine 
are examples of reactive AI.

Reactive machines work well in scenarios that require 
pattern recognition and where all parameters are 
known. 

Benefits of replacing basic 
monitoring agents with reactive 
machines:

In the monitoring aspect, Reactive machines = 
Reactive AI Agents

• Data processing & size deduction

• Handling huge data and processing those are 
extraordinarily complex. Moreover, it keeps on 
growing and needs to be maintained. 

• 
• Reactive AI agents have their own intelligence 

to filter polling data’s properties. All insights’ 
properties are not always used from raw data. 
Only a few properties are needed in certain 
impact cases. But, most monitoring agents, 
don’t have the intelligence to identify situations 
(impact cases) to filter properties. Agents post 
all properties each time of monitoring frequency. 
If we filter the properties of monitoring data on 
need basis, it will reduce 5-10% overall data size.

• 
• In processing aspect, reactive agents will 

group repeated common properties of various 
transaction documents at the same polling time. 
Reactive AI agents will have the intelligence 
to know what can be grouped, how can it be 
grouped, and to maintain raw data’s consistency. 
Example, at a specific time we are collecting 
200+ event details, they all will have a machine 
name, IP address, location, and few more 
common properties. These properties are going 
to be repeated on all 200+ documents and these 
will be a few gigabytes. If we are grouping those 
details as an independent single document with 
that independent id on all 200+ documents, it will 
get reduced to around 15%-20% overall size. 

• Self-healing

• Reactive AI agents have self-healing intelligence 
to optimize its CPU, memory utilization, in-
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Rajeswari S

Highly motivated and engaged employees contribute 
significantly to corporate success. It is not an easy 
task for an organization to keep their employees 
motivated and focused around a common purpose, 
especially their remote workforce.  You need to create 
an environment where the employees’ motivation 
to do their best job comes from within them, DAILY. 
Easier said than done! Here some factors that make 
employee motivation a habit.

“DON’T WATCH THE CLOCK; 
DO WHAT IT DOES. KEEP GOING” 

- SAM LEVENSON

Intrinsic Employee Motivation 
Translates to Corporate Success

Motivation is of two types – Intrinsic and Extrinsic.

• Intrinsic motivation is when you engage in a 
specific activity due to a genuine interest in the 
activity.  When you ask such people why they do 
it, they would reply “because I like it”, “because it 
is fun”. It is prompted by their internal desires to 
learn, explore, and actualize their potential. Most 
of our hobbies, artistic pursuits, and passion 
projects are driven by internal motivations. 

• Intrinsic motivation satisfies you emotionally. 
Apart from driving our creative pursuits, this 
type of motivation also drives our social and 
work-related behaviours. 

• Extrinsic motivation is when you engage in 
an activity because of the external benefits 
you obtain by accomplishing it like money, 
credits, etc. Extrinsic motivation are behaviours 
prompted by a promise of some external reward 
such as praise, financial gains, or recognition. 

Traditionally, extrinsic motivation is placed at the 
core of most employee engagement strategies 
such as performance bonuses, ‘employee 
of the month’ programs, cross-department 
competitions, and so on.

• Extrinsic motivation creates a conditional 
atmosphere where employees are made to 
perform for the benefits they get, and the 
corporate culture becomes unhealthy. It leads to 
a point where people stop doing things for the 
sake of pleasure and only pursue reward-driven 
actions.

Following is the Job Characteristics Theory (JCT) 
developed by Hackman and Oldham that depicts 
what/how internal/external factors affect a job’s 
output.
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Let us see which factors drive an intrinsically 
motivated environment that is genuinely helpful to 
the individual as well as the organization. 

1. Fitment of work/skill – The core of intrinsic 
motivation starts from the day you join work 
or even before that. Skill mismatch or wrong 
fitment in job could be a great drain on an 
employee’s morale. So, extreme care must be 
taken during the recruitment phase itself so 
that wastages such as skill, time, money, effort, 
etc. can be avoided. Just filling up a job in 
haste for the sake of doing does not solve any 
purpose and will have a nose-dive effect on the 
employee’s career and the organization’s brand.

2. Work identity and significance – The 
importance of your job and the degree to which 
an employee can see how their daily actions 
contribute to the final outcomes mean a lot. The 
very feeling that “I am doing an impactful job” 
and “My work yields results in a meaningful way” 
can be a great employee motivational factor.

3. Feedback – Am I doing a good job? I know I do 
a good job but is anybody noticing it!?  As social 
animals, we human cannot survive without 
validation. More so in a job. When an employee 
is adding value, it becomes imperative for a 
manager to TELL THEM THAT. I would even say 
that the manager owes this to their reportees. 
Honest, meaningful, and constructive feedback 
is a great for intrinsic motivation. It is an explicit 
action of showing “Hey, I care for you”. 

1. Do not save your feedback for year-end or mid-
year appraisals. Feedback should be continuous 
so that there are no surprises or anguishes at a 
crucial juncture of the job. 

1. An American analytics and advisory company 
emphasizes that only 47% of employees 
received some feedback from their manager and 
just 26% agree that the provided feedback was 
helpful for them. This points to a problematic 
trend. Regular feedback is key to amplifying both 
types of motivation — intrinsic and extrinsic.

4. Micromanagement tendencies – 
Micromanagement is passé. Managers should 
be aware if they are unknowingly practicing it! It 
demotivates employees and makes them lose 
their self-confidence. A mind works freely when 
it is not policed. As much as 73% of employees 
admit that micromanagement undermines 
their ability to do their job well, makes them 
miserable, and ultimately — disengaged. To 
foster intrinsically-driven behavior, a manager 

must let people find their own way under a 
nurtured guidance and not dictatorship.

5. Boredom – Mundane and repetitive tasks kills 
a person’s creativity, progression, and zeal to 
contribute. Boredom is a major productivity 
killer. When anyone feels that they are 
constantly engaged in menial, repetitive work, 
they are unlikely to find internal motivators for 
doing it better. So, it is a manager’s job to juggle 
the team’s responsibilities often.

6. Open door policy – Get transparent with your 
employees. Meet them more often through 
town halls or even virtual meetings. Tell them 
how the company has performed recently, how 
the company is seen in the market, how your 
market size has grown, etc. These leadership 
interactions are significant drivers to intrinsic 
motivation. When people clearly understand how 
their actions contribute to a big picture, they are 
far more inclined to do their best work without 
expecting any tangible rewards in return. 

1. Unilever, for example, publicly reports on 
its progress to offsetting carbon footprint. 
HubSpot has a culture of ‘radical transparency’. 
Such an open door policy helps the leadership 
stay accountable over their decisions and 
defend them in front of employees who don’t 
understand and/or agree with them.

To conclude, you can see, both intrinsic and extrinsic 
motivation play their part in terms of effectiveness. 
But extrinsic factors’ effectiveness wears off over 
time if leveraged too often. On the other hand, 
intrinsic motivation can help maintain higher levels 
of satisfaction among your workforce for longer. Yet, 
getting it right requires implementing a wider range 
of cultural and organizational shifts. A successful 
company or leadership should work towards this for 
sustainable employability.
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We have to continually be jumping off cliffs 
and developing our wings on the way down.

Kurt Vonnegut
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