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Empowering Digital Healthcare 

Transformation with ZIFTM

Healthcare Transformation Using 

Cognitive Services

Dr. Vinita Chauhan-Ramprasath, Director of 
ITS Operations, Premier, Inc., talks about her 
growing up years, challenges that shaped 
her and more. She also has a message 
for all our readers. – “The technology that 
these vaccines are based on has been widely 
researched. I would request people not to be 
skeptical of them.”

Ashish Joseph discusses healthcare 
transformation trends and throws light 
on the ZIFTM advantage. – “Players in the 
Healthcare Industry must understand that 
Digital Transformation is the way forward to 
keep up with the emerging trends and tend to 
its growing customer needs.”

Srinivasan Sundararajan writes on few 
democratized AI services available as part of 
cloud providers. – “The democratization of AI 
in healthcare, which is being driven by cloud 
technologies, is leading to greater access and 
more predictive work in patient monitoring and 
smarter reactive responses to health issues.”
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API Security Smart Bots in Healthcare

Reimagining ITSM Metrics Moving Ahead as Managers

Logaiswar S breaks down API security for us 
and lists some best practices to adhere to. 
– “Organizations use API to connect services 
and transferred data. The major data breaches 
through API are broken, exposed or hacked 
APIs.”

Padmapriya Sridhar writes about how 
chatbots have been instrumental in instant 
dissemination of accurate information 
especially during the pandemic. – “With heavy 
demand for contact-less digital solutions, 
bots have been a quiet force behind Covid-19 
control initiatives, filling in gaps not adequately 
met by the human workforce.”

Rama Vani Periasamy shares her insights on 
how service providers must go beyond the 
SLA and look at other ways to deliver value 
to their customers. – “For a service provider, 
a meaningful way of reporting success would 
be focused on outcomes rather than outputs 
which is very much in tandem with ITIL4.”

Bindu Vijayan throws light on how managerial 
styles must evolve with time. – “Often times, 
we as Managers are going through the stress 
from genuinely caring to get everything 
right and move projects and teams forward 
along with the company, but it might be a 
totally different story with the teams we are 
managing.”



EDITOR’S  

NOTE

Do a shopping app’s accurate product suggestions delight you or scare you? Have you ever wondered if your 
gadgets have been eavesdropping on your conversations?

Artificial Intelligence (AI) has come a long way and has touched a lot of lives. But we must take cognizance 
of the fact that there’s a potential for its misuse which goes beyond ethics. The political support to rein in the 
misuse of AI has also been gaining momentum. The past month, the European Union (EU) and the US’ Federal 
Trade Commission (FTC) have both come out with their guidelines for regulating AI. 

The EU’s wide-ranging regulations could well become the global gold standard. It has laid down a risk-based 
approach and differentiates the uses of AI according to whether they create an unacceptable risk, a high risk, or 
a low/minimal risk. It prohibits the usage of AI in ways that could manipulate people and/or materially distort 
their behaviour to cause harm. 

Through its guidelines and frameworks, EU aims to promote “lawful, safe, and trustworthy” applications of and 
excellence in AI. The regulatory framework also ensures “legal certainty to facilitate investment and innovation 
in AI”. 

In the US, the FTC has also laid down guidelines to ensure “truth, fairness, and equity” in the use of AI. It 
encourages organizations working with AI to hold themselves accountable for compliance, ethics, fairness, and 
non-discrimination. It plans to go after companies using and selling biased algorithms and can step in when 
companies misrepresent the capabilities of a product they are selling.

It has been found that the autonomy of such technologies makes it harder to trace back specific human 
decisions, consequentially making it difficult to legally hold someone responsible and compensate the victim. 
Hopefully, the new set of guidelines will ensure no human becomes a victim of any AI-related decision or 
action.  

Organizations on their part can start with the ‘right foundation’ as suggested by the FTC. They should also 
invest in impact assessments and go through continuous, independent reviews of their algorithms and 
products. 

We have some interesting articles line up for you in this edition. 

Dr. Vinita Chauhan-Ramprasath, Director of ITS Operations, Premier, Inc., talks about her growing up years, 
challenges that shaped her and more. She also has a message for all our readers. 

Srinivasan Sundararajan has written ‘Healthcare Transformation Using Cognitive Services’.

Ashish Joseph has written ‘Empowering Digital Healthcare Transformation with ZIFTM’.

Logaiswar S has written ‘API Security’.

Padmapriya Sridhar has written ‘Smart Bots in Healthcare’.

Rama Vani Periasamy has written ‘Reimagining ITSM Metrics’.

Bindu Vijayan has written ‘Moving Ahead as Managers’.

The current wave of the pandemic in India has been devastating. Let us all do our part in breaking the chain. 
Team enGAge requests all its readers to stay safe at home. If you cannot avoid going out, then please 
practice double masking, social distancing, and hand washing/sanitizing. 

Soumika Das



What’s New 
in Tech

Software to design DNA robots 
in minutes instead of days

Researchers from The Ohio State University unveiled 

a software called MagicDNA that can design DNA 

robots and other nanodevices in minutes. It also 

allows simulations of how designed DNA devices 

would move and operate in the real world.

The Whitest paint ever can help 
fight climate change

researchers at Purdue University have made the 

whitest paint on earth which can reflect upto 98.1% of 

light. The development of this kind of ultra-reflective 

paint could be a game-changer for how we design 

buildings as our world gets hotter.

Robots to think out loud to 
improve communication and 
collaboration with humans

Researchers have designed a robot, named Pepper, 

that ‘thinks out loud’ so that users can hear its 

thought process and better understand the robot’s 

motivations and decisions. It can be useful in cases 

where we trust the robot for the evaluation of a 

situation.

Deep Learning Networks prefer 
Human Voice

A study found that AI systems reached higher levels 
of performance in identifying objects in images, if 
they are programmed with sound files of human 
language rather than with numerical data labels.

NASA’s Perseverance Mars 
Rover Extracts First Oxygen on 
Mars

An experimental instrument aboard Perseverance 
called the Mars Oxygen In-Situ Resource Utilization 
Experiment (MOXIE) successfully produced oxygen 
by separating oxygen atoms from carbon dioxide 
molecules. 



GAVS Bengaluru, India, Office Inauguration

GAVS is excited to announce that the Bengaluru office has been inaugurated on April 22, 2021. It is a key 
milestone for GAVS as we expand our footprint within India.

“This is very aspirational for us. Largely because this is going to be a conduit to truly build a healthcare 
technology company.” – Sumit Ganguli, CEO

For more information, please visit https://www.gavstech.com/



Fireside Chat with 
Dr. Vinita Chauhan-Ramprasath

Dr. Vinita Chauhan-Ramprasath
Director of ITS Operations,
Premier, Inc.

Vinita Chauhan-Ramprasath was born and raised in 
India and spent most of her childhood in Mumbai. 
She graduated with her B.Sc. in Chemistry and 
Biochemistry from Mumbai and then received her 
M.Sc. in Biochemistry. Vinita moved to the United 
States in August 2000 and received her Doctorate 
in Diagnostic Medicine and Pathobiology. She got 
married in 2006 and moved to Charlotte where she 
worked as a research faculty at University of North 
Carolina at Charlotte before getting her MBA and 
joining Premier Inc. Currently Vinita works as a Senior 
Manager of Operations where she manages the GAVS-
Premier partnership as well as a part of the integration 
management office within Premier. Vinita lives in 
Charlotte, NC with her husband Ram and her two sons 
Neel and Nikhil and their dog Dakota.

1. Tell us something about your childhood. What 
values had been instilled in you that helped you 
excel later in your life? 

I think we all have our modest beginnings; I have 
certainly had mine. Growing up, we were comfortable 
but never outrageously wealthy. My parents were 
extremely hard workers and that is something they 
both instilled in me and my sister. We had everything 
we needed, but there weren’t a lot of luxuries and we 
didn’t miss them. Another thing our parents were very 
unequivocally insistent about was a good education. 
My father lost his father at a young age and then 
proceeded to educate himself and ended up getting 
his doctorate with a scholarship. My mother came 
from a family that put education above all else. Hard 
work and the value of education are two things that 
were instilled in us early in our lives. 

2. What have been some of the biggest challenges 
in your life and how that has shaped you?

When I moved to the US, I lived on my own for the 
first time and so many things were new and different. 
Every immigrant has gone through that phase but 
for me that was especially hard because I was so 
sheltered before that. Getting a hang of the education 
system that was so different was also a task. 
After working in academic research for a while, 
there was a point when I realized didn’t want to be in 
academia. I had enrolled for an MBA program that I 
really enjoyed. When I went back from my maternity 
leave, I wasn’t willing to give up on my research 
position yet. There was one semester when my son 
was still an infant, I was taking 5 classes, working 30 
hours a week in my lab and teaching 2 online courses. 
It was a result of pure planning, and a lot of support 
from my husband; my days planned to the minute. It 
was a very trying time but was extremely rewarding.

3. How did you discover your passion for STEM?

I always enjoyed Biology. I found it fascinating 
and I was also fortunate enough to have some 
great Biology teachers. One of my teachers ended 
up mentoring me and helped me explore various 
opportunities. That was a big turning point for me. 
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She tried to nurture my interests and talked to me 
about my options going forward. Studies have shown 
that school-going girls, lose interest in STEM at an 
early age, more so than boys, if not nurtured and 
supported appropriately. Girls take it harder when they 
make mistakes, and we need to show them to learn 
from it and continue moving forward. 

4. What were the biggest leadership shifts in the 
past year?

We have all been trying to do our best juggling work 
and our family’s health. And we’re all in this together. 
There have been times my sons walked into the room 
while I was in meetings and no one batted an eyelid. 
Leaders understand that we are all managing things 
at home too and allow us the flexibility to do so. 
People step up to the challenge they are presented 
if we give them an opportunity to do so and the 
pandemic has clearly tested all of us. 

5. Could you tell us something about how to 
manage remote teams? 

I personally like to have video calls with my team 
members and know what is happening in their lives 
even outside of work. Our physical and mental health 
and well-being makes everything else possible, being 
mindful of that is important. It is also important to 
empower our teams to feel confident enough to come 
up with the best solutions. It is very fulfilling for me 
to see my team members come up with better ways 
of doing things and prove me wrong. A manager’s 
number one priority is to ensure that everyone is 
working to the best of their ability. 

6. How important do you think is Diversity and 
Inclusion for corporates?

We are resistant to change but change is the only 
constant. Look at what the last year has taught 
us. Diversity, inclusion, and equity are considered 
buzzwords in corporate world, but they are important 
in every facet of life. There is a story about 4 people 
looking at a box as a problem but from different 
angles. So, it is a different problem for each of them,  
that results in different solutions. Being inclusive 
fosters creativity and innovation. Valuing our 
employees empowers them to be better performers. 
I have been fortunate to have leaders, both male and 
female, who have shown faith in me. I am particularly 
proud of working with Premier. Our leaders ensure 
that everyone is given a seat at the table and is heard 
and that makes everyone, in turn, want to do a better 
job.  

7. How would you describe an ideal technology 
partner?

The number one thing would be for them to 
understand our business. They must have the 
capability and resources to fulfill our business needs. 
Another important thing is clear communication. 

However, one thing that the pandemic reinforced 
was that the highest priority should be the ability to 
transform. Even if we don’t have an immediate need, 
we must have the capability to learn and adapt. 

8. As someone from the healthcare industry, what 
message would you like to give to our readers 
especially about vaccination?

India is at a stage right now where US was sometime 
ago. We’ve had over a year to prepare for this and yet 
we aren’t adequately organized. On top of it, there is a 
debate about the vaccines raging on. The technology 
that these vaccines are based on has been widely 
researched. I would request people not to be skeptical 
of them. It will not make you immune from the 
infection, but it will ensure that you don’t die from 
COVID. Complications from COVID can have severe, 
adverse, long-term effects. 
Please wear your masks, social distance if you step 
out of your homes and make the right decision for 
yourself and your families and get the vaccine when 
you are eligible. 
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Srinivasan Sundararajan

Democratization of AI in 
Healthcare

Organizations are becoming increasingly digital and 
Artificial Intelligence is being deployed in many of 
them. Often small tech-savvy start-ups and large 
firms with huge funds, like those in technology and 
finance businesses, are deploying sophisticated 
forms of AI.

But several other companies are being left behind. 
They may not know how or where to deploy AI, or they 
may not have the resources to create their own AI. 
Cloud technologies are filling this gap. With options 
from Google, AWS, Microsoft, and plenty of other 
vendors, companies can begin exploring how AI can 
help them. The more that AI becomes accessible, the 
more companies – and users – can leverage it for 
their benefit. 

Healthcare is often cited as an area that AI can help 
immensely. The democratization of AI in healthcare, 
which is being driven by cloud technologies, is leading 
to greater access and more predictive work in patient 
monitoring and smarter reactive responses to health 
issues. 

ML and AI have traditionally been perceived as the 
domain of experts and specialists with PhDs. While 
democratization of AI is viewed differently by different 
organizations, a common theme has been to make AI 
adoption simpler. 

The following are a few democratized AI services 
available as part of cloud providers (most of the 
examples are from Microsoft Eco System as a 
reference, however other providers also have similar 
services).

Healthcare Transformation Using 
Cognitive Services

Handwriting Recognition

With Windows Ink, you can provide your doctors with 
the digital equivalent of almost any pen-and-paper 
experience imaginable, from quick, handwritten notes 
and annotations to whiteboard demos. 

The Windows Ink platform, together with a pen device, 
helps create digital handwritten notes, drawings, and 
annotations. The platform supports capturing digitizer 
input as ink data, generating ink data, managing ink 
data, rendering ink data as ink strokes on the output 
device, and converting ink to text through handwriting 
recognition.

There are equivalent options in other platforms like 
iOS and Android which can be used for making similar 
applications for doctors.

Optical Character Recognition
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Azure’s latest OCR technology Computer Vision 
Read API extracts printed text (in several languages), 
handwritten text (English only), digits, and currency 
symbols from images and multi-page PDF 
documents. It can extract text from text-heavy images 
and multi-page PDF documents with mixed languages 
and detect both printed and handwritten text in the 
same image or document.

Most hospitals have to deal with lot of documents, 
especially when it involves external parties like 
insurance companies. Healthcare organizations 
can increase productivity and cut down on costs by 
investing in OCR for managing medical documents. 

Emotion APIs

The Azure Face service provides AI algorithms that 
can detect, recognize, and analyze human faces 
in images. Facial recognition software has varied 
applications like in security, natural user interface, 
image content analysis and management, mobile 
apps, and others.

Using this API, we can detect perceived facial 
expressions such as anger, contempt, disgust, fear, 
happiness, neutral, sadness, and more. It is important 
to note that facial expressions alone do not represent 
the internal states of people.

Speech Translation

The number of people in the U.S. who speak a 
language other than English is large and growing. 
Language barriers have been found to impede access 
to care, compromise quality, and increase the risk 
of adverse outcomes. When friends and family 

interpret, they are prone to omit, add, and substitute 
information. 

The Azure Speech Translation API can translate 
incoming speech into more than 60 languages. 
This API enables real-time, multi-language speech-
to-speech and speech-to-text translation of audio 
streams. With the Speech SDK, your applications, 
tools, and devices have access to source 
transcriptions and translation outputs for provided 
audio. Interim transcription and translation results are 
returned as speech is detected, and results can be 
converted into synthesized speech.

Health BOTs

• Providers have built health bot instances that 
triage patient issues with a symptom checker, 
help patients find appropriate care, and look up 
nearby doctors.

• Insurers have built health bot instances that give 
their customers an easy way to look up the status 
of a claim and ask questions about benefits and 
services.

Azure Health Bot empowers developers in healthcare 
organizations to build and deploy AI-powered, 
compliant, conversational healthcare experiences 
at scale. Combining built-in medical database with 
natural language capabilities to understand clinical 
terminology, it can be easily customized for various 
clinical use cases. The service ensures alignment 
with industry compliance requirements and is privacy 
protected to HIPAA standards.

Conversational intelligence also adapts dynamically 
as the health bot instance learns from previous 
interactions.

Text Analytics for Health

The healthcare industry is overwhelmed with data. 
They face an incredible challenge in trying to identify 
and draw insights from all that information. Unlocking 
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insights from this data has massive potential for 
improving healthcare services and patient outcomes.

The Key Phrase Extraction API evaluates unstructured 
text, and for each JSON document, returns a list of 
key phrases.

The Text Analytics API lets you take unstructured text 
and returns a list of disambiguated entities, with links 
to more information on the web. The API supports 
both Named Entity Recognition (NER) for several 
entity categories, and entity linking.

Text Analytics for health performs NER, relation 
extraction, entity negation and entity linking on 
English-language text to uncover insights in 
unstructured clinical and biomedical text.

Reinforcement Learning

Medical diagnoses essentially involve mapping 
patients’ medical history, current symptoms, and 
other information to the correct disease profile. It 
can be an incredibly complex task representing an 
enormous burden (in both time and cognitive energy 
required) for busy clinicians.
Personalizer API uses reinforcement learning to 
select the single best action, known as reward action 
ID. Azure Personalizer is a cloud-based service that 
helps your applications choose the best content item 
to show your users.

Personalizer currently uses Vowpal Wabbit as the 
foundation for the machine learning. This framework 
allows for maximum throughput and lowest latency 
when making personalization ranks and training the 
model with all events.
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About the Author

Srini is the Technology Advisor for GAVS. He is currently focused on 
Healthcare Data Management Solutions for  the post-pandemic Healthcare 
era, using the combination of Multi Modal databases, Blockchain and Data 
Mining. The solutions aim at Patient data sharing within  Hospitals as 
well as across Hospitals (Healthcare Interoprability), while bringing more 
trust and transparency into the healthcare process using patient consent 
management, credentialing and zero knowledge proofs.

Anomaly Detection

Anomaly detection in medical treatment can be 
used to discover deviations from regular patterns 
and determine whether the patient management is 
unusual. Detecting an anomaly from medical images 
including mammogram, CT or PET images is still an 
ongoing research problem drawing a lot of attention 

with applications in medical diagnosis.

The Anomaly Detector API enables you to monitor 
and detect abnormalities in your time series data 
without having to know machine learning. Using your 
time series data, the API determines boundaries for 
anomaly detection, expected values, and which data 
points are anomalies.

Detect anomalies in your streaming data by using 
previously seen data points to determine if your latest 
one is an anomaly. This operation generates a model 
using the data points you send, and determines if the 
target point is an anomaly. 

Conclusion

Healthcare transformation requires a great amount of 
AI integration and implementation.

However most healthcare organizations don’t have 
enough resources and bandwidth to work on AI 
development and deployment. Also, AI Involvement by 
its very nature is iterative and more concentration is 
required on involving the stake holders and arriving at 
a consensus. Remember, the success of AI depends 
on richness of data which is the main responsibility of 
healthcare organizations, while implementation of AI 
can be taken care by these cognitive services.

Sources:

• https://docs.microsoft.com/en-us/azure/
cognitive-services/anomaly-detector/overview

• https://www.microsoft.com/en-us/research/
publication/a-reinforcement-learning-
framework-for-explainable-recommendation/

• https://techcommunity.microsoft.com/t5/
azure-ai/introducing-text-analytics-for-health/
ba-p/1505152 
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Ashish Joseph

The healthcare industry is one of the biggest 
revenue generation sectors for the economy. In 
2020, the healthcare industry generated close 
to $2.5 trillion dollars in the US. This has been 
made possible due to multiple revenue generation 
streams that encompasses the development and 
commercialization of products and services that aid 
in maintaining and restoring health.

The modern healthcare industry has three essential 
sectors - services, products, and finance, which in turn 
can be further branched to various interdisciplinary 
groups of professionals that meet the health needs of 
their respective customers.

For any industry to scale and cover more customers, 
being digital is the best solution. Stepping into the 
digital space brings various tools and functionalities 
that can improve the effectivity and efficiency of 
the products and services offered in the Healthcare 
Industry.

The key component of any Digital Healthcare 
Transformation is its Patient Focused Healthcare 
Approach. The transformation must aid healthcare 
providers in better streamlining the operations, 
understanding what the patients need and in turn 
build loyalty, trust and a stellar user experience.  

Healthcare Transformation 
Trends

Innovation is the foundation for all Transformation 
initiatives. The vision of rationalizing work, 
optimizing systems, improving delivery results, 
eliminating human error, reducing costs and 
improving the overall customer experiences are the 
levers that churn the wheel.

Empowering Digital Healthcare 
Transformation with ZIFTM

With the advent of VR, wearable medical devices, 
telemedicine and 5G using AI-enabled systems 
has significantly changed the traditional way that 
consumers use healthcare products and services.

The industry has shifted its focus in making 
intelligent and scalable systems that can process 
complex functionalities as well as deliver customer 
experience at its finest.  With the integration of 
AI and omnichannel platforms, organizations can 
better understand their customers, address service 
and product gaps to better capitalize the market 
to achieve higher growth. Hence, transformation 
is the key for pushing forward in unprecedented 
and unpredictable times in order to achieve 
organizational vision and goals.
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Sacrosanct System Reliability

The healthcare industry is a very sensitive sector that 
requires careful attention to its customers. A mishap 
in the service can result in a life-and-death situation. 
Healthcare organizations aim to learn lessons from 
failures and incidents to make sure that they never 
happen again. 

Maintaining and ensuring safe, efficient and effective 
systems is the foundation for creating reliable 
systems in the Healthcare industry. Hence, innovation 
and transformation disrupt the existing process 
ecosystems and evolve them to bring in more value.

The challenge that organizations face is in its 
implementation and value realization with respect to 
cost savings, productivity enhancements and overall 
revenue inflow. The prime aspect of system reliability 
signifies the level of performance over time. When 
we consider healthcare, looking at defects alone does 
not differentiate reliability from the functional quality 
of the system. Reliability should be measured to its 
failure free operation over time. Systems should be 
designed and implemented to focus on failure free 
operation.

Measuring system operations over time can be 
depicted as a bathtub curve. While measuring 
performance, initial failure tends to arise from defects 
and situational factors. Eventually the efficiency 
improves, and the curve flattens out to depict useful 
life until the wear out phase starts from design and 
other situational factors.

While understanding the bathtub curve of system 
operations over time, we can infer that system 
design majorly contributes to the initial defects 
and system longevity. Hence, organizations must 
strive to build systems that can last a tenure from 
which the invested capital can be gained back, and 
the additional returns can be used for its future 
modernization goals.
Towards the end of the day, system reliability 
revolves around the following factors:

1. Process failure prevention
2. Identification and Mitigation of failure
3. Process redesign for critical failure avoidance

Reliability and Stability should seriously be 
considered whenever healthcare systems are being 
implemented. This is because the industry is facing 
quality related challenges. Healthcare organizations 
are not delivering safe, reliable and proof based 
care. Thus, it is important for professionals 
to be empowered with tools and modern-day 
functionalities that would reduce the error and risk 
involved in their service delivery. These modern-
day tools’ reliability must be sacrosanct to ensure 
that stellar customer experience and patient care is 
given.

Organizations purely focused on cost savings as a 
standalone goal can lead to unpredictable outcomes.  
It is imperative that organizations realize robust and 
reliability centered processes that define clears roles 
and accountability to its employees, in order to have 
a sustainable form of operation.

When all these factors come together, the value 
realizations for the organization as well its 
customers base is immense. These systems 
can contribute towards better ROI, improved 
profitability, enhanced competitive advantage and 
an evolved customer brand perception.

These enhanced systems improve the customer 
loyalty and the overall brand value.
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Device Monitoring with ZIFTM

Ever since the pandemic hit, healthcare 
organizations have concentrated towards remote 
patient health monitoring, telemedicine and 
operations to expedite the vaccine deliveries. These 
healthcare organizations have invested heavily on 
systems that connects all the data required for day-
to-day operations into one place for consolidated 
analysis and decision making.

For effective functioning of these consolidated 
systems, each of the devices that are connected 
to the main system need to be functioning to its 
optimal capacity. If there is a deviation in device 
performance and the root cause is not identified 
promptly, this can have adverse effects to the 
service delivery as well as the patient’s health.

These incidents can be addressed with ZIFTM’s OEM 
Device monitoring capabilities. ZIFTM can be used 
to provide a visual dashboard of all operational 
devices and monitor their health to set thresholds 
for maintenance, incident detection and problem 
resolutions. The integration can also create a 
consolidated view for all logs and vital data that 
can be later used for  processing to give predictive 
information for actionable insights. The end 
goal that ZIFTM aims to achieve here is to pivot 
organizations towards a proactive approach to 
servicing and support for the devices that are 
operational. This connectivity and monitoring of 
devices across their portfolio can substantially bring 
in measurable changes in its cost savings, service 
efficiency and effectivity.

Prediction & Reliability 
Enhancement

With healthcare systems and digital services 
expanding across different organizations, predicting 
their reliability, efficiency and effectivity is important. 
When we look at reliability prediction, the core 
function is to evaluate systems and predict or 
estimate their failure rate. 

In the current scenario, organizations are performing 
reliability and prediction analysis manually. Each of 
the resources analyze the system to its component 
level and monitor its performance. This process 
has a high susceptibility to manual errors and data 
discrepancies. 

With ZIFTM, the integrated systems can be analyzed 
and modeled based on various characteristics that 
contribute to its systemic operation and failure. ZIFTM 
analyzes the system down to its component level 
to model and estimate each of its parameters that 
contribute to the system’s reliability.
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Triggers and automates repeat tasks and complex 
workflows

Logs incident in the ITSM tool and notifies the right 
people through the Virtual Supervisor

Experience and Explore the power of AI led 
Automation that can empower and ensure System 
Reliability and Resilience.

Schedule a Demo today and let us show you how 
ZIFTM can transform your business ecosystem.

https://zif.ai/ 

About the Author

Ashish Joseph is a Lead Consultant at GAVS working for a healthcare client 
in the Product Management space. His areas of expertise lie in branding and 
outbound product management.

He runs two independent series called BizPective & The Inside World, 
focusing on breaking down contemporary business trends and Growth 
strategies for independent artists on his website www.ashishjoseph.biz 

Outside work, he is very passionate about basketball, music, and food.

Forecasts issues before they cause impacts using 
supervised and unsupervised machine learning 
algorithms

Detects issues in the infrastructure faster with 
infrastructure and application heat maps.

Reduces noise in the infrastructure through insightful 
event correlation and reduced false alarms.

Aggregates data from different monitoring tools and 
devices with 100+ plugins

The ZIFTM Empowerment

Players in the Healthcare Industry must understand 
that Digital Transformation is the way forward to 
keep up with the emerging trends and tend to its 
growing customer needs. The challenge comes 
in selecting the right technology that is worth 
investing and reaping its benefits within the 
expected time period.

As healthcare service empowerment leaders in 
the industry, GAVS is committed to align to our 
healthcare customers’ goals and bring in customized 
solutions that help them attain their vision. When it 
comes to supporting reliable systems and making 
them self-resilient, the Zero Incident FrameworkTM 
can bring in measurable value realizations upon its 
implementation. 

ZIFTM is an AIOps platform that is crafted for 
predictive and autonomous IT operations that 
support day-to-day business processes. Our flagship 
AIOps platform, empowers business to Discover, 
Monitor, Analyze, Predict and Remediate threats 
and incidents faced during operations. ZIFTM is one 
unified platform that can transform IT operations 
that ensure service assurance and reliability.   

ZIFTM transforms how organizations view and handle 
incidents. IT war rooms become more proactive 
when it comes to fire fighting. Upon implementation, 
customers can get end-to-end visibility of enterprise 
applications and infrastructure dependencies to 
better understand areas needing optimization and 
monitoring.  

The Low code/No code implementation with various 
avenues for integration, provides our customers a 
unified and real time view of on premise and cloud 
layers of their application systems. This enables 
and empowers them to track performance, reduce 
incidents and improve the overall MTTR for service 
request and application incidents. 

Zero is Truly, The New Normal.
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“An unsecured API is literally an ‘all you can eat 
buffet’ for hackers.”

What is API security?

API security is the protection of network-exposed 
APIs that an organization, both own and use. APIs are 
becoming the preferred method to develop new-age 
applications. They are one of most common ways to 
interact between microservices and containers like 
systems and apps. API are developed using REST 
or SOAP methods. However, the true strength of API 
security depends on how there are implemented.

API Security

REST API Security Vs SOAP API 
Security 

REST APIs use http and Support Transport Layer 
Security Encryption (TLS). It is a standard that 
makes the connection private and checks whether 
the data transferred between the two systems (client 
and Server) is encrypted. REST API is faster than 
SOAP because of statelessness of nature. REST API 
doesn’t need to store or repackage data.

SOAP APIs use built protocols known as Web 
services. These protocols are defined using 
a rule set that is guided by confidentiality and 
authentication. SOAP API has not been around for 

as long as REST API. SOAP API is more secure than 
REST API as it uses Web security for transmission 
long with SSL.

Why is API security important?

Organizations use API to connect services and 
transferred data. The major data breaches through 
API are broken, exposed or hacked APIs. The way 
API security is used depends on what kind of data is 
transferred.

Security testing of APIs is currently a challenge for 
35% of organizations, that need better capabilities 
than what current DAST and SAST technologies offer 
to automatically discover APIs and conduct testing. 
Organizations are moving from monolithic web 
application to modern application such as those that 
make heavy use of client-side JavaScript or ones 
that utilize microservices architecture. 

How API Security works?

API security depends on authentication and 
authorization. Authentication is the first step; it is 
used to verify that the client application has the 
required permission to use API. Authorization is the 
subsequent step which determines what data and 
action an authentication application can access 
while interaction with API.

APIs should be developed with protective features 
to reduce the system’s vulnerability to malicious 
attacks during API calls.

The developer is responsible for ensuring the 
developed API successfully validates all the input 
collected from the user during API calls. The 
prepared statements with blind variable are one 
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of the most effective way prevent API from SQL 
injection. XSS can be easily handled by cleaning 
the user input from the API call. Cleaning the inputs 
help to ensure that potential XSS vulnerabilities are 
minimized.    

Best Practice for Secure API

Some basic security practice and well-established 
security control if the APIs are shared publicly are as 
follows:

• Prioritize security: Potential loss for the 
organization happens using unsecured APIs, 
so make security as priority and build the API 
securely as they are being developed.

• Encrypt traffic using TLS: Some organizations 
may choose not to encrypt API payload data 
that is considered to be non-sensitive, but for 
organizations whose API exchange sensitive 
data, TLS encryption should be essential.

• Validate input: Never pass input from an API 
through to the endpoint without validating it 
first.

• Use a WAP: Ensure that it can understand API 
payloads.

• Use token: Establish trusted identities and then 
control access to services and resources by 
using tokens.

• Use an API gateway: API gateways act as the 
major point of enforcement for API traffic. A 
good gateway will allow you to authenticate 
traffic as well as control and analyze how your 
APIs are used.

Modern API Data breach

USPS Cooperate Database Exposure

The weakness allowed an attacker to query the USPS 
website and scrape a database of over 60 million 
cooperate users, email addresses, phone numbers, 
account numbers, etc.

Exploitation

The issue was authentication related which allowed 
unauthorized access to an API service called 
‘informed visibility’, that was designed to deliver 
real-time tracking data for large-scale shipping 
operations. 

This tracking system was tied into web API in a way 
that users could change the search parameters and 
view and even in some cases modify the information 
of other users. Since there wasn’t a robust anti-
scraping system in place, this mass exposure was 
compounded by the automated and unfettered 
access available.

Lessons Learned

Providers giving extreme power to a specific service 
or function without securing every permutation of 
its interaction flow can lead to such exploits. To 
mitigate API related risks, coding should be done 
with the assumption that the APIs might be abused 
by both internal and external forces. 

References:
• https://www.redhat.com/en/topics/security/

api-security
• https://searchapparchitecture.techtarget.com/

definition/API-security
• https://nordicapis.com/5-major-modern-api-

data-breaches-and-what-we-can-learn-from-
them/
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Amidst the pandemic, where information is key to 
containing the spread and ensuring wellbeing, the 
dangers of misinformation are higher, especially 
with Social Media (SM) channels to do the damage. 
With heavy demand for contact-less digital solutions, 
bots have been a quiet force behind Covid-19 control 
initiatives, filling in gaps not adequately met by the 
human workforce.

Bots for Covid-19

Bots have been instrumental in instant dissemination 
of accurate information, providing online consultation, 
performing initial interactive screening, and 
recommending recovery pathways. Surprisingly, 
they’ve been helpful in bringing in behavioral changes, 
like handwashing and social distancing, through 
repetition of instructions and known techniques. 
They’re also being used to address rising mental 
health issues due to isolation from friends & family, 
fear of the unknown, uncertainty, loss of routine, & 
loss of income in many cases. 

Although they cannot deliver the human touch in 
these cases, they help alleviate fears & provide 
support by lending their ears to hear people out 
and providing encouraging, positive responses. The 
healthcare system, already strained with the huge 
inflow of COVID patients, and not enough protective 
gear or medical supplies, is also dealing with lack 
of revenue from other streams because patients 
with other health issues are being encouraged to 
seek online help except in the case of emergencies. 
Bots are pitching in here as well, by providing 
online consultation, and first line of treatment, and 
forwarding to physicians for more involved cases.

Acknowledging their value addition for these use 
cases, the Centers for Disease Control and Prevention 
(CDC), a federal health agency in the U.S., and the 
World Health Organization (WHO) have employed 
them – WHO has launched a chatbot on Facebook 
Messenger to help people protect themselves from 
Covid-19, prevent its spread, and understand the 
facts related to the disease; the CDC’s chatbot for this 
purpose is named ‘Clara’.

The ‘Smart’ Bots

There are rudimentary bots that are just 
preprogrammed with a set of ‘if then else’ 
instructions, that are not based on Artificial 
Intelligence (AI). But, most modern-day software 
robots are highly sophisticated and driven by AI. They 
are engineered with Machine Learning algorithms 
that equip them with highly cognitive abilities like 
facial recognition and Natural Language Processing 
(NLP). Such bots get better & more accurate with 
time, since there is constant unlearning & relearning 
from the continuous training with more & more 
data. The ability to hold a human conversation, and 
understand nuances of language like sarcasm, humor, 
or any emotion for that matter, is what makes them 
‘intelligent’ and near-human.

There are now several open-source resources and 
tools available to build bots. These tools provide 
a development suite for end-to-end ‘build once, 
deploy anywhere’ bots. There are also several 
code-free tools that help build them using intuitive 
drag-drop interfaces. They are generally designed to 
communicate either using text or speech and support 
several languages, to be able to reach a larger user 

Smart Bots in Healthcare
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segment. Smart bots typically support iOS, Android, 
Windows Platforms, and are also made available on 
SM channels like Facebook, for better adoption.

Bots in Healthcare

Medical Consultation
These virtual MDs function as the doctors’ diagnostic 
assistants, assess patient symptoms & recommend 
recovery pathways after arriving at a diagnosis based 
on medical history and common medical knowledge. 
But if the symptoms are more serious, they turn 
it over to a doctor for a live video consultation or 
give a directory of resources, and doctors who can 
be consulted. For inpatients, bots work as nursing 
assistants to frequently monitor vitals, and send 
reminders for medication or procedures. There has 
recently been increasing adoption of bots driven 
by deep learning algorithms to aid radiologists in 
scanning x-rays and scans!

Medical History Analytics
Patient medical history is, more often than not, spread 
across different healthcare applications and systems, 
and a lot of time is wasted in tracking this history 
to get consolidated information. Sometimes the 
analytics tools used to present a unified view of this 
medical history data are rather complex for doctors 
to maneuver around. Intelligent healthcare bots can 
help retrieve this information from varied sources, and 
present it in a palatable, user-friendly interface.

Drug Recommendations
When writing out prescriptions, it isn’t always easy for 
doctors to remember all probable drug interactions. 
Bots can provide valuable information on active 
ingredients in medications and ensure compatibility 
with other drugs the patient may be taking. 

Patient Support
These bots become a part of the patient support 
system, empowering patients who are terminally ill 
or have just recovered from serious ailments, with 
comprehensive resources, diets, exercises, healthy 
lifestyle practices, and more, curated by integrative 
medicine experts. They also help with resources 
for caregivers to help them through the process of 
providing physical and emotional support. Such bots 
are also equipped to track emotional wellbeing on 
the basis of conversations with the patients, and to 
recommend personalized wellness therapies such as 
Yoga, meditation, or Tai chi.

Personal Health Companion
Couldn’t we all use one? These bots help automate 
routine processes like symptom checking, finding 
the right doctors, providing reminders & making 
appointments for routine well visits, tracking exercise 
regimen & diet intake, and so much more! Employing 
such health companions helps patients and doctors 
keep track of health data long term, and enables 
predictive & proactive care.

It is beyond doubt that intelligent bots are adding 
immense value to the healthcare system. They 
drive self-service, are available anywhere and at any 
time, provide consistent service, and are immune 
to monotony. Bots lend massive scalability and 
responsiveness to healthcare enterprises, and 
help reduce costs by automating routine tasks and 
replacing manual labor. Of course, they do come with 
their risks – while they are highly evolved with high 
levels of artificial cognition, they still cannot make 
independent judgments, and cannot be relied upon 
100%. So, while they are fantastic, their role is limited 
to supplementing human expertise, not replacing it.
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In an IT Organization, what is measured as 
success.? Predominantly it inclines towards the Key 
Performance Indicators, internally focused metrics, 
SLAs and other numbers. Why don’t we shift our 
performance reporting towards ‘value’ delivered to our 
customers along with the contractually agreed service 
levels? Because the success of any IT operation 
comes from defining what it can do to deliver value 
and publishing what value has been delivered, is the 
best way to celebrate that success. 

It’s been a concern that people in service 
management overlook value as trivial and they often 
don’t deliver any real information about the work they 
do . In other words, the value they have created goes 
unreported and the focus lies only on the SLA driven 
metrics & contractual obligations. It could be because 
they are more comfortable with the conventional way 
of demonstrating the SLA targets achieved. And this 
eventually prevents a business partner from playing a 
more strategic role. 

“Watermelon reporting” is a phrase used in reporting 
a service provider’s performance. The SLA reports 
depict that the service provider has adhered to the 
agreed service levels and met all contractual service 
level targets. It looks ’green’ on the outside, just like a 
watermelon. However, the level of service perceived 
by the service consumer does not reflect the ’green’ 
status reported (it might actually be ’red’, like the 
inside of a watermelon). And the service provider 
continues to report on metrics that does not address 
the pain points.  

This misses the whole point about understanding 
what success really means to a consumer. We tend to 
overlook valuable data and the one that shows how 
an organization as a service provider is delivering 
value and helping the customer achieve his/her 
business goals. 

Reimagining ITSM Metrics

The challenge here is that often consumers have 
underdeveloped, ambiguous and conflicting ideas 
about what they want and need. It is therefore 
imperative to discover the users’ unarticulated needs 
and translate them into requirements. 

For a service provider, a meaningful way of reporting 
success would be focused on outcomes rather than 
outputs which is very much in tandem with ITIL4. Now 
this creates a demand for better reporting, analysis of 
delivery, performance, customer success and value 
created. 

Consider a health care provider, the reduced time 
spent in retrieving a patient history during a surgery 
can be a key business metric and the number of 
incidents created, number of successful changes may 
be secondary. As a service provider, understanding 
how their services support such business metrics 
would add meaning to the service delivered and 
enable value co-creation. 

It is vital that a strong communication avenue is 
established between the customer and the service 
provider teams to understand the context of the 
customer’s business. To a large extent, this helps 
the service provider teams to prioritize what they 
do based on what is critical to the success of the 
customer/service consumer. More importantly, this 
enables the provider become a true partner to their 
customers. 

Taking service desk as an example, the service 
desk engineers fixes a printer or a laptop, resets 
passwords. These activities may not provide business 
value, but it helps to mitigate any loss or disruption to 
a service consumer’s business activities. The other 
principal part of service desk activity is to respond 
to service requests. This is very much an area 
where business value delivered to customers can be 
measured using ITSM. 
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Easier said, but how and what business value is to 
be reported? Here are some examples that are good 
enough to get started. 

1. Productivity

Assuming that every time a laptop problem is fixed 
with the SLA, it allows the customer to get back to 
work and be productive. Value can be measured here 
by the cost reduction – considering the employee 
cost per hour and the time spent by the IT team to fix 
the laptop. 

How long does it take for the service provider to 
provide what a new employee needs to be productive? 
This measure of how long it takes to get people set 
up with the required resources and whether this lead-
time matches the level of agility the business requires 
equates to business value.  

2. Continual Service Improvement (CSI)

Measuring value becomes meaningless when there 
is no CSI. So, measuring the cost of fixing an incident 
plus the loss of productivity and identifying and 
providing solutions on what needs to be done to 
reduce those costs or avoid incidents is where CSI 
comes into play. 

Here are some key takeaways:

• Make reporting meaningful by demonstrating 
the value delivered and co-created, uplifting your 
operations to a more strategic level. 

• Speak to your customers to capture their 
requirements in terms of value and enable value 
co-creation as partners. 

• Your report may wind up in trash, not because 
you have reported wrong metrics, but it may just 
be reporting of data that is of little importance to 
your audience.    

Reporting value may seem challenging, and it really 
is. But that’s not the real problem. Keep reporting your 
SLA and metrics but add more insights to it. Keep 
an eye on your outcomes and prevent your IT service 
operations from turning into a watermelon!
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When I was recently asked to drive employee 
experience at GAVS, I thought, what an opportunity 
to support a group who are deliverers of high value 
systems! I have personally seen the Leadership’s 
wisdom and the passion to drive GAVS forward as 
a meaningful and purposeful company. This is an 
opportunity to help deliver fine-tuned responses 
through earnest feedback.  And thus, started a 
somewhat ministerial role - listening truly, relating 
to what is being heard, because we believe here is a 
huge potential to strengthen bonds.

Operational execution takes place from the Managers, 
and here at GAVS, the value system is entrenched in 
the belief that seniors serve the needs of the others; 
the inverse pyramid.  I have seen our CEO, Sumit 
Ganguli, treating everyone like a Leader, and everyone 
is given the responsibility to know and understand the 
company and the business. The earnest attempt is 
to have employees relate to GAVS, be the best brand 
ambassadors for the values and culture we stand for. 

Often times, we as Managers are going through the 
stress from genuinely caring to get everything right 
and move projects and teams forward along with the 
company, but it might be a totally different story with 
the teams we are managing - things aren’t going too 
well, and even before we realize what is going on, 
people leave us.

This points us to a need to recalibrate ourselves 
and our managerial style, and sometimes our self-
calibration can have profound implications for the 
organization.

Was it a single event that had team members leave? It 
most times isn’t, it is collection of problems...no quick 
fixes or silver bullets, but let’s take the medicine, the 
whole course, that would turn things around. We have 
all been on both sides and know what it is to open up 

Moving Ahead as Managers

and give an honest feedback, the genuine hope and 
excitement about change, and as Managers today, we 
are happy to actually have individuals open up.   

Who am I as a Manager?

Ed Catmull, President and co-founder of Pixar, writes, 
“We acknowledge we will always have problems, many 
of them hidden from our view; that we work hard 
to uncover these problems, even if doing so means 
making ourselves uncomfortable”

As a Manager, let me take a real hard look at myself 
in the mirror to see what I might be doing wrong.  Why 
are my team members quitting? How do I lead? Is 
it through ‘Power’, as in our real inner power to lead 
with positivity and assertiveness, or is my leadership 
about ‘force’, where my authority, screaming, bullying, 
manipulating, sycophancy that drives my team along 
with me?

Making time for everyone

Let us make time to meet every single person in 
our team even when we are managing large teams. 
Scheduling that one crucial hour with each team 
member is giving them the opportunity to be a 
reviewer, exchange seats with them, and see it 
through their eyes.  Keep the agenda for the meeting 
to speak only about how we can improve managing 
them, all defenses down.

Demonstrate we see them as our peers, listen…

Listen to everything they have to say, without 
interrupting. Be a true listener, and promises are to be 
made and to be kept. The worst thing for us to do is 
to have that ‘excellent chat’ and go back to the ‘same 
old’. 
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Get straight forward feedback from the team and 
give them immunity for saying it the way it is

Sometimes we need to hear the little harsh truths 
about ourselves. And the team don’t want to see us 
defensive about our ways of impacting them wrong. 
We have to hear them out, and everything they want 
to say, and that’s the first step for them to choose to 
stay. People should feel safe to talk about things they 
want as improvements, and to be heard on what is 
working vs things that are not working.

Don’t wait on actions 

“Unless commitment is made, there are only promises 
and hopes, but no plans” - Peter Drucker

I don’t mean there is a magic wand that we can use 
for everything to turn good overnight. But continuous 
improvements, by way of small consistent steps 
should be visible and getting everyone involved in it 
would be a great way to get it right. Everybody wants 
to see progress. 

Here are some toxic traits that call for recalibration;

• Highly irritable, short-tempered
• Arrogant, unapproachable
• Getting defensive about constructive criticism
• Overtly dominant
• Belittling other people’s feelings
• Highly controlling
• Manipulative

Today, it is interesting to see lots of new-age 
companies where there are zero hierarchies, 
employees and leaders are like family. The millennials 
and the Gen Z are comfortable being who they really 
are, and we Managers from different demographics 
must simply jump in and learn from their signature 
authenticity.



UPCOMING WEBINAR

Please register for the webinar here: https://bit.ly/3t4qXUR

The lesser the human touch on systems, the better their reliability! It is more efficient to enable systems 
to self-resolve issues as appropriate, than through manual intervention. This approach not only improves 
service reliability but also reduces defects and decreases costs. 

Join us for this webinar as industry experts discuss how AI helps in Automation and Service Reliability. 

Discussion Points
• Is AI-driven automation different from normal automation? 

• Enabling service reliability through automation 

• Towards zero defects using intelligent automation with AI/ML 

• Enhanced end-user experience through improved service reliability

• Cost reduction due to predictive insights & proactive resolution



We have to continually be jumping off cliffs 
and developing our wings on the way down.

Kurt Vonnegut
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