
Due to the lockdown restrictions imposed by the Covid-19 
pandemic, the client had an immediate need to enable 
employees to connect remotely from home. Retail store 
employees could not perform their daily jobs without 
secure remote VPN. Some of the stores had old routers 
installed, causing security issues while connecting to the 
store office through the internet via Cisco’s AnyConnect 
VPN.

The client is one of the largest home furniture 
manufacturers & retailers in the world, with major 
manufacturing facilities in the United States and 
abroad.

To find out how GAVS can help your organization, please visit
www.gavstech.com

CASE STUDY

Client Overview

The Business Situation

Business Continuity through Secure Remote Connectivity 
during Covid-19 with Cisco FlexVPN

The Solution
GAVS rolled out Cisco’s FlexVPN in more than 35 sites, 

without any downtime in most locations. The project was 

handled by GAVS. 

Cisco Cloud Services Routers running Cisco IOS XE 
Fuji 16.9.2

FlexVPN unified VPN solution with implementation 
of IKEv2 protocol

IKEv2 key management protocol that performs 
mutual authentication, and establishes & 
maintains Security Associations (SAs) ensuring 
secure traffic

AnyConnect-EAP authentication methods for the 
Flex Server to authenticate the AnyConnect client

DMVPN phase 3 for communication between 
spoke-to-spoke routers to reach internal servers, 
enabling user access to critical applications without 
remote VPN

Solution Details:

RADIUS for remote authentication, authorization & 
accounting, allowing users to connect from any 
location through simple credentials

Challenges

Solution Highlights

Solution Outcomes

Inability of employees to work without secure VPN

Need for rapid implementation of secure remote 
connectivity

Security issues due to old routers

Implementation of FlexVPN without any 
downtime in most locations

Managed entirely by GAVS from remote location 
without vendor assistance

Rolled out in more than 35 sites

Business continuity without disruption due to 
quick FlexVPN rollout

Seamless shift to work from home culture

High resilience due to failover redundancy through 
identical FlexVPN configuration between sites

Deployable on private & public networks

Compatibility with third party vendor router 
configurations

Cloud Services Routers running Cisco IOS XE 
Fuji 16.9.2

FlexVPN with implementation of IKEv2 protocol 
for secure traffic

AnyConnect-EAP for Flex Server to authenticate 
the AnyConnect client

RADIUS remote authentication to allow users to 
connect from any location with simple credentials

DMVPN phase 3 to enable users to access critical 
applications without remote VPN

Centralized policy control for routers in different 
sites from one location


