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“Learn as though you would never be able to master it; 
hold it as though you would be in fear of losing it.”

Confucius



Victorious warriors win first and then go to 
war, while defeated warriors go to war first 

and then seek to win.

Sun Tzu
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EDITOR’S  
NOTE

While the fight against the COVID pandemic rages on, strains of light at the end of the tunnel have emerged. 
People across various countries have been administered the vaccine. Administering the vaccine to the entire 
global population pose immense challenges. We hope the collective efforts of institutes, organizations and 
individuals will be enough to overcome it. 

It is interesting to note how a range of disciplines and capabilities like bioengineering, genetic sequencing, data 
analytics, automation, machine learning, and AI, have come together to develop a vaccine in record time.

We believe this year will be the year of transition. The pandemic has created an imperative for organizations 
to reconfigure their operations. It has already accelerated transformation in most industries and created 
opportunities to transform for others. To the extent that they do so, greater productivity will follow. 

The education sector had to adapt quickly. However, there is still scope for reimagination and improvement. In 
the dining industry, from optimizing takeaways and drive-through operations to adjusting menus and pricing, lot 
can be done to overcome anxieties of indoor dining. 

Research has found that consumer confidence has started returning, more so in younger populations. The 
‘revenge spending’ phenomenon has been predicted by some. Emergence from lockdown will be followed by a 
period of overindulgence. 

It is time to look beyond just surviving and work towards shaping their future. The silver lining to this dark 
cloud has been the wave of innovation that it has sparked. Experts believe the transformation set off by the 
unprecedented nature of the crisis will end up building a much-needed resilience in our society. Our efforts 
focused on turning the lessons of COVID-19 into effective action.

We have some insightful articles this edition. 

Srinivasan Sundararajan has written, ‘Blockchain-based Platform for COVID-19 Vaccine Traceability’.

Ashish Joseph has written ‘Tuning Agile Delivery for Customer and Employee Success’.

MF Kashif has written ‘Augmented Analytics with SAP Analytics Cloud’.

Gouri Mahendru has written ‘Accelerating out of Crisis with Digital Transformation’.

Vijayakumar V has written ‘Threat Modeling – a Security Imperative’.

Rajeswari S has written ‘The DNA of a Good Leader (PART I)’.

Happy Reading!

Soumika Das



What’s New
in Tech

Light to revolutionize AI

A team of researchers introduced a new photonic 
processor that will increase computing speed and can 
revolutionize Artificial Intelligence.

World’s first AI-powered 
security for drones 

SkyGrid, a Boeing-SparkCognition joint venture, has 

deployed AI-powered cybersecurity directly on drones, 

protecting them from zero-day attacks during flight.

Image-generating Neural 
Networks 

OpenAI’s latest innovation, DALL·E, can create 
plausible images from a variety of sentences that 
explore the compositional structure of language.

Smartwatches to detect COVID 
symptoms 

Per studies from leading medical and academic 
institutions, wearable devices can predict COVID, even 
before symptoms show up, through subtle changes in 
a person’s heartbeats.

NLP algorithms can also spot 
virus mutations

A team from MIT found that Natural-language 
processing (NLP) algorithms are now able to generate 
protein sequences and predict virus mutations. The 
basic idea is that the interpretation of a virus by an 
immune system is analogous to the interpretation of 
a sentence by a human.
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Srinivasan Sundararajan

Over the last few weeks, several pharma companies 
across world have announced vaccines for COVID. 
The respective governments are going through 
rigorous testing and approval processes to roll out 
vaccines soon.

The massive exercise of administering vaccines to 
billions of people across different geographies poses 
various challenges. Add to this the fact that different 
vaccines have strict conditions for storage and 
handling. Also, the entire history of traceability of the 
vaccine should be available.

While tracking the supply chain of any commodity in 
general and pharmaceutical products in particular is 
always complex, COVID-19 vaccine poses tougher 
challenges. The following are the current temperature 
sensitivity needs of various vaccine manufacturers.  

Blockchain to the Rescue

Even before the pandemic, Blockchain with its built-in 
ability of providing transparency across stakeholders 
has been a major platform for pharmaceutical 

Blockchain-based Platform for COVID-19 
Vaccine Traceability

The information is from publicly available sites and should 
not be treated as a guideline for vaccine storage.

traceability. The criticality for providing COVID-19 
vaccine traceability has only strengthened the cause 
of utilizing blockchain for supply chain in the pharma 
industry. 

Blockchain networks with its base attributes like de-
centralized ownership of data, single version of truth 
across stakeholders, the ability to ensure the data 
ownership based on cryptography-based security and 
the ability to implement and manage business rules, 
will be a default platform handling the traceability of 
COVID-19 vaccines across multiple stakeholders.

Going beyond, Blockchain will also play a major role in 
Identity and Credentialing of healthcare professionals 
involved, as well as the Consent Management of the 
patients who will be administered the vaccine. With 
futuristic technology needs like Health Passport, 
Digital Twin of a Person, Blockchain goes a long way 
in solving the current challenges in healthcare beyond 
streamlining the supply chain.

GAVS Blockchain Based Prototype 
for COVID-19 vaccine Traceability
GAVS has created a prototype of Blockchain 
based network platform for vaccine traceability to 
demonstrate its usability. This solution has a much 
larger scope for extending to various healthcare use 
cases.
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Based on the use case and the stake holders involved. 
GAVS prototype first creates a consortium using a 
private blockchain network. For the sake of simplicity, 
Distributors are not mentioned, but in real life every 
stakeholder will be present. Individuals who receive 
the vaccine from hospitals are not part of the Network 
at this stage. But in future their consent can be 
tracked using Blockchain.

Using Azure Blockchain Service, we can create 
private consortium blockchain networks where 
each blockchain network can be limited to specific 
participants in the network. Only participants in the 
private consortium blockchain network can view 
and interact with the blockchain. This ensures that 
sensitive information about vaccines are not exposed 
or misused

The following smart contracts are created as part of the solution with assigned ownership to the individual 
stake holders.

The below is the high-level process flow of COVID-19 vaccine trial and various stake holders involved.

Source: www.counterpointresearch.com
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A glimpse of few of the smart contracts are listed for illustration purposes.

pragma solidity ^0.5.3;
pragma experimental ABIEncoderV2; 
contract Batch {
    string  public BatchId;
    string  public ProductName;
    string  public ProductType;
    string  public TempratureMaintained;
    string  public Efficacy;
    string  public Cost;
    address public CurrentOwner;
    address public ManufacturerAddr;
    address public AirLogAddr;
    address public LandLogAddr;
    address public HospAdminAddr;
    address public HospStaffAddr;
    string[] public AirTemp = new string[](10);
    string[] public LandTemp = new string[](10);
    string[] public HospTemp = new string[](20);
    string  public receiptNoteaddr;

    constructor  (string memory _batchId, string memory _productName,  string memory _productType,  string    
    memory _TemperatureMaintained,  string memory _Efficacy,  string memory _Cost) public {

        ManufacturerAddr = msg.sender;
        BatchId = _batchId;
        ProductName = _productName ;
        ProductType = _productType;
        TemperatureMaintained = _TemperatureMaintained;
        Efficacy = _Efficacy;
        Cost = _Cost;
    }   
    modifier onlyOwner()    {
        require (msg.sender == CurrentOwner, “Only Current Owner Can Initiate This Action”);
        _;
    }      
    function updateOwner(address _addr) onlyOwner public{
       CurrentOwner = _addr;
    }        

   function retrieveBatchDetails() view  public returns (string memory, string memory, string memory, string 
memory, string memory, address, address, address, address, address, string[] memory, string[] memory, string[] 
memory, string memory) {

      return
(BatchId, ProductName,TemperatureMaintained,Efficacy,cost,ManufactureAddr,AirLogddr,LandLogAddr,HosA, 
pAdminAddr, AirTemp,LandTemp,HospTemp,receiptNoteaddr);  

   }

}  

The front end (Dapp) through which the traceability of the COVID-19 vaccine can be monitored is also 
developed and the following screen shots show certain important data flows.



enGAge Feb 2021 10Page

Vaccine Traceability System Login Screen

Traceability view for a particular batch of Vaccine
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Advantages of the Solution 

• With every vaccine monitored over the 
blockchain, each link along the chain could 
keep track of the entire process, and health 
departments could monitor the chain as a whole 
and intervene, if required, to ensure proper 
functioning.

• Manufacturers could track whether shipments 
are delivered on time to their destinations.

• Hospitals and clinics could better manage 
their stocks, mitigating supply and demand 
constraints. Furthermore, they would get 
guarantees concerning vaccine authenticity and 
proper storage conditions.

• Individuals would have an identical guarantee for 
the specific vaccine they receive.

• Overall this technology driven approach will help 
to save the lives in this critical juncture.

Details of vaccinated patients entered by hospital

Extensibility to Future Needs

Gartner’s latest hyper cycle for emerging technologies 
highlight several new technologies and notably Health 
Passport. As the travellers used to travel with a 
physical passport pandemic has created the need for 
a health passport, which is more like a digital health 
record that passengers can carry on their phones. 
Ideally, it should show the passengers past exposure 
to diseases and the vaccine records. By properly 
deploying health passports, several industries can 
revive themselves by allowing free flowing movement 
of passengers across the globe.

The above blockchain solution though meant for 
COVID-19 traceability can potentially extended to a 
health passport once the patient also becomes part 
of it by a wallet based authentication mechanism, 
at GAVS we plan to explore the health passports on 
Blockchain in the coming months.

About the Author

Srini is the Technology Advisor for GAVS. He is currently focused on 
Healthcare Data Management Solutions for  the post-pandemic Healthcare 
era, using the combination of Multi Modal databases, Blockchain and Data 
Mining. The solutions aim at Patient data sharing within  Hospitals as 
well as across Hospitals (Healthcare Interoprability), while bringing more 
trust and transparency into the healthcare process using patient consent 
management, credentialing and zero knowledge proofs.
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Ashish Joseph

What is Agile?

Agile has been very popular in the software 
development industry for empowering delivery to 
be more efficient and effective. It is a common 
misconception for Agile to be thought of as a 
framework or a process that follows a methodology 
for software development. But Agile is a set of values 
and principles. It is a collection of beliefs that teams 
can use for decision making and optimizing project 
deliveries. It is customer-centric and flexible, helping 
teams adapt accordingly. It doesn’t make the decision 
for the team. Instead, it gives a foundation for 
teams to make decisions that can result in a stellar 
execution of the project. 

According to the Agile Manifesto, teams can deliver 
better by prioritizing the following over the other.

• Individuals and Interactions over process and 
tools

• Working Model over Comprehensive 
Documentation

• Customer Collaboration over Contract 
Negotiation

• Responding to Changes over following a Plan

With respect to Software Development, Agile is an 
iterative approach to project management which 
help teams deliver results with measurable customer 
value. The approach is designed to be faster and 
ensures the quality of delivery that is aided with 
periodic customer feedbacks. Agile aims to break 
down the requirement into smaller portions, results 
of which can be continuously evaluated with a natural 
mechanism to respond to changes quickly.

Tuning Agile Delivery for Customer and 
Employee Success

Why Agile?

The world is changing, and businesses must be ready 
to adapt to how the market demands change over 
time. When we look at the Fortune 500 companies 
from 1955, 88% of them perished. Nearly half of the 
S&P 500 companies is forecasted to be replaced 
every ten years. The only way for organizations to 
survive is to innovate continuously and understand 
the pulse of the market every step of the way. An 
innovative mindset helps organizations react to 
changes and discover new opportunities the market 
can offer them from time to time. 

Agile helps organizations execute projects in an 
everchanging environment. The approach helps break 
down modules for continuous customer evaluation 
and implement changes swiftly.

The traditional approach to software project 
management uses the waterfall model, where we 
Plan, Build, Test, Review and Deploy. But this existing 
approach would result in iterations in the plan phase 
whenever there are deviations in the requirement with 
respect to the market. When teams choose agile, it 



enGAge Feb 2021 13Page

helps them respond to changes in the marketplace 
and implement customer feedback without going 
off the plan. Agile plans are designed in such a 
manner to include continuous feedback and its 
corresponding changes. Organizations should 
imbibe the ability to adapt and respond fast to new 
and changing market demands. This foundation is 
imperative for modern software development and 
delivery.

Is Agile a right fit for my 
Customer?

People who advocate Agile development claim that 
Agile projects succeed more often than waterfall 
delivery models. But this claim has not been validated 
by statistics. A paper titled “How Agile your Project 
should be?” by Dr. Kevin Thompson from Kevin 
Thompson Consulting, provides a perspective from 
a mathematical point of view for both Agile and 
Waterfall project management. Here both approaches 
were followed for the same requirements and were 
also affected by the same unanticipated variables. 
The paper focused on the statistical evidence to 
support the validity of both the options to evaluate the 
fit.

While assessing the right approach, the following 
questions need to be asked

• Are the customer requirements for the project 
complete, clear and stable?

• Can the project effort estimation be easily 
predicted?

• Has a project with similar requirements been 
executed before?

If the answer to all the above questions are Yes, then 
Agile is not the approach to be followed.

The Agile approach provides a better return on 
investment and risk reduction when there is high 
uncertainty of different variables in the project. When 
the uncertainty is low, waterfall projects tend to be 
more cost effective than agile projects. 

Optimizing Agile Customer 
Centricity 

Customer centricity should be the foundation 
of all project deliveries. This help businesses 
align themselves to the customer’s mission and 
vision with respect to the project at hand. While 

we consider an Agile approach to a project in a 
dynamic and changing environment, the following 
are some principles that can help organizations align 
themselves better with their customer goals.

• Prioritizing Customer Satisfaction through timely 
and continuous delivery of requirements.

• Openness to changing requirements, regardless 
of the development phase, to enable customers 
to harness the change for their competitive 
advantage in the market.

• Frequent delivery of modules with a preference 
towards shorter timelines.

• Continuous collaboration between management 
and developers to understand the functional and 
nonfunctional requirements better.

• Measuring progress through the number of 
working modules delivered.

• Improving velocity and agility in delivery by 
concentrating on technical excellence and good 
design.

• Periodic retrospection at the end of each sprint to 
improve delivery effectiveness and efficiency.

• Trusting and supporting motivated individuals to 
lead projects on their own and allowing them to 
experiment.

Since Agile is a collection of principles and values, its 
real utility lies in giving teams a common foundation 
to make good decisions with actionable intelligence 
to deliver measurable value to their customers.

Agile Empowered Employee 
Success

A truly Agile team makes their decisions based on 
Agile values and principles. The values and principles 
have enough flexibility to allow teams to develop 
software in the ways that work best for their market 
situation while providing enough direction to help 
them to continually move towards their full potential. 
The team and employee empowerment through these 
values and principles aid in the overall performance

Agile not only improves the team but also the 
environment around which it is established by helping 
employees to be compliant with respect to audit 
and governance.  It reduces the overall project cost 
for dynamic requirements and focuses on technical 
excellence along with an optimized process for its 
delivery.
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The 14th Annual State of Agile Report 2020 published by StateofAgile.com surveyed 40,000 Agile executives 
to get insights into the application of Agile across different areas of enterprises. The report surveyed different 
Agile techniques that contributed most towards the employee success of the organization. The following are 
some of the most preferred Agile techniques that helped enhance the employee and team performances.

Top 5 Agile Approaches

All the above Agile techniques help teams and 
individuals to introspect their actions and understand 
areas of improvement in real time with periodic 
qualitative and quantitative feedback. Each 
deliverable from multiple cross functional teams 
can be monitored, tracked and assessed under a 
single roof. All these techniques collectively bring 
together an enhanced form of delivery and empower 
each team to realize their full potential. Above all, 
Agile techniques help teams to feel the pulse of the 
customer every step of the way. The openness to 
change regardless of the phase, helps them to map 
all the requirements leading to an overall customer 
satisfaction coupled with employee success.

A Truly Agile Organization

Majority of the Agile approach has been concentrated 
towards development, IT and Operations. However, 
organizations should strive towards effective 
alignment and coordination across all departments. 
Organizations today are aiming for greater expansion 
of agility into areas beyond building, deploying and 
maintaining software. At the end of the day, Agile 
is not about the framework. It is all about the Agile 
values and principles the organizations believe in for 
achieving their mission and vision in the long run.

About the Author

Ashish Joseph is a Lead Consultant at GAVS working for a healthcare client 
in the Product Management space. His areas of expertise lie in branding and 
outbound product management.

He runs two independent series called BizPective & The Inside World, 
focusing on breaking down contemporary business trends and Growth 
strategies for independent artists on his website www.ashishjoseph.biz
Outside work, he is very passionate about basketball, music, and food.
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MF Kashif

Augmented Analytics

In 2017, Gartner coined the term ‘augmented 
analytics’ and claimed it would be the future of data 
analytics. They predicted it would be a dominant 
driver of new purchases of analytics and business 
intelligence as well as data science and machine 
learning platforms, and of embedded analytics.

Here is the why and how.

Most organizations depend on data to back up its 
decision-making and strategy. Organizations collect 
data on all accounts of processes and events; thus, 
analyzing and effectively managing the breadth of 
this data is challenging yet significant for mining it for 
business insights.

Traditional business intelligence tools have given way 
to a new generation of business intelligence tools - 
Augmented Analytics technology.

Augmented Analytics is an approach of data analytics 
that employs machine learning (ML) and natural 
language processing (NLP) to automate and improve 
data access and data quality, uncover hidden patterns 
and correlations in data, pinpoint what’s driving 
results, predict future results and suggest actions 
to maximize or minimize desirable or undesirable 
outcomes.

Augmented Analytics is designed to conduct analysis 
and generate business insights automatically with 
little to no supervision and can be used without 
needing the assistance of a business analyst or data 
scientist. However, the focus of Augmented Analytics 
stays in its assistive role, where technology does not 
replace humans, but supports them.

Augmented Analytics 
with SAP Analytics Cloud

Evolution of Analytics

Business Intelligence (BI) and Analytics has evolved, 
increasing the demand for decision making through 
data analytics. It drives to unfold from traditional 
mirror reporting into self-service business Intelligence 
and analytics.

Despite the advances in self-service analytics with 
agile discovery, many businesses demand assistance 
to uncover insights in data. 

The next generation of BI and analytics products are 
augmented with artificial intelligence (AI) including 
ML, which automates complex analytics processes, 
and NLP makes it easier for users without knowledge 
of data science or query languages to obtain insights.

About the Author

Ashish Joseph is a Lead Consultant at GAVS working for a healthcare client 
in the Product Management space. His areas of expertise lie in branding and 
outbound product management.

He runs two independent series called BizPective & The Inside World, 
focusing on breaking down contemporary business trends and Growth 
strategies for independent artists on his website www.ashishjoseph.biz
Outside work, he is very passionate about basketball, music, and food.
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Augmented analytics offer starting-point suggestions 
and guidance to the users. It also empowers 
businesses to leverage more of their data to make 
better decisions when compared to the traditional and 
self-service Business Intelligence.

SAP Analytics Cloud

SAP Analytics Cloud (SAC) is an analytical solution 
that features all the analytics functionalities like 
business intelligence, augmented analytics, predictive 
analytics, enterprise planning and application building 
in one intuitive user interface. It is empowered 
with ML and built-in AI that helps discover in-depth 
insights, simplify access to critical information and 
enable adequate decision-making.

Augmented SAP Analytics Cloud

Augmented analytics capabilities offered by SAP 
Analytics Cloud empowers business intelligence to 
reap the benefits of AI and ML.

SAP Analytics Cloud facilitates users to interact 
with the system using natural language to gather 
automatic insights, where Predictive Scenarios offer 
an accessible way into Predictive Analytics using the 
past data to foresee the future. 

Let’s look at the Analytics features, and capabilities 
offered by SAP Analytics Cloud

Search to Insight – Query search 
in Natural Language

The Search to Insight feature enables query search 
through natural language through conversational AI 
and NLP. No knowledge of query languages like SQL, 
R, or Python is required. Asking questions just like in 
a search engine or digital personal assistant fetches 
insightful answers represented by visualization or 
numeric values tailored based on the question type.

Search to Insight provides auto-complete suggestions 
to match words or phrases in questions for measures 
and dimensions in the data and includes auto spell-
check. 

Smart Insights – Instant 
explanations

The Smart Insights feature facilitates digging deeper 
into the data points. It analyzes the underlying dataset 
and runs various statistical algorithms to offer 
insights based on the current user context.

It helps to understand top contributors of specific 
data points without having to manually pivot or slice 
and dice the data. When a data point is selected, ML 
calculations run on information that is of the same 
nature as the selected data point. For example, if 
the selected data point is ‘Total Revenue’, the top 
contributors are based on ‘Total Revenue’. It analyzes 
the dimension in the selected data and looks for 
members in these dimensions that influence the 
selected value.

Smart Discovery – Easily reveal 
insights

The Smart Discovery feature identifies hidden 
patterns and statistically relevant relationships in 
the data to discover how business factors influence 
performance. It helps to understand business drivers 
behind the core KPIs.
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Based on the selection of measure or dimension, 
smart discovery automatically generates interactive 
story pages as below - 

Overview: It explains the data distribution, summary 
of trends and the detected patterns for the target 
dimension or measure.

Key Influencers:  For the selected model, it explains 
the influence of dimensions for the target measures 
using classification and regression techniques. The 
classification process identifies dimensions that 
segregate results into different groups. Regression 
process determines relationship between data points 
to predict future results.

Unexpected Values: It displays the details about 
outliers, where the actual values differ greatly 
from what the predictive model would expect. If an 
actual value diverges from the regression line it is 
categorized as unexpected.

Simulation: The simulation facilitates the ‘what-
if’ analysis, users can change the values of the 
measures and dimensions to see the predicted 
change positively, negatively, or neutrally in the target 
measure.

  

Smart Predict – Answers the 
toughest questions

Smart Predict feature predicts the likelihood of 
different outcomes based on the historical data using 
techniques such as data mining, statistics, machine 
learning, and artificial intelligence.

Smart Predict, also referred as Predictive forecasting, 
considers different values, trends, cycles and/or 
fluctuations in the data to make predictions that can 
be leveraged to aid business planning processes.

Smart Predict provides 3 different predictive scenario 
options for selection

Classification: It can be used to generate predictions 
for a binary event. For example, whether individual 
customers would be likely to buy the target product 
or not.

Time Series: It can be used to forecast values over 
a set period. For example, forecasting the sales of 
product by month or week, using historical data.

Regression: It can be used to predict values and 
explore key values behind them. For example, 
predicting the price of an imported product based on 
projected duties or shipping charges.

In the modern world of business Intelligence, SAP 
Analytics cloud’s ML technology augments the 
analytic process which assists from insights to 
actions and enables avoiding the agenda-driven and 
biased decision making by revealing the accurate 
patterns which drives the business.

References 

• https://www.gartner.com/en/information-
technology/glossary/augmented-analytics

• https://insights.sap.com/what-is-augmented-
analytics/

• https://www.sapanalytics.cloud/

About the Author

Kashif is a SAP Business objects consultant and a business analytics 
enthusiast.

He believes that the “Ultimate goal is not about winning, but to reach within 
the depth of capabilities and to compete against yourself to be better than 
what you are today.”
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Gouri Mahendru

Undoubtedly, business over the past few months has 
been unlike ever before. With the COVID-19 pandemic 
shutting physical stores, restaurants and offices the 
world over, organisations of all shapes and sizes 
were compelled to move their businesses online and 
we were reminded of the power of technology as an 
enabler of success.

As businesses look beyond the immediate impacts of 
COVID-19, it’s time to adopt a connected enterprise 
mindset and accelerate digital transformation.

The New Customer Experience 

When lockdown hit, customer service teams on the 
frontline found themselves at the centre of a perfect 
storm. Dealing with both the instant switch to remote 
working and staffing shortages due to the pandemic, 
they had to manage a huge influx in phone and email 
enquiries from customers struggling to keep their 
cool as they tried to rearrange cancelled bookings and 
secure refunds. 

From market research, we know there is still 
a significant disconnect between the service 
businesses believe they are delivering, and the 
service customers believe they are getting. While the 
situation remains precarious, now is the time to focus 
on delivering fast, transparent and verified support. 
Putting the right technology at the heart of this 
transformation will be key to success.

Reimagining CX in the wake of 
the pandemic

Many businesses shifted their operations online 
to continue selling safely through the pandemic, 
with worldwide spending on digital transformation 

Accelerating out of Crisis 
with Digital Transformation

technologies and services expected to rise by over 
10% in 2020. 

This has opened a vast array of new communication 
platforms on which organisations can engage with 
their customers. But businesses must ensure they 
are strengthening the bridge between their different 
channels to ensure a consistent customer experience. 
Omnichannel strategies have become a necessity, 
as companies find new ways to interact with their 
customer base on the channels they are using the 
most. Taking support to their customers rather than 
bringing them to support is critical.

Here are some useful tips for reinventing your 
customer experience with a supercharged 
omnichannel approach.

1. No two customers are the 
same

People like to be treated as individuals and want 
to raise issues in the environment that they’re 
most comfortable in. It’s no good for businesses 
to invest heavily in one channel at the risk of 
another, as they could end up isolating a big 
customer segment. 

Being able to support customers through email, 
phone, and chat services in a single, streamlined 
solution can help businesses deliver a better 
overall experience. The last thing customers want 
to do is repeat themselves when they switch 
between a chatbot interaction, text, email, or 
phone exchange. Offering a seamless experience 
means a customer’s query is logged once and 
shared across all communication channels, 
reducing the likelihood of them becoming 
dissatisfied with the service they are receiving.
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About the Author

Gouri is part of the Quality Management function at GAVS, handling the 
Operations and Delivery excellence within ZIF Command Centres. She is 
passionate about driving business excellence through innovative IT Service 
Management in the Digital era and always looks for ways to deliver business 
value. 

When she’s not playing with data and pivoting tables, she spends her time 
cooking, watching dramas and thrillers, and exploring places in and around 
the city.

2. Look inward, as well as 
outward

It’s not just your customer-facing technology 
that you should consider, you also need to think 
about the internal systems that can help improve 
your target market’s perception of the company. 
Taking an omnichannel approach to customer 
communication provides multiple platforms to 
collect customer data. With more data, you can 
build a better picture of the average customer 
journey – from awareness and consideration to 
purchase – and deliver a better experience for 
each of them. 

By offering your customers multiple touchpoints 
to interact with your brand, they can get 
everything they need from a single source of 
truth, without having to switch between the 
channels.

3. Tweak and optimize 
campaigns as necessary

To succeed in hitting the right tone, keeping 
existing customers and attracting new ones, 
you should understand exactly which marketing 
campaigns are resonating, and which aren’t. The 
results right now are likely to be very different 
to ‘business as usual’ – so the approach 
taken needs to be tailored to each customer 
accordingly. 

Surveys of sales leaders during COVID-19 found 
that 62% have directed their teams to spend 
more time in their CRM system, looking at what 
insights they can glean from it. The CRM system 
is a powerful tool for collecting data and learning 
more about each customer, with the goal of 
delivering a better experience and building the 
trust between buyer and seller.

Whatever systems you deploy, it’s important to be 
mindful of how your customers want to interact with 
you, not the other way around. As customers look to 
support the businesses that are looking after them 
the most, offering a consistent experience across 
your channels is key to securing loyal customers and 
repeat business.

Smarter CX starts with AI

There is a growing AI revolution taking place in 
customer service centres. Our own research found 
that a quarter of businesses want to use AI to 
improve their customers’ experience of their brand. 
This is hugely encouraging for the industry, but 
organisations shouldn’t invest in AI just for the sake 
of it. They need to find areas in which its use will see 
most value. 

For example, over a quarter (27%) said that their 
biggest frustration when dealing with customer 
service agents was being left on hold for too long. 
This issue has been exacerbated further by the huge 
volume of enquiries customer support teams now 
find themselves facing, with some customers waiting 
hours before getting through. AI-powered chatbots 
can remove some of this backlog by automating 
simple questions and routing customer chats that 
require urgent attention through to human service 
agents. 

We know that consumers prize human interaction, 
especially during a time when it is so limited. For this 
reason, AI should only be brought into augment, not 
replace human customer service agents. In doing so, 
businesses can develop AIs that mimic the behaviour 
of their best agents, while freeing up their time to 
focus on trickier cases. This will ultimately lead to 
more positive outcomes, better all-round customer 
experiences, greater brand loyalty and increased long-
term value.
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Almost all software systems today face various 
threats, and the number of threats grows as 
technology changes. One disturbing trend is that 
80% of the observed attacks in 2020 used software 
vulnerabilities, and the cost of damage due to cyber-
crime is estimated to reach $6 trillion by the end of 
2021. The administrator can use Threat-modeling 
methods to inform defensive measures.

Threat Modeling

• is a collection of security aspects
• is a set of alleged attacks that affects the 

performance of any computer system.
• allows security experts to identify potential risks 

and develop countermeasures in the design, 
coding, and testing phases

Threat Modeling – a Security Imperative

Typical Steps involved in Threat Modeling
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STRIDE

STRIDE is the most mature threat-modeling method 
and has evolved to include new threat-specific tables 
and the variants STRIDE-per-Element and STRIDE-per-
Interaction. Data-flow diagrams (DFDs) are built using 
STRIDE to identify system entities, events, and the 
system’s boundaries. Microsoft primarily designed 
STRIDE to assess threats against application and OS.

Microsoft also developed the DREAD (Damage potential, Reproducibility, Exploitability, Affected users, 
Discoverability) method with a different approach for threats assessment.

STRIDE Threat Categories

PASTA

Process for Attack Simulation and Threat Analysis 
(PASTA) is a risk-focused approach where security 
countermeasures are applied to mitigate defined 
threat models, weaknesses, vulnerabilities, and 

Analysts can use a combination of many threat 
models to create a robust and 360-degree view 
of potential threats. Not all of them are eclectic; 
some are abstract, and others are people-centric. 
Privacy concerns are the prime focus of some threat 
modeling methods. In this article, I summarize twelve 
available threat-modeling methods used to create a 
perception of potential attackers that includes their 
goals and focus on potential threats that may arise.

attack vectors. It allows organizations to understand 
an attacker’s perspective on applications and 
infrastructure, thus developing threat management 
processes and policies.
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LINDDUN

LINDDUN (Linkability, Identifiability, Nonrepudiation, 
Detectability, Disclosure of information, Unawareness, 
Noncompliance) provides system analysts a 
systematic approach to privacy assessment and 
supports in eliciting and mitigating privacy threats in 
software architectures. Administrators can also use 
this method for data security.

LINDUN Steps

CVSS

The Common Vulnerability Scoring System (CVSS) 
summarizes the principal characteristics of a 
vulnerability and produces a numerical severity score. 

CVSS prompts the Organization and general users 
to prioritize their security responses and resources 
according to the threat. 

CVSS v3.0 Metric Groups

Attack Trees

Attack trees are conceptual diagrams that depict 
attacks on a system in tree form. The goal is the root 
node, and the different ways to achieve that are the 
leaf nodes. The nodes between the leaf node and the 
root node depict the intermediate states or attacker 
sub-goals.

Security Cards

Security Cards identify unusual and complex attacks. 
They are not a formal method but, instead, a type 
of brainstorming technique. With the help of a deck 
of cards, analysts can answer questions about an 
attack, such as

• Who might attack?
• Why might the system be attacked?
• What assets are of interest?
• How can these attacks be implemented?

Attack Tree Example
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Security-Card Dimensions

Persona non Grata

Persona non Grata (PnG) is a wargaming method for 
developing profiles for threat actors who could target 
the organization. The focus of this method is on the 
motivations and skills of the human attackers. The 
users are considered archetypes of those who can 
misuse the system and force analysts to view the 
system from an unintended-use perspective. It can 
help visualize threats from the counterpart side.

Example of Persona non Grata

hTMM

The Hybrid Threat Modeling Method (hTMM) is a 
combination of

• SQUARE (Security Quality Requirements 
Engineering Method) - a methodology designed 
to elicit, categorize, and prioritize security 
requirements

• Security Cards

• PnG - focus on the vulnerability of a system that 
an attacker can exploit. The method’s targeted 
characteristics produce zero false positives, no 
overlooked threats, consistent results, and cost-
effectiveness.

The main steps of the method are:

• Identify the system to be threat modeled
• Apply Security Cards based on developer 

suggestions
• Remove unlikely PnGs which no realistic attack 

vectors could identify
• Using tool support, summarize the results from 

the above steps
• Continue with a formal risk-assessment method

Quantitative Threat Modeling 
Method

This hybrid method combines attack trees, 
STRIDE, and CVSS methods that work together. It 
addresses the pressing issues with threat modeling 
for cyber-physical systems that contain complex 
interdependences among their components.

Trike

Trike looks at threat modeling from a risk-
management and defensive perspective. The 
analyst builds a risk-based approach with a unique 
implementation and risk modeling process. This 
model’s foundation is the ‘requirement model’ 
that ensures the risk assigned for each asset is 
‘acceptable’ to the various stakeholders. An actor-
asset-action matrix is created in which the columns 
represent assets, and the rows represent actors.
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Each cell in the matrix is divided into four parts, one 
for each CRUD action (creating, reading, updating, 
and deleting). The analyst assigns one of three values 
in these cells: allowed action, disallowed action, or 
action with rules. Each cell is attached with a rule 
tree.

With the requirement model in place, a data flow 
diagram (DFD) is created first. Each element is plotted 
to a selection of actors and assets. The analyst 
identifies threats by iterating through the DFD, which 
fall under one of two categories – elevations of 
privilege or denial of service. Each detected threat 
becomes a root node in an attack tree.

Trike uses a five-point scale for each action, based on 
its probability, to assess the risk of attacks that affect 
the assets through CRUD. The actors are evaluated on 
a three-dimensional scale (always, sometimes, never) 
for each action they may perform on each asset.

VAST Modeling

The Visual, Agile, and Simple Threat (VAST) 
Modeling method was conceived after reviewing 
the shortcomings and challenges of other methods. 
Its scalability and usability allowed it to be adopted 
across the infrastructure and the entire DevOps 
portfolio, integrated seamlessly into an Agile platform 
to provide actionable, accurate, and consistent 
outputs for developers, security teams, and senior 
executives alike.

VAST recognized the differences in operations and 
concerns among development and infrastructure 
teams and required creating two types of models:

• Application threat models - uses process-flow 
diagrams, representing the architectural point of 
view

• Operational threat models - created from an 
attacker’s point of view based on DFDs.

OCTAVE

The Operationally Critical Threat, Asset, and 
Vulnerability Evaluation (OCTAVE) method define 
a risk-based strategic assessment and planning 
technique. It is heavy-weighted and focused on 
assessing organizational (non-technical) risks that 
may result from breached data assets. Its main 
aspects are an operational risk, security practices, 
and technology.

Threat modeling can help make the product more 
secure and reliable. This article presented twelve 
different methods that can be used alone or in 
conjunction with others. Choose the best method for 
a project based on the areas you want to focus on 
risk, security, privacy, the duration and experience you 
have with threat modeling, and most importantly, the 
stakeholder involvement. You can use these methods 
in an agile environment, depending on the timeframe 
and how often you need to repeat the modeling.
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OCTAVE Phases
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In our lives, we would have come across people with 
great leadership qualities. They may not be leading a 
team, or an organization, but they exude an aura. They 
conduct themselves in a manner that sets them apart 
from the rest. As the debate rages on whether leaders 
are born, made, or discovered, let’s see what makes a 
person a true and admirable leader.

Generally, a good leader should be successful, 
progressive, and positive, must possess good 
personality traits, communication and delegation 
skills, charisma, agility, adaptability, and ability to 
transform the air around them by effecting positive 
changes. 

Some people can bring out the best in others and 
that is the edge they have over others. So, let’s look 
beyond and list out those qualities that makes a 
person or YOU a quintessential leader.

1. Be passionate: Obviously, you would think it is 
the dedication, commitment for one’s work to 
up the number of clients, revenue figures, etc. 
However, it is not just about that. The passion 
that you have which affects not only your attitude 
and energy but that of those around you. Your 
passion should spread like a wildfire and inspire 
action and positive change, among others. 

2. Face obstacles with grace: If any leader knows 
exactly what a customer or market truly wants 
from the business, they would be hailed as no 

The DNA of a Good Leader (PART I)

less than a God! But alas, life is always full of 
obstacles, and a true leader knows which battles 
to fight and how. Effective leaders approach 
roadblocks with a high level of positivity and 
maturity. They adopt creative problem- solving 
techniques that allows them to overcome 
situations that others might give up on.

3. Allow honest mistakes, spot talents: An over-
protected child learns nothing and cannot 
sail against the tides. A good leader allows 
their people to just GO FOR IT! Failure often 
provides us with some of life’s biggest learning 
opportunities. As uncertainty and risk are 
inherent to running a team or business. Some 
people do commendable jobs under high 
pressure situations. A good leader spots such 
resources in their team and makes the best use 
of their qualities. 

4. Be street smart: It’s hard to find a substitute 
for old-fashioned street smarts. Knowing how 
to trust your gut, quickly analyzing situations 
as well as the people you’re dealing with and 
knowing how-to spot a bad deal or scammer is 
an important aspect of leadership. Maturity and 
experience complement each other, and a perfect 
combination of this makes a great leader.

5. Be intuitive and take ownership: Intuition is to 
art as logic is to math. Leadership is often about 
following your gut instinct. It can be difficult to 
let go of logic in some situations but learn to 
trust yourself. Having said that, if your instinct 
fails, leadership is also about taking ownership 
for what happened, learning lessons from it and 
NEVER TO REPEAT THE SAME MISTAKE.

6. Understand opportunity cost: Leaders know 
that many situations and decisions in business 
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involve risk and there is an opportunity cost 
associated with every decision you make. 
An opportunity cost is the cost of a missed 
opportunity. This is usually defined in terms of 
money, but it may also be considered in terms 
of time, man-hours, or any other finite resource. 
Great leaders understand the consequences of 
their decisions before making them.

7. Be liked: You can respect a person who talks 
flamboyantly, has a brilliant mind, impeccable 
manners, and business skills, but do you LIKE 
them? A leader should not only be respected but 
they should also be liked. Liking a person is a not 
a quantifiable quality, is it? But it can be achieved 
in the way a leader captains the team, spreads a 
positive vibe among them and make the group 
feel that they belong there. 

8. Laugh: Yes…you read it right. The proven route to 
a person’s heart is a healthy sense of humor. It 
works well in getting the best out of your team. 
Nobody likes a templated talk or expression, even 
if it is good news you are trying to convey. Also, 
effective leaders can laugh at themselves as 
they understand that they are also humans and 
can make mistakes like everyone else. Leaders 
who take themselves too seriously risk alienating 
people.

Unique brands of Leadership

A quick look at some successful CEOs, new-age 
entrepreneurs, and their unique leadership mantras:

1. Satya Nadella, CEO, Microsoft

Leadership mantra: 

• An avid reader 
• Looks beyond the Horizon
• Makes the right move at the right time 
• Makes every second count
• Nurture strong company culture 

2. Nitin Saluja and Raghav Verma, Founder, 
Chaayos, fastest growing tea startup of India 

Leadership mantra: Give people wings to fly and they 
will carve out their own journey.

3. Mukesh Ambani, Chairman & Managing Director, 
Reliance Industries Ltd.

Leadership mantra: 

• Money is not everything but important 
• Have a dream and plan to fulfill it
• Let your work speak for itself   
• Trust your instincts
• Trust all, but depend on none

References: 
• https://briandownard.com, 
• https://economictimes.indiatimes.



About the Author

Rajeswari is part of the IP team at GAVS. She is involved in technical and 
creative content development for the past 13 years. She is passionate about 
music and writing and spends her free time watching movies or going for a 
highway drive.

We have to continually be jumping off cliffs 
and developing our wings on the way down.

Kurt Vonnegut
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