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“Everything you can imagine is real.”



The greatest gifts you can give your children 
are the roots of responsibility and the wings 

of independence.

Denis Waitley
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Healthcare Data Sharing

Cloud Adoption, Challenges, and 
Solutions

Algorithmic Alert Correlation

Looming Threat of Ageing & 
Obsolete Devices in Healthcare

Srinivasan Sundararajan writes about the 
various issues plaguing healthcare data 
shares and how it can be resolved. - “The 
fight against the novel coronavirus has 
witnessed transformational changes in the 
way patient care is defined and managed.”

Suresh Kumar Ramasamy writes about 
cloud computing, its various challenges, 
and their solutions. - “When very large, 
large and medium enterprises decide to 
move their IT environment from on-premise 
to cloud, they try to move some/most of 
their on-premises into cloud and keep the 
rest under their control on-premise.”

Gireesh Sreedhar KP and Padmapriya 
Sridhar explore the challenge of correlating 
IT alerts from entities that are not related 
in any way. - “The correlation engine of 
our AIOps Platform ZIF, uses algorithmic 
alert correlation to find a solution for this 
problem.”

Vishnu Raj takes a deep dive into the 
security risks of ageing and obsolete 
devices. - “Ageing and obsolete devices 
create security vulnerabilities and put 
businesses at risk of cyber-attacks.”
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Significance of CI CD Process in 
DevOps

Is AR the Future of our 
Increasingly Digital World?

Mentoring – a Win-Win Situation

Muraleedharan Vijayakumar elucidates 
why the continuous integration/
continuous delivery approach to 
development is superior. - “Developing and 
releasing software can be a complicated 
process, especially as applications, teams, 
and deployment infrastructure grow in 
complexity themselves.” 

Kalpana Vijayakumar takes us into 
the fantastical world of Augmented 
Reality. - “AR is a science fiction idea that 
successfully made the transition to reality.”

Rama Vani Periasamy writes about how 
we should all explore mentorship to get 
ahead in life. - “Mentoring is equivalent to 
teaching a man to not just fish, but also 
share the experiences, tricks, and tips, so 
that he becomes an independent fisher.”



EDITOR’S  
NOTE

“Across the globe, women earn less, save less, hold less secure jobs, are more likely to be employed in the 
informal sector…Their capacity to absorb economic shocks is therefore less than that of men.” – UN Policy 
Brief: The Impact of COVID-19 on Women 

The COVID pandemic has exposed gender fault lines especially in South Asia and Middle East-North 
African regions. It has been reported that women’s jobs are 1.8 times more vulnerable than men’s jobs. 
McKinsey Global Institute’s research had found that progress towards gender parity had been uneven even 
before the pandemic hit. Now there is a high probability of that progress being reversed. 

Women have to carry the disproportionate share of household work and unpaid care duties. This may lead 
to more women taking a break from work or working for reduced hours. According to the global World 
Values Survey, more people in South Asian and MENA regions believed that men have more right to a job 
when jobs are scarce. 

Another cause for concern is the industries that men and women participate in. Some of the industries 
that have been hit hardest in the pandemic, like accommodations, food service, arts, recreation, public 
administration, among others, employ a large percentage of women. Acquiring new skills and shifting to 
other industries is known to be tougher for women. 

The pandemic has accelerated the rate of digital transformation in various industries. While that may be 
viewed as progress, jobs of many women would be replace by automation. Long-established barriers to 
developing new skills and other factors make the transition to other jobs harder for women. Moreover, 
women are often held to a much higher standard than men. And in times of crisis, companies are more 
likely to withdraw their support for female employees. 

Research has established a link between gender equality in society and gender equality in work. The 
latter is not achievable without the former. The times call for institutions and governments to act now. 
Unaddressed, the situation would not only set back gender progress by years but also affect the GDP.

We bring you some wonderful articles this edition. 

Srinivasan Sundararajan has written Healthcare Data Sharing. 

Suresh Kumar Ramasamy has written Cloud Adoption, Challenges, and Solutions. 

Padmapriya Sridhar and Gireesh Sreedhar KP have written Algorithmic Alert Correlation. 

Vishnu Raj has written Looming Threat of Ageing & Obsolete Devices in Healthcare.

Muraleedharan Vijayakumar has written Significance of CI CD Process in DevOps. 

Kalpana Vijayakumar has written Is AR the Future of our Increasingly Digital World? 

Rama Vani Periasamy has written Mentoring – a Win-Win Situation. 

Happy Reading!

Soumika Das
Editor 



Srinivasan Sundararajan

Patient Care Redefined 

The fight against the novel coronavirus has 
witnessed transformational changes in the way 
patient care is defined and managed. Proliferation 
of tele-medicine has enabled consultations across 
geographies. In the current scenario, access to 
patients’ medical records have also assumed more 
importance.

The journey towards a solution also taught us 
that research on patient data is equally important. 
More the sample data about the infected patients, 
better the vaccine/remedy. However, the growing 
concern about the privacy of patient data cannot be 
ignored. Moreover, patients who provide their data 
for medical research should also benefit from a 
monetary perspective, for their contributions.

The above facts basically point to the need for 
being able to share vital healthcare data efficiently 
so that patient care is improved, and more lives are 
saved.

The healthcare industry needs a data sharing 
framework, which shares patient data but also 
provides much needed controls on data ownership 
for various stakeholders, including the patients. 

Types of Healthcare Data

• PHR (Personal Health Record): An electronic 
record of health-related information on 
an individual that conforms to nationally 
recognized interoperability standards and that 
can be drawn from multiple sources while 
being managed, shared, and controlled by the 
individual.

• EMR (Electronic Medical Record): Health-
related information on an individual that can be 
created, gathered, managed, and consulted 
by authorized clinicians and staff within one 
healthcare organization. 

• EHR (Electronic Health Record): Health-
related information on an individual 
that conforms to nationally recognized 
interoperability standards and that can 
be created, managed, and consulted by 
authorized clinicians and staff across more than 
one healthcare organization. 

In the context of large multi-speciality hospitals, 
EMR could also be specific to one specialist 
department and EHR could be the combination of 
information from various specialist departments in a 
single unified record.

Together these 3 forms of healthcare data provide a 
comprehensive view of a patient (patient 360), thus 
resulting in quicker diagnoses and personalized 
quality care.

Current Challenges in Sharing Healthcare Data

• Lack of unique identity for patients prevents 
a single version of truth. Though there are 
government issued IDs like SSN, their usage is 
not consistent across systems.

• High cost and error prone integration options 
with provider controlled EMR/EHR systems. 
While there is standardization with respect to 
healthcare interoperability API specifications, 
the effort needed for integration is high.

Healthcare Data Sharing 
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• Conflict of interest in ensuring patient privacy 
and data integrity, while allowing data sharing. 
Digital ethics dictate that patient consent 
management take precedence while sharing 
their data.

• Monetary benefits of medical research on 
patient data are not passed on to patients. As 
mentioned earlier, in today’s context analyzing 
existing patient information is critical to finding 
a cure for diseases, but there are no incentives 
for these patients. 

• Data stewardship, consent management, 
compliance needs like HIPAA, GDPR. Let’s 
assume a hospital specializing in heart-related 
issues shares a patient record with a hospital 
that specializes in eye care. How do we decide 
which portions of the patient information 
is owned by which hospital and how the 
governance is managed? 

• Lack of real-time information attributing to data 
quality issues and causing incorrect diagnoses.

The above list is not comprehensive but points to 
some of the issues that are plaguing the current 
healthcare data sharing initiatives.

Blockchain for Healthcare Data Sharing

Some of the basic attributes of blockchain are 
mentioned below:

• Blockchain is a distributed database, whereby 
each node of the database can be owned by a 
different stakeholder (say hospital departments) 
and yet all updates to the database eventually 
converge resulting in a distributed single 
version of truth.

• Blockchain databases utilize a cryptography-
based transaction processing mechanism, 
such that each object stored inside the 
database (say a patient record) can be distinctly 
owned  by a public/private key pair and the 
ownership rights carry throughout the life cycle 
of the object (say from patient admission to 
discharge).

• Blockchain transactions are carried out using 
smart contracts which basically attach the 
business rules to the underlying data, ensuring 
that the data is always compliant with the 
underlying business rules, making it even more 
reliable than the data available in traditional 
database systems.

These underlying properties of Blockchain make 
it a viable technology platform for healthcare data 
sharing, as well as to ensure data stewardship and 
patient privacy rights.

GAVS Rhodium Framework for Healthcare Data 
Sharing

GAVS has developed a framework - ‘Rhodium’, for 
healthcare data sharing.

This framework combines the best features of 
multi-modal databases (relational, nosql, graph) 
along with the viability of data sharing facilitated by 
Blockchain, to come up with a unified framework for 
healthcare data sharing.

The following are the high-level components (in a 
healthcare context) of the Rhodium framework. As 
you can see, each of the individual components 
of Rhodium play a role in healthcare information 
exchange at various levels.

GAVS’ Rhodium Framework for Healthcare
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GAVS has also defined a maturity model for 
healthcare organizations for utilizing the framework 
towards healthcare data sharing. This model defines 
4 stages of healthcare data sharing:

• Within a Hospital  
• Across Hospitals
• Between Hospitals & Patients 
• Between Hospitals, Patients & Other Agencies

The below progression diagram illustrates how the 
framework can be extended for various stages of 
the life cycle, and typical use cases that are realized 
in each phase. Detailed explanations of various 
components of the Rhodium framework, and how it 
realizes use cases mentioned in the different stages 
will be covered in subsequent articles in this space.

Benefits of the GAVS Rhodium Framework for Healthcare Data Sharing

The following are the general foreseeable benefits of using the Rhodium framework for healthcare data 
sharing.

08



Healthcare Industry Trends with Respect to Data 
Sharing

The following are some of the trends we are seeing 
in Healthcare Data Sharing:

• Interoperability will drive privacy and security 
improvements

• New privacy regulations will continue to come 
up, in addition to HIPAA

• The ethical and legal use of AI will empower 
healthcare data security and privacy

• The rest of 2020 and 2021 will be defined by the 
duality of data security and data integration, 
and providers’ ability to execute on these 
priorities. That in turn will, in many ways, 
determine their effectiveness

• In addition to industry regulations like HIPAA, 
national data privacy standards including 
Europe’s GDPR, California’s Consumer Privacy 
Act, and New York’s SHIELD Act will further 
increase the impetus for providers to prioritize 
privacy as a critical component of quality 
patient care

The below documentation from the HIMSS 
site, talks about maturity levels with respect to 
healthcare interoperability, which is addressed by 
the Rhodium framework.

Source: https://www.himss.org/what-
interoperability 

This framework is in its early stages of 
experimentation, and is a prototype of how a 
Blockchain + Multi Modal Database powered 
solution could be utilized for sharing healthcare 
data, that would be hugely beneficial to patients as 
well as healthcare providers.

About the Author

Srini is the Technology Advisor for 
GAVS. He is currently  focused on Data 
Management Solutions for new-age 
enterprises using the  combination of 
Multi Modal databases,  Blockchain and 
Data Mining. The solutions aim  at data 
sharing within enterprises as well as with 
external stakeholders.
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Cloud Adoption, Challenges and 
Solution

Suresh Kumar Ramasamy

Cloud Adoption 

Cloud computing is the delivery of computing 
services including Servers, Database, Storage, 
Networking & others over the internet. Public, 
Private & Hybrid clouds are different ways of 
deploying cloud computing.    

• In public cloud, the cloud resources are owned 
by 3rd party cloud service provider 

• A private cloud consists of computing 
resources exclusively by one business or 
organization

• Hybrid provides the best of both worlds, 
combines on-premises infrastructure, private 
cloud with public cloud

Microsoft, Google, Amazon, Oracle, IBM and others 
are providing cloud platform to users to host 
and experience practical business solution. The 
worldwide public cloud services market is forecast 
to grow 17% in 2020 to total $266.4 billion and 
$354.6 billion in 2022, up from $227.8 billion in 2019, 
per Gartner, Inc.  

There are various types of Instances, workloads and 
options available as part of the cloud ecosystem, i.e. 
IaaS, PaaS, SaaS, Multi-cloud, Serverless. 

Challenges

When very large, large and medium enterprises 
decide to move their IT environment from on-
premise to cloud, they try to move some/most 
of their on-premises into cloud and keep the rest 
under their control on-premise. There are various 
factors that impact the decision, to name a few,

a)     ROI vs Cost of Cloud Instance, Operation cost 
b)     Architecture dependency of the application, i.e.       
        whether it is monolithic or multi-tier or polyglot        
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        or hybrid cloud
c)     Requirement and need for elasticity and  
        scalability
d)     Availability of right solution from the cloud   
        provider
e)     Security of some key data 

After crossing all, once the IT environment is cloud 
enabled, the challenge comes in ensuring the 
monitoring of the cloud enabled IT environment. 
Here are some of the business and IT challenges

1. How to ensure the various workloads and 
Instances are working as expected?

 While the cloud provider may give high 
availability and uptime depending on the tier 
we choose, it is important that our IT team 
monitors the environment, as in the case of 
IaaS and to some extent in PaaS as well. 

2. How to ensure the Instances are optimally 
used in terms of compute and storage?

 Cloud providers give most of the metrics 
around the Instances, though it may not 
provide all the metrics that we may need to 
make decisions in every possible scenario. 

 The disadvantages of this model are cost, 
latency and not straight forward, e.g. the LOG 
analytics which comes in Azure involves cost 
for every MB/GB of data that is stored and the 
latency in getting the right metrics at right time, 
if there is latency/delay, you may not get the 
right result.

3. How to ensure the Application or the 
components of a single solution that are 
spread across On-Premise and Cloud 
environment is working as expected?
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 Some cloud providers give tools for integrating 
the metrics from on-premise to the cloud 
environment to have a shared view. 

 The disadvantage of this model is that it is not 
possible to bring in all sorts of data together to 
get the insights straight. That is, observability is 
always a question. The ownership of getting the 
observability lies with the IT team who handles 
the data.

4. How to ensure that the Multi-Cloud + 
On-Premise environment is effectively 
monitored and utilized for the best end-user 
experience?

 Multi-Cloud environment – With rapidly 
growing Microservices Architecture and 
Container-based cloud enabled model, it is 
quite natural that the enterprise may choose 
the best from different cloud providers like 
Azure, AWS, Google, and others. 

 There is little support from cloud provider on 
this space. In fact, some cloud providers do not 
even support this scenario. 

5. How to get a single panel of view for 
troubleshooting and root cause analysis?

 Especially when issues crop up in Application, 
Database, Middle Tier, Network and 3rd 
party layers that are spread across multi-
cluster, multi-cloud, elastic environment, it is 
very important to get a unified view of entire 
environment.

ZIF (Zero Incident FrameworkTM) provides a single 
platform for Cloud Monitoring. 

ZIF has Discovering, Monitoring, Predicting and 
Remediating capabilities. It provides the unified 
dashboard with insights across all layers of IT 
infrastructure that is distributed across On-premise 
host, Cloud Instance and Containers. 

Core features & benefits of ZIF for Cloud 
Monitoring are:

 » Discovery & Topology 

 - Discovers and provides dynamic mapping of 
resources across all layers.

 - Provides real-time mapping of applications and 
its dependent layers irrespective of whether 
the components live on-premise, or on cloud or 
containerized in cloud.

 - Dynamically built topology of all layers which 
helps in taking effective decisions.

 » Observability across Multi-Cloud, Hybrid-
Cloud & On-Premise tiers

 - It is not just about collecting metrics; it is very 
important to analyse the monitored data and 
provide meaningful insights.

 - When the IT infrastructure is spread across 
multiple cloud platform like Azure, AWS, 
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About the Author

Suresh heads the Monitor component 
of ZIF at GAVS. He has 20 years of 
experience in Native Applications, 
Web, Cloud and Hybrid platforms from 
Engineering to Product Management. He 
has designed & hosted the monitoring 
solutions. He has been instrumental 
in conglomerating components to 
structure the Environment Performance 
Management suite of ZIF Monitor

Suresh enjoys playing badminton with 
his children. He is passionate about 
gardening, especially medicinal plants.

Google Cloud, and others, it is important to get 
a unified view of your entire environment along 
with the on-premise servers.

 - Health of each layers are represented in 
topology format, this helps to understand the 
impact and take necessary actions.

 » Prediction driven decision for resource 
optimization 

 - Prediction engine analyses the metrics of 
cloud resources and predicts the resource 
usage. This helps the resource owner to make 
proactive action rather than being reactive.

 - Provides meaningful insights and alerts in 
terms of the surge in the load, the growth in 
number of VMs, containers and the usage of 
resource across other workloads.

 - Authorize the Elasticity & Scalability through 
real time metrics.

 » Container & Microservice support 

 - Understand the resource utilization of your 
containers that are hosted in Cloud & On-
Premise.

 - Know the bottlenecks around the Microservices 
and tune your environment for the spikes in 
load.

 - Provides full support for monitoring 
applications distributed across your local host 
& containers in cloud in a multi-cluster setup.

 » Root cause analysis made simple

 - Quick root cause analysis by analysing various 
causes captured by ZIF Monitor instead of 
going through layer by layer. This saves time to 
focus on problem solving and arresting instead 
of spending effort on identifying the root cause.

 - Provides insights across your workload 
including the impact due to 3rd party layers as 
well.

 » Automation 

 - Irrespective of whether the workload and 
instance is on-premise or on Azure or AWS or 
other provider, the ZIF automation module can 
automate the basics to complex activities

 » Ensure End User Experience 

 - Helps to improve the end user experience who 
gets served by the workload from cloud.

 - The ZIF tracing helps to trace each & every 
request of each & every user, thereby it is quite 
natural for ZIF to unearth the performance 
bottleneck across all layers, which in turn helps 
to address the problem and thereby improve 
the User Experience

Cloud and Container Platform Support

ZIF Seamlessly integrates with following Cloud & 
Container environments,

•  Microsoft Azure
•  AWS
•  Google Cloud
•  Grafana Cloud
•  Docker
•  Kubernetes



Algorithmic Alert Correlation

Gireesh 
Sreedhar KP  

Padmapriya 
Sridhar

Today’s always-on businesses and 24x7 uptime 
demands have necessitated IT monitoring to 
go into overdrive. While constant monitoring is 
a good thing, the downside is that the flood of 
alerts generated can quickly get overwhelming. 
Constantly having to deal with thousands of alerts 
each day causes alert fatigue and impacts the 
overall efficiency of the monitoring process.
 
Hence, chalking out an optimal strategy for alert 
generation & management becomes critical. 
Pattern-based thresholding is an important first 
step, since it tunes thresholds continuously, 
to adapt to what ‘normal’ is, for the real-time 
environment. Threshold accuracy eliminates false 
positives and prevents alerts from getting fired 
incorrectly. Selective alert suppression during 
routine IT Ops maintenance activities like backups, 
patches, or upgrades, is another. While there are 
many other strategies to keep alert numbers under 
control, a key process in alert management is the 
grouping of alerts, known as alert correlation. It 
groups similar alerts under one actionable incident, 
thereby reducing the number of alerts to be 
handled individually.
  
But, how is alert ‘similarity’ determined? One 
way to do this is through similarity definitions, in 
the context of that IT landscape. A definition for 
instance, would group together alerts generated 
from applications on the same host, or connectivity 
issues from the same data center. This implies that 
similarity definitions depend on the physical and 
logical relationships in the environment - in other 
words - the topology map. Topology mappers 
detect dependencies between applications, 
processes, networks, infrastructure etc., and 
construct an enterprise blueprint which is used for 
alert correlation.
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But what about related alerts generated by entities 
that are neither physically nor logically linked? To 
give a hypothetical example, let’s say application A 
accesses a server S which is responding slowly, and 
so A triggers alert A1. This slow communication of 
A with S eats up host bandwidth, and hence affects 
another application B in the same host. Due to this, 
if a third application C from another host calls B, 
alert A2 is fired by C due to the delayed response 
from B.  Now, although we see the link between 
alerts A1 & A2, they are neither physically nor 
logically related, so how can they be correlated? 
In reality, such situations could imply thousands of 
individual alerts that cannot be combined.

This is one of the many challenges in IT operations 
that we have been trying to solve at GAVS. The 
correlation engine of our AIOps Platform ZIF, uses 
algorithmic alert correlation to find a solution for 
this problem. We are working on two unsupervised 
machine learning algorithms that are fundamentally 
different in their approach – one based on pattern 
recognition and the other based on spatial 
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Gireesh leads the Data Science and 
Artificial Intelligence initiatives and 
academic collaboration with IIT 
Madras for developing AI solutions and 
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Padmapriya is part of the Marketing 
team at GAVS. She is passionate about 
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clustering. Both algorithms can function with or 
without a topology map, and work around what 
is supplied and available. The pattern learning 
algorithm derives associations based on learnings 
from historic patterns of alert relationships. 
The spatial clustering algorithm works on the 
principle of similarity based on multiple features 
of alerts, including problem similarity derived by 
applying Natural Language Processing (NLP), 
and relationships, among several others. Tuning 
parameters enable customization of algorithmic 
behavior to meet specific demands, without 
requiring modifications to the core algorithms. 
Time is also another important dimension factored 
into these algorithms, since clustering of alerts 
generated over an extended period of time will not 
give meaningful results. 

Traditional alert correlation has not been able to 
scale up to handle the volume and complexity of 
alerts generated by the modern-day hybrid and 
dynamic IT infrastructure. We have reached a point 
where our ITOps needs have surpassed the limits 
of human capabilities, and so, supplementing our 
intelligence with Artificial Intelligence and Machine 
Learning have now become indispensable.
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Looming Threat of Ageing & 
Obsolete Devices in Healthcare

Vishnu Raj



Ageing and obsolete devices create security 
vulnerabilities and put businesses at risk of cyber-
attacks. The growing use of open and co-working 
spaces and the existence of obsolete devices 
exacerbate the risks.

Listed below are the kinds of devices in any 
organization.

• Current: Devices are currently on the market 
and can be actively maintained. The vendors 
provide some software patches and updates, 
and there is a maintenance contract that can 
be attached to it.

• Ageing: Devices that vendors no longer sell, 
but still actively support. We can attach some 
form of maintenance contract to it. If there’s 
vulnerability, they’ll release a software patch for 
it. It there are new features or specific bugs that 
need to be addressed, they’ll actively push out 
software updates for those.

• Obsolete: Devices that are no longer sold 
and supported by the vendor. So, there is no 
software updates released for it, no security, 
vulnerabilities fixed etc.

On an average, an obsolete device has twice as 
many vulnerabilities per device (42.2%) compared to 
ageing (26.8%) and current devices (19.4%).

2020 Global Network Insights Report

• Nearly 46.3% of organizations’ networking 
assets are ageing or obsolete globally, 
compared with 4.3% in 2017, signalling 
prolonged refresh cycles as business sweat 
assets and move to multi-Cloud environments.

• Organizations in the technology sector which 
are usually the first to adopt new products are 
the most affected. The sector’s percentage of 
ageing and obsolete devices was also high at 
59.6% in 2019.

• The other sector that is ahead is the public 
sector with 61.7% ageing and obsolete devices. 
Healthcare (52.5%), energy & utilities (51.9%) and 
retail & wholesale (49.1%) are the other three 
sectors with high percentage of such devices, 
above the industry average of 47.9%.

The Achilles Heel of Healthcare Cybersecurity

Cyber threat actors and criminals are always on the 
lookout to exploit the vulnerabilities that plague the 
healthcare sector. 

While shared healthcare information aid in 

providing top-quality medical care, it also puts 
the patients at risk of getting their data stolen and 
misused. 

Why is Healthcare Information a Target for Cyber 
Attacks?

• Valuable financial information can be obtained 
from medical provider networks.

• Owing to the nature of the healthcare industry, 
nearly everyone’s personal information can be 
obtained in some form.

• The interconnected nature of EHRs means 
hackers have access to the data that has 
collected under patient’s names for years. 
Sharing patient information is integral to 
providing the best possible treatment to 
patients, but that same sharing also makes 
networks extremely valuable targets.

Growing Concerns over Proliferation of Connected 
Devices

Most hospitals have hundreds or thousands 
of medical devices in use enabling a variety of 
functions. Furthermore, healthcare IT environments 
have shifted from a homogenous makeup to a more 
heterogeneous makeup with a variety of operating 
systems, different types of devices, cloud-based 
applications and services and behavioural-based 
security tools/technologies. This causes medical 
IT networks to be complicated and potentially the 
most vulnerable access point in a medical facility’s 
infrastructure.

A report by MarketsAndMarkets anticipates 
a combined annual growth rate of 27.6% for 
healthcare IoT devices from 2019 to 2024. As 
medical technologies advance at an impressive 
rate, cyber security efforts have to keep pace 
so that medical facilities operate smoothly and 
patients stay safe.
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Connected devices like infusion pumps, heartrate 
monitors, and even imaging and biopsy tables 
have become a critical part of the healthcare 

environment. But these put patient data and 
potentially patient well-being at risk.

Threat to Healthcare Organizations

• As the Internet of Medical Things (IoMT) 
grows, data from medical devices like infusion 
pumps export information to external sources 
and interact with the world outside the 
doctor’s office. This data could be intercepted 
or manipulated, creating a host of issues. 
Moreover, hackers could gain access to 
manage most items connected to the network, 
including how the machines function.

• Tight budgets are a reason why outdated 
devices service longer than they should. 
Obviously, using legacy devices is not the 
safest option when it comes to patient care and 
information. Newer risks are emerging as many 
legacy devices and systems are increasing the 
attack surfaces for cybercriminals.

• Old devices that have unsupported systems 
and are no longer receiving updates are 
becoming an entryway for hackers. Generally, 
devices that have software applications which 
do not receive security patches is a massive 
potential threat.

• Often small to medium-sized organizations with 
limited budgets fail to patch devices. Some 
organizations choose not to patch even with 
known security risks, as some critical software 
in health care may not work properly on the 
newer version of operating system.
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Mitigations

• No one is monitoring their healthcare devices 
from the presence of an attacker. No one is 
thinking about CT scanner or MRI machine 
as launch pad for broader attack. So, there 
is need to establish a process for monitoring 
lifecycle stages of equipment and to develop 
a database and assign experts within the 
organization to collect and maintain the 
information.

• Medical devices like monitoring machines 
that have been on the market for years need 
to be secured by security scanning, and an 
easy mechanism for regular downloading and 
updating security patches.

• There is a need in providing incentives for 
future generations of devices to include 
more robust security protections from the 
start. Manufacturers ignore the security in 
the early planning stages, or rely on third-
party components that may be vulnerable 
themselves.

• It has been suggested that machine learning 
and AI can play a massive role in mitigating the 
risks posed by both the deployment of new 
IoT devices as well as legacy technologies and 
systems. In particular, the best way to assess 
potential threats is through privileged access 
controls.

• By managing privilege —the accounts, 
credentials and secrets that can give users 
wide-ranging powers on a network or device 
— healthcare IT security can control access 
and privileges malicious actors need to access 
devices.

Despite these difficulties, interconnected networks 
of patient information will continue to grow. The 
results of information theft are too great to risk, 
making network and device security a principal goal 
of any healthcare organization.
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Significance of CI CD Process in 
DevOps

Muraleedharan Vijayakumar

Developing and releasing software can be a 
complicated process, especially as applications, 
teams, and deployment infrastructure grow in 
complexity themselves. Often, challenges become 
more pronounced as projects grow. To develop, 
test, and release software quickly and consistently, 
developers and organizations have created 
distinct strategies to manage and automate these 
processes.

Did you know?  Amazon releases a new 
production code once every 11.6 seconds.

Why CI/CD/CD?

The era of digital transformations demands faster 
deployments into production. Faster deployments 
do not warrant defective releases, the solution – 
‘DevOps’. The development team, operations team, 
and IT services team have to work in tandem and 
the magic circle that brings all of them together is 
DevOps. 

To adopt a DevOps culture, implementing the 
right DevOps tools with the right DevOps process 
is essential. Continuous integration/continuous 
delivery/continuous deployment (CI/CD/CD) help 
us developers and testers ship the software faster 
and safer in a structured environment.

The biggest obstacle that needs to be overcome in 
constructing a DevOps environment is scalability. 
There are no definite measures on the scalability 
of an application or product development, but 
DevOps environment should be ready to scale 
to meet business and technology needs. It lays a 
strong foundation for building an agile DevOps for 
the business.

Continuous Integration and Deployment has seen 
many benefits in the software delivery process. 
Initiating automated code builds once checks 
are completed, running automated test suites, 
flagging errors and breaking builds if not adhered 
to compliance have eased the way of deploying 
a stable release into staging or production 
environment and eliminating manual errors and 
human bias.

How is CI/CD/CD Set Up?

Version control tools play an important role in the 
success of our DevOps pipeline. And designing a 
good source stage is pivotal to our CI/CD success. 
It ensures that we can version code, digital assets, 
and binary files (and more) all in one spot. This 
enables teams to communicate and collaborate 
better — and deploy faster.

Our code branching strategy determines how 
and when developers branch and merge. When 
deciding on a strategy it is important to evaluate 
what makes sense for our team and product. Most 
version control systems will let you adopt and 
customize standard strategies like mainline, trunk-
based, task/feature branching, etc.,
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Typical Branching Model Followed

A basic workflow starts with code being checked 
out. When the work in the branch is committed, 
CI processes are triggered. This can be done with 
a merge or pull request. Then the CI/CD pipeline 
kicks into high gear.

The goal of CI/CD is to continuously integrate 
changes to find errors earlier in the process, as 
known as ‘Shift Left’.  The ultimate goal of having 
an automated CI/CD process in place to identify 
errors or flag non-compliance at an early stage 
of the development process. This increases the 
project’s velocity by avoiding late-stage defects 
and delays. It creates an environment where code is 
always ready for a release. With the right branching 
strategy, teams are equipped to deliver success. 

Continuous Integration: Integrating newly 
developed code with the central repository is 
continuous integration. Automated CI results in 
automated builds that are triggered to merge the 
newly developed codes into the repository. As part 
of this process, plugins can be added to perform 
static code analysis, security compliance checks, 
etc., to identify if the newly added code would 
have any impact on the application. If there are 
compliance issues, the automated build breaks, 
and the same is reflected to the developer with 
insights. Automated CI helps in increasing the 
productivity of the developers and the team. 

Continuous Delivery: At the end of a successful 
CI, Continuous Delivery is triggered. CD ensures 
to automate the software delivery process and 
commits to deliver the integrated code into the 
production stage without any bugs or delays. CD 
helps in merging the newly developed code into 
the main branch of the software so that a ready to 
production product is available with all the checks 
in place.CD also checks the quality of the code and 
performs tests to check whether it can release the 
functional build to the production environment.

Continuous Deployment: The final and most critical 
part of DevOps is Continuous Deployment. After the 
successful merging of certified code, the pipelines 
are triggered to deploy the code into the production 
environment. These pipelines are also triggered 
automatically. The pipelines are constructed to 
handle the target environment be it jar or container 
deployments. The most important aspect of this 
pipeline is to tag the releases that are also done in 
the production environment. If there are rollbacks 
these tags help the team to roll back to the right 
version of the build.

CI/CD/CD is an art that needs to be crafted in 
the right and most efficient way that will help the 
software development team achieve their success 
at a faster pace.
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Different Stages & Complete DevOps Setup

What is the CI/CD/CD  Outcome?

The outcome of CI in Business

• Early removal of errors
• Repeated human effort is decreased
• Faster delivery to production 
• Transparency & trust for individuals 

The outcome of CD in Business

• Continuous build and deployment of verified 
functions

• Automated execution of unit test cases, code 
reviews, code-analytics & bug detection

• Single view & reporting of the build process
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Is AR the Future of our Increasingly 
Digital World?

Kalpana Vijayakumar

Imagine a device which, when used to look at 
something, throws up information on whatever 
you’re pointing at. Menus for restaurants, dates of 
establishment for institutes, and so on. These are 
the sort of possibilities afforded by Augmented 
Reality (AR).

What is AR?

AR is a science fiction idea that successfully made 
the transition to reality. The fundamental idea 
behind augmented reality is to add something 
extra to your experience of reality. So, if you are 
watching a movie or playing a game, AR adds to 
that experience in some way or form to turn the 
experience immersive and interactive. AR basically 
superimposes computer generated information 
(audio, visual, haptic, etc.) on the real-world objects.
 
AR can be defined as a system that fulfils three 
basic features: a combination of real and virtual 
worlds, real-time interaction, and accurate 3D 
registration of virtual and real objects.

How does AR work?

A camera-equipped device is essential for an AR 
experience. Upon pointing the device at an object, 
computer vision technology is used to recognize it. 
The device then downloads information about the 
object from the cloud, in much the same way that 
a web browser loads a page via a URL. In this case, 
the information is presented in a 3-D experience.

AR can provide a view of the real-time data flowing 
from products and allow users to control them by 
touchscreen, voice, or gesture. An operator using 
an AR headset to interact with an industrial robot 
might see superimposed data about the robot’s 
performance and gain access to its controls.

The size and orientation of objects viewed through 
the AR display adjusts/changes in real-time. New 
graphical or text information comes into view 
while other information passes out of view as the 
user moves about. In industrial settings, users 
in different roles, such as a machine operator 
and a maintenance technician, can look at the 
same object but be presented with different AR 
experiences that are tailored to their needs.

AR – a novel way of shopping

A 2018 Gartner report stated, “By 2020, 100 million 
consumers will shop in AR online and in-store.” 
The current global pandemic has put a damper 
on consumer sentiments worldwide and we may 
not see those numbers. But AR can help make 
the in-store shopping experience more secure by 
reducing the need to touch a lot of objects and 
surfaces. 

Brands like American Apparel, Uniqlo and Lacoste 
already have showrooms and fitting rooms that 
provide try-before-you-buy options in AR spaces. 
Smart mirror technologies that scan RFID tags also 
offer the ability to bring recommendations to the 
brick-and-mortar shopping experience.

22



IKEA customers have access to an app that permits 
them to point their phones at spaces and see what 
different products would look like in their own 
homes.

In the current global climate, fashion and lifestyle 
brands stand to gain from technologies that handle 
facial recognition, adapt to local lighting conditions, 
and provide personalized recommendations.

According to a BRP report, 48% consumers said 
they would be more inclined to buy from a retailer 
that provided AR experiences. Retailers may be 
able to attract more customers with an immersive 
and secure shopping experience in a post Corona 
world. 

35% of sales on Amazon are derived from its 
recommendation engine, which is powered by 
Machine Learning. Leveraging this in the real world 
also has immense commercial potential. 

AR for Navigation Solutions

Map services from Google and Apple have already 
found mass acceptance, indoor navigation is next. 
Apps based on ARKit and ARCore can enable 
navigating inside spaces like airports, malls, 
hospitals, etc. Gatwick Airport has already deployed 
its own smartphone solution that provides routes 
to terminals and gates based on a user’s flight 
number.

In 2019, a beta version of AR walking directions 
feature was launched for Google Maps for all AR-
compatible iOS and Android mobile devices. You 
could view information about your surroundings by 
pointing your phone’s camera towards it. 

AR in Automotive Industry

AR can be used in a breadth of ways in the 
automotive industry. Starting with dashboard 
mounted heads-up displays to interactive 
experiences in showrooms and more.
 
AR is also employed by some carmakers to help aid 
in car maintenance (Volkswagen’s Marta app) and 
car manufacturing and selling processes (Volvo’s 
project with Microsoft HoloLens).

The heads-up display is one of the most popular 
uses of AR in this industry. Not only can drivers 
get directions and alerts on hazards, but also 
information on landmarks and nearby locations.

Hyundai has been a leader in AR research that goes 
beyond the cockpit-style view of the motorist’s 
experience. They have reimagined maintenance 
manuals with AR and has apps to point their phones 
at their cars to get information. Mercedes has a 
similar app, but its version adds a chatbot to provide 
virtual assistance.
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AR in Healthcare

Applications of AR is opening up new opportunities 
in the healthcare industry. It’s expected that, 
the global market will reach a value of $1.5B. 
By enabling healthcare workers with real-time 
data and patient information, AR can aid in more 
accurate diagnoses and more precise surgeries.

AR can also bring huge value to practicing 
medicine and education by allowing students and 
trainee physicians to better visualize health issues 
and scenarios that they one day will be treating. The 
benefit that AR can bring to the healthcare industry 
can be ground-breaking and we are just witnessing 
the beginning of what is to come from AR in the 
field of medicine.

AR-powered Solutions for Enterprises

Smart glasses are quickly gaining popularity. 
Military, medical and enterprise solutions, however, 
are beginning to prove the value of combining AR 
with headsets and smart glasses.

Microsoft HoloLens 2 was likely the most 
anticipated product in this space in 2019. The 
company hopes to roll out its technology to 
great fanfare by demonstrating improvements 
in raw processing power, battery life and wear 
ability. The U.S. Army has awarded a $480 
contract to Microsoft, and they are also working 
with the industrial IoT firm PTC to streamline the 
development of both augmented and mixed reality 
products.

Walmart and Tyson are testing programs that will 
transition traditional training methods into mixed 
reality (MR) settings. This will bring about new ways 
to learn about compliance and safety issues by 
looking around mixed-reality environments and 
identifying problems in a way that’s practical and 
engaging. Integration with other recent workplace 
training trends, especially gamification, may 
compound the returns that AR and MR solutions 
generate. Per ABI Research, AR-based training in 
enterprise will be a $6 billion industry by 2022.

Improvements in prototyping, testing, 
troubleshooting and quality control are expected to 
emerge from this trend, too, as workers will be able 
to make on-the-fly comparisons of real-world items 
against available documentation and specifications. 
Jobs that call for workers’ hands to be free will also 
benefit significantly from AR headsets and glasses.

Augmented reality is the next ‘BIG THING’, it will 
absolutely revolutionize almost every aspect of 
life. Everything from medicine to education to 
construction to entertainment. AR application has 
already started to appear on the world’s laptops, 
tablets and smart phones.
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Mentoring – a Win-Win Situation

Rama Vani Periasamy

“If I have seen further it is by standing on the 
shoulders of giants.” — Isaac Newton

Did you know the English word ‘Mentor’ actually 
originated from the Greek epic ‘The Odyssey’? 

When Odysseus had to leave his kingdom to lead 
his army in the Trojan war, his son Telemachus 
was left under the guidance of a friend ‘Mentor’. 
Mentor was supposed to guide and groom 
Telemachus during his developmental years and 
make him independent. The word ‘Mentor’ was 
thus incorporated in the English language. We use 
the word in the same context that existed in Greek 
Mythology - to guide a person, make him/her an 
independent thinker, and a doer. 

In the age of technology, there may be tools and 
enormous amounts of data to get a competitive 
advantage, but they’re no match for a mentor. The 
business hall of fame is adorned with the names of 
people who discovered that finding a mentor made 
all the difference. 

A lot of people have been able to achieve greater 
heights than they imagined because they were 
able to tap into their potential and that is the energy 
mentoring brings in. 

In today’s world, a lot of corporate offices offer 
mentoring programs that cut across age groups 
(called the cross-gens), backgrounds, and 
experiences that benefit everyone. But sometimes 
the mechanisms and expectations of a mentoring 
program are not clear which makes the practice 
unsuccessful. Today’s young generation think 
they have the internet to quench the thirst of their 
knowledge. They do not see mentors as guiding 
beacons to success but only help them meet their 
learning needs. Citing it with an example, mentoring 

is equivalent to teaching a man to not just fish, but 
also share the experiences, tricks, and tips, so that 
he becomes an independent fisher.  More often, 
our current generation fails to understand that even 
geniuses like Aristotle and Bill Gates needed a 
mentor in their lives. 

When mentoring is so powerful, why don’t we 
nurture the relationship? What stops us? Is time 
a factor? Not really. Any relationship needs some 
amount of time to be invested and so is the case 
with mentoring. Putting aside a few hours a month 
is an easily doable task, especially for something 
that is inspiring and energizing. Schedules can 
always be shuffled for priorities.

Now that we know that we have the time, why is it 
always hard to find a mentor? To begin with, how 
do you find a mentor? Well, it is not as difficult as 
we think. When you start looking for them, you will 
eventually find one. They are everywhere but may 
not necessarily be in your workplace. 

We have the time, we have a mentor, so what are 
the guidelines in the mentoring relationship? 

The guidelines can be extracted very much in the 
word ‘MENTOR’.

M=Mission: Any engagement works only if you have 
something to work on. Both the mentor and mentee 
must agree on the goals and share their mission 
statement. Creating a vision and a purpose for the 
mentoring relationship adds value to both sides 
and this keeps you going. Articulating the mission 
statement would be the first activity to begin with in 
a mentor-mentee relationship. 

E=Engage: Agree on ways to engage that works 
with your personalities and schedules. Set ground 
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rules on the modes of communications. Is that 
going to be a one-one conversation periodically 
or remote calls? Find out the level of flexibility. Is 
an impromptu meeting fine? Can Emails or text 
messages be sent? Decide on the communication 
medium and time. 

N=Network: Expanding your network with that of 
your mentor or mentee and cultivating productive 
relationships will be the key to success. While 
expanding your network will be productive, 
remember to tread carefully. Seek permissions, 
respect, and even ask for an introduction before you 
reach out to the other person’s contacts.

T=Trust: Build and maintain trust with your 
mentoring partner by telling the truth, staying 
connected, and being dependable. And as the 
mentorship grows, clear communication and 
honesty will deepen the relationship. Building 
trust takes time so always keep the lines of 
communication open. 

O=Opportunity: Create opportunities for your 
mentee or mentor to grow. Being in a mentor-
mentee relationship is like a two-way lane, where 
you can come across opportunities from both sides, 
which may not be open for non-mentors/mentees. 
Bringing in such opportunities will only help the 
other person achieving his/her goal or the mission 
statement that was set at the beginning. 

R=Review and Renew: Schedule a regular time 
to review progress and renew your mentoring 
partnership. This will help you keep your progress 
on track and it will also help you look for short 
goals to achieve. Reviewing is also going to help 
retrospect if a different strategy is to be laid out to 
achieve your goals. 

Mentoring may sound irrelevant and unnecessary 
while we are surviving a pandemic and going 
through bouts of intense emotions. But I feel it is 
even more necessary during this most unusual 
situation we’re facing. Mentoring could be one of 
the ways to combat anxiety and depression caused 
by isolation and the inability to meet people face-
to-face.

Mentoring can be done virtually through video calls, 
by setting up a time to track the progress of your 
goals and discuss challenges/accomplishments.  
Mentoring also proves to be the place to ask 
difficult questions because it is a “No Judging” 
relationship and the absolute safe place to deal 
with work-related anxiety and fear. I still recall 
my early days as a campus graduate where I was 
assigned a ‘Buddy’, the go-to person. With them, 
I’d discussed a lot of my ‘what’, ‘why’ and ‘how’ 

questions of the work and the corporate world, 
which I had resisted opening up to my supervisors.

Mentoring takes time. Remember the first day you 
struggled to balance on your bicycle and may 
have fallen down hurting your knees? But once 
you learned to ride, you would have loved your 
time on the saddle. The same applies to mentoring. 
Investing the time and effort in mentoring will 
energize you even better than a few hours of Netflix 
or scrolling on Instagram. Let us create a culture 
that shares knowledge, guides & encourages 
nonstop, like how Socrates taught Plato, Plato 
taught Aristotle and Aristotle held the beacon for 
many. There is an adage that goes “when you are 
ready to become a teacher, the student appears”.

“A mentor is someone who allows you to see the 
hope inside yourself.” — Oprah Winfrey

Article is based on the book “One Minute 
Mentoring” by Ken Blanchard & Claire Diaz Ortiz
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Don’t be afraid to give up the good to go for 
the great.

John D. Rockefeller
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