
The client is a leading real estate group in the MENA region, 
with a diversified portfolio of more than 21 malls, shopping 
centers, 12 hotels, and 3 mixed-use living communities 
across the UAE, Egypt, Lebanon, Bahrain and Oman.

To find out how GAVS can help your organization, please visit
www.gavstech.com
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The Business Situation

Secure and Seamless Identity Management 
using a Governance-based Approach

The Solution

The client was committed to building a mature security 
discipline that enabled a logical set of access controls in a 
way that it supports Business, IT, Audit & Operations, by 
reducing risk and increasing productivity, while meeting the 
regulatory mandates. The primary objectives were to:

With hundreds of users across geographies, the critical 
success factor was to design a robust identity governance 
approach, before introducing a technology solution. GAVS 
assessed the current position and gaps in the client's risk 
posture, studied the technical landscape, and existing IT 
processes in the environment. GAVS also performed an 
in-depth study of the systems, integrations required, and 
business processes to be enrolled in the IAM solution.

After a detailed evaluation of their existing systems, costs 
associated with handling requests, processing time, 
recertifications and other parameters, GAVS recommended 
SailPoint’s IdentityIQ solution to streamline the identity 
governance processes. GAVS proposed a phased approach 
to integrate all target systems with the IAM solution. Upon 
consensus from the client, GAVS identified a set of over 10 
key applications and systems (on-premise & cloud-based), 
to be integrated with the IAM system. 

Integration of IdentityIQ with ITSM, SIEM 
and third-party security systems, for a 
unified risk view

Enhanced governance - 360° access to 
reviews, certifications & remediation

Strengthened risk management initiatives 
by identification of security vulnerabilities 
like orphan accounts, dormant user 
accounts, privileged user accounts, 
high-risk services, and individuals with 
multiple user accounts for a resource

Workflows for managers to manage their 
direct reports & contractors, and to 
decommission idle accounts in accordance 
with compliance needs

Reports to allow the organization and 
auditors to gain insight into corporate data 
as required

Provide complete visibility on all user accounts and their 
privileges

Reduce access related risks

Automate the JML processes

Enforce access policies, in alignment with compliance 
requirements

Improve productivity & reduce cost of compliance 

Integrate identity information scattered across various 
systems

Automated identity lifecycle 
(on-boarding, off-boarding, job change & 
transfer)

Drastic reduction in time spent with 
auditors to gather information on 
application access levels, due to 
centralized audit capability

Improved end user experience due to 
quicker sign-on to applications

Automated reports on dormant and 
inactive accounts, enabling routine 
cleanup of dormant and orphaned 
accounts/groups

Financial gains, improved RoI, and 
increased productivity that support 
future business growth, due to IAM 
process automation


