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Editor's Notes 
This edition has Betsy Westhafer, CEO of The 
Congruity Group, who runs GAVS' Customer Advisory 
Board, writing on 'Customer centricity in a digital 
age'. She says, "the truly progressive technology 
organizations are actually going old school. They are 
reverting to the non-tech way of gathering insights by 
engaging with the customers and yes, having actual 
face-to-face conversations." Find out what the industry 
leaders have to say about it.

Bouchra Gallucio, Vice President QMO – 
Healthfirst has written 'From Quality shift left to 
continuous quality'. In the article Bouchra talks about 
"how QSL fits in the Agile and CI-CD delivery pipeline, 
and how is QSL different from Continuous Quality.”

Jeff Fudge, Director of IT Operations, Ashley 
Furniture Industries, has written 'What I Look for 
in a Job Candidate'. Jeff writes about the nuances of 
finding the right employees to add to your team. He 
writes, "I care less about what you did as a candidate, 
and more about how you did it and why you did it. Some 
people just make other people around them better. They 
raise everyone else’s game. Their drive and ambition 
become contagious, and the group becomes better as a 
result.", so so true...

Chandrasekar has written 'Virtual Extensible LAN 
(VXLAN)', he brings you great details on the technology 
that provides a "logical segmentation by department, 
team or application." He says, “VxLAN is a great 
technology which helps to overcome the limitations of 
VLAN in a scaled environment involving Virtual 
machines and Containers.”

Shalini writes, 'Both zero and 1, can it be?', "the 
power of superposition, which allows a quantum 
computer to simultaneously process every possible 
combination of 0 and 1.”

Hariharan has written on the '5 straight forward use 
cases for Security Automation'. He says, "At a time 
when security products are competing to take a pie of the 
security budget, CISOs are tasked to figure out how to do 
more with less. CISOs need to exercise their judgement 
on what to automate and what is not worth it."

It’s more and more about technology, and our lives 
tweaked to accommodate everything - gadgets and 
gizmos, we are all in some way slaves to it. We are waiting 
for 5G network to be launched in our area, and handsets 
that would support the mmWave. AT&T turned on their 
cellphone 5G network across 12 cities last year. Sprint's 
5G network is to go live in May, in Chicago, Atlanta, 
Dallas and Kansas City. For their New York launch "nearly 
30 square miles covering Midtown and lower Manhattan" 
would be covered. All this is particularly exciting, they say 
5G would work in tandem with other technologies like AI 
and AR. The technology would be the answer to 
processing data which demands huge bandwidth. The 
digital humanoids produced by companies like ‘Soul 
Machines’ founded by Mark Sagar of the ‘Avatar’ fame, 
would use 5G to control their humanoids. Talking about 
digital humans, Soul Machines is going to bring them into 
Asia soon. I am in awe of their ‘Lia’, her lifelike facial 
expressions, laughter wrinkles around her moving eyes 
and the little human imperfections. Soul Machines is 
looking to produce thousands of those digital humanoids 
in the next 3 years, and they would be customized with 
social behaviors to fit our various cultures! Humanoids for 
less than half a million dollars, charged through annual 
subscriptions and based on personalities, languages and 
number of conversations. What’s more, they say they can 
change the digital person’s age, ethnicity and gender 
through digital DNA based on real people. Very soon we 
would need psychiatry for humanoids, for digital minds 
who acquire near human quirks!

Bindu Vijayan



Customer Centricity 
in a Digital Age

In this day of mind-blowing amounts of data available to 
us, it can be easy for organizations to spend a majority of 
their time diving into volumes and volumes of data. They 
collect it. They analyze it. They distribute it. They make 
action plans around it. This is all very important for 
organizations to do, but it shouldn't be the only way of 
gaining the insights a company needs to succeed.

Oh, the irony
There’s an interesting irony taking place right now as it 
relates to gathering customer data. It seems that the truly 
progressive technology organizations are actually going 
old school. By that I mean, they are reverting to the non-
tech way of gathering insights by engaging with the 
customers and yes, having actual face-to-face 
conversations.

Last October, GAVS launched their Customer Advisory 
Board to initiate these crucial customer conversations. 
This strategic initiative is a program driven by GAVS’ 
CEO, Sumit Ganguli, along with members of the GAVS 
leadership team. The 16 members of the board, mostly but 
not exclusively CIOs, convene face-to-face multiple times 
per year to personally deliver GAVS with the input, 
direction, and feedback they need to address not only how 
GAVS can maintain a focus on continuous improvement, 
but also to provide board members a chance to learn best 
practices and better understand industry drivers from 
their peers.

“It is imperative that we have a chance to hear directly 
from the customers whose decisions are impacted by the 
work we do,” says Sumit. Without their continuous 
feedback and input, we would be doing nothing more 
than guessing which direction they are heading and how 
we can be there to support them. We need to validate 
with the customers that we are indeed meeting their 
needs now and into the future.”

Company leaders like Sumit are committed to engaging 
with their customers via their Customer Advisory Board 
to discuss such topics as product roadmap, business 
models, marketing and messaging and a host of other 
strategic subject areas for which insights from the 
customers are needed for continuous evolution. This 
feedback is then integrated into the overall organizational 
strategy.

“It’s important for me, as the leader of this organization, 
to have this opportunity for . I need to unfiltered listening
hear directly from the customers, without the chance, 
unintentional as it is, for the message to get filtered 
before it reaches me. Being able to hear not just what our 
customers say, but how they say it, and then further, 
being able to ask clarifying questions, gives me 
perspective that no other means of obtaining data can 
do,” says Sumit. “This is why we are so committed to this 
process for understanding what our customers need 
most from us.”

Betsy Westhafer

PROPHETABILITY
The Revealing Story of Why
Companies Succeed, Fail, or Bounce Back
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“The value of GAVS Customer Advisory Board is very 
significant in learning about how other companies are 
leveraging the solutions and technologies from GAVS, 
says Jim Song, Vice President Technology Infrastructure 
at Blue Cross Blue Shield of North Carolina. “I find 
GAVS's ability to take immediate measurable actions 
based on inputs from the board to be very refreshing and 
speaks to the agility of GAVS's business model.”

The US GAVS Customer Advisory Board is the starting 
point for this manner of hearing directly from the 
customers. Sumit recently announced plans for the 
formation of a Middle East Customer Advisory Board as 
well as an India CAB. This will ensure that GAVS, as a 
global company, has insights specific to the various 
regions they serve, and that the perspectives of customers 
around the world are being heard, considered, and acted 
upon.

“Customer Advisory Boards are mutually beneficial to 
participating customers and the host company,” says 
Dom DiMascia, Chief Information Officer at Gerber 
Technologies and GAVS Advisory Board member. There 
exists a symbiotic relationship between the customer and 
product/service provider. The CAB affords participating 
customers the opportunity to provide critical feedback 
and influence future offerings, and the vendor gains 
invaluable information re: it's products and services and 
market trends.”

Betsy Westhafer is the CEO of , a The Congruity Group
Customer Advisory Board consultancy based in the US. 
She is also the author of the #1 Best Seller, 
“ProphetAbility – The Revealing Story of Why 
Companies Succeed, Fail, or Bounce Back,” available on 
Amazon.

Kerrie Hoffman, former business unit CIO for Johnson 
Controls and Johnson & Johnson serves as an advisor to 
GAVS and actively participates in the GAVS advisory 
board. Kerrie is also a certified FocalPoint business coach. 
Her experience and perspective point to the importance of 
engaging directly with the customers during this era of 
digital transformation.

“As companies make the shift to modern digital business 
models and technology, it's important to leverage a 
forward-thinking network of peers and partners to 
accelerate their digital evolution,” Kerrie says. “Strong 
digital partners are hosting customer-centric Customer 
Advisory Boards that enable customers to significantly 
advance their digital journeys through peer interaction.  
The depth and value of the conversations at the GAVS 
Technologies CABs are a great example of customer 
centricity in the Digital age.”

Sharing the message
While it's vital for executive teams to engage directly with 
the decision makers of their key customers, sharing the 
customer feedback throughout the entire organization is 
where the real magic happens. 

In a recent meeting with more than 70 global leaders from 
GAVS, I had the opportunity to present the findings 
gathered from the board members at the January GAVS 
Customer Advisory Board meeting with those whose daily 
responsibilities are impacted by the feedback. In addition, 
the executive team shared a list of action items, including 
stakeholders and timing, that will be executed upon and 
the progress of which will be shared with members at the 
next advisory board meeting.

“It's not enough for me to hear the input. We need our 
team members to really understand what the customers 
are thinking, and to incorporate that information into 
the decisions they make as well as the way in which they 
engage with our customers,” says Sumit. “Customer-
centricity absolutely must be real and must be in the 
fabric of who we are as an organization.”

Additional Value for the Customers
I'm often asked why high-level executives would take 
multiple days out of their busy calendars to help an 
organization from which they purchase products and 
services. While there are many answers to this question, 
the number one reason we hear is that board members 
gain great value from building relationships with their 
peers who understand the same challenges and are 
working on many of the same types of initiatives.
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From Quality Shift 
Left to Continuous 

Quality

Quality Shift Left (QSL) may be a new terminology but by 
all means it's not a new concept. This is nothing but 
inserting quality controls and checks early on in a 
software development process. But what's new is really 
the tools and the software development frameworks like 
Agile and CI-CD that are making QSL happen, easier to 
implement and even critical to the overall success. In this 
article, I will attempt to go over how QSL fits in the Agile 
and CI-CD delivery pipeline, and how is QSL different 
from Continuous Quality.

In a traditional waterfall process, the idea of SQL is 
always to get-in early and quality review/check business 
requirements and technical designs, even writing test 
cases and scripts early on, but testing is always delayed 
both QA and UAT are left till the end, which still provides 
a late feedback, and then you are faced with making tough 
decision based on quality vs timeline.

Figure 1. Traditional waterfall QSL approach

Bouchra is a dynamic, result driven IT executive with a 
proven track record of leveraging technology to drive 
company growth, performance and profitability. Drives 
increased revenue contribution to the business via IT 
stabilization and performance through implementation of 
mature IT processes, development tools, and a simplified 
architecture. Influential partner who is proficient in 
building high performing Agile matrixed teams that cross 
lines of business and IT.

Bouchra was kind enough to agree to write for enGAge.

In an Agile and CI-CD environment, quality is embedded 
in the iterative process from backlog refinement to 
defining acceptance criteria, to testing small pieces of 
functionality and code early on (stories validation) and 
early business review and approvals. This is QSL on 
steroids. In fact QSL becomes also part of the iterative 
process and it's hard to stay anymore where it starts and 
where it stops, those the concept of Continuous Quality. 
Agile teams are building quality in as part of their process. 
Concepts like BDD/ATDD, TDD, Code Peer review/Pair 
programing, early code scanning, …etc are nothing but 
ways to make sure we produce a quality product in the 
first place not 6 months or a year later.

Figure 2. Elements of a Comprehensive Code 
Quality Strategy

Bouchra Gallucio
Vice President QMO - Healthfirst

Source: Gartner (September 2018)
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Tools
Look for a set of tools that align with a set of strategic 
planning assumption like:

Continuous Quality
In the world of Release Early, Release Often, with 
Higher Confidence, you need to shift left but you also 
need to be able to do it fast and repeat it in shorter cycles, 
this is where Continuous Quality comes in. It is about a 
quality though out the continuous delivery pipeline at the 
Dev but also at the Ops readiness and user experience 
after deployment. This is Quality 360 as I call it not just 
left. The "It works per requirement” is no longer enough, 
product’s quality is also now looking at:

Quality as Science - Better ways to measure 
Quality
Where do Bugs come from? Can you exactly pin point to 
the specific area(s) that are causing more defects? Real 
value of QA and test is generally misunderstood; we focus 
on cost of quality, rather than value of quality and the cost 
of poor quality. This why the old QA metrics and 
dashboards of defects leakage, pass rate, Sum of defects… 
is not helpful anymore, executives are asking for more 
insightful data analysis of Quality like:

Gartner predicts that “By 2020, Selenium WebDriver will 
become the standard for functional test execution engine, 
and this will marginalize vendors that can't provide 
strong, higher-level test functionality.”

Automation
Strong Drive for Automation Doesn't Remove a need for 
manual testing of course, but in a Continuous Quality and 
CI-CD world, repeatability and speed are important so 
without a strategic automation planning, CQ is impossible 
to achieve. But automation here is a lot more than your 
usual regression automation, it's looking at automation in 
everything testers do from designing test cases and scope 
all the way to validating deployments and everything in 
between. 

Based on my 20 years' experience promoting software 
quality through new ideas and approaches, I found that 
there are some main ingredients that will make your 
journey successful:

Changing perspectives
In order to achieve Continuous Quality, some of the 
traditional QA and delivery perspectives need to change 

Figure 3:. Continuous Quality

Experience:

Massive scale —highly automated. 
Exploratory testing —shifting roles

Often a shift from commercial to open source
Code-oriented solutions with integration to DevOps 
tool chain (i.e., CI)

Driven by questions:

Share information:

Cross Browser Testing, BrowserStack, Applitools, 
Ivity Labs
Desired response

Changing perspectives and cultures
Leveraging the right tools
Shift from traditional QA metrics to something like a 
Quality Science
Helping your team upgrade their skills and manage 
their anxiety 

Shift to focus on decentralized Program Teams vs 
more isolated Center Of Excellence
Don't wait for "perfection", take a test measured risk 
approach
Automation is your starting point, not end point.
Build teams based on Test engineers that understand 
code.

Continuous experience.
Ambient experience.

Code: Review, static analysis, unit tests
User experience —responsive design —visual

How frequently does it occur?
How many people/processes are affected?
How much time/revenue has been lost?

Customer observations. (QC feedback loop)
Test/Controls that are useful.
Anomalies you found and how.
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What I Look For in a 
Job Candidate

How do you find the right employees to add to your team? 
That is a question we often face, and even if you Google 
the subject a thousand times, you realize that there is no 
clear-cut answer or methodology. As someone who has 
been a hiring manager for longer than I care to admit, 
you'd think I would have honed my interviewing skills 
enough to where my interviewing process has become 
more science than art. But no. Not even close.

I went through a phase where I would develop a unique 
set of questions for each candidate. I'd start with a base 
set of questions for a particular position or skill set, and 
then customize based upon a candidate's background, 
experience, or career choices. I'd probe and prod and dig 
deep. I was looking for the perfect set of questions to help 
me ascertain if this was someone I would want to work 
with for the next 10 years.

But at some point in my career I realized that my custom 
and well-constructed questions weren't helping me gain 
any additional insight into the candidates sitting across 
from my desk or on the other end of the phone. I became 
aware that it wasn't necessarily the answer that I was 
focusing on, it was how the answer was being delivered.

I realized that some candidates sounded like they had 
been in three interviews earlier in the day, and they were 
simply reciting well-rehearsed answers. I found myself 
looking at my watch and being all too aware of how slowly 
time is passing. Other candidates spoke from the heart, 
and their passion and enthusiasm made the interview a 
pleasant experience. When I forgot I was the interviewer 
and instead found myself in an engaging and deep 
conversation about the industry or the candidate's prior 
experiences, I knew I had found someone with the 
qualities that I admired.  

“There are two kinds of people in the world: the ones that 
suck the life out of every day, and the ones that let every 
day suck the life out of them” - Bill Purdin

I care less about what you did as a candidate, and more 
about how you did it and why you did it. Some people 
just make other people around them better. They 
raise everyone else's game. Their drive and 
ambition become contagious, and the group 
becomes better as a result.

When I interview someone, I pay attention to whether 
that person is passionate. Are they passionate about their 
line of work? Passionate about helping those around 
them? Passionate about the success of their department 
and their company? Passionate about the customer? 
Passionate about making a difference?

I look for signs of happiness. Happiness is 
contagious. Unfortunately, so is unhappiness. 
True happiness is tough to fake and it makes 
everything better. Stress. Conflict. Challenges. 
Obstacles. Fear of the unknown.  

Jeff Fudge
Director of Retail IT Operations

Ashley Furniture Industries, Inc.

Jeff Fudge, Director of IT Operations, Ashley 
Furniture Industries, has held a variety of 

leadership positions assisting companies with cloud 
migration and digital transformation. Jeff is also the 

founder of several cloud user groups and often 
speaks publicly on the benefits of both Cloud and 

DevOps. He loves building high performing teams 
based upon mutual trust and respect.
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I want to hire someone that makes me desire to 
be better at what I do. One that makes me care 
about being a better boss. Becoming a better 
coworker. A better friend. A better person.

“They may forget what you said, but they will never forget 
how you made them feel” – Carl W. Buechner 

Whether you are the interviewer or the candidate, it's 
often not what you say, it's how you say it. Make sure you 
say it with feeling. With the best of intentions and with 
complete sincerity. Say it like you realize life is short and 
meant to be lived. Say it like you mean it.

Your voice will rise above the din of insincerity and 
mediocrity, and you will be heard. 

I look for an indication of sarcasm and wit. Does the 
candidate take themselves too seriously? Are they able to 
laugh at themselves? Like happiness, humor helps smooth 
out the rough spots of any job. Humor can break down the 
social walls we sometimes build up and can make us more 
relatable and approachable. Don't get me wrong - there 
are plenty of times when humor can be inappropriate. But 
I believe humor and happiness often go hand in hand. It's 
tough sometimes to have one without the other.

I seek signs of curiosity. Of how they can become a better 
employee. A better person. Of how to make processes 
more efficient or improve the company's products or 
services. How to write better code, design with an eye 
towards elegant simplicity, or improve the bottom line.  
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Virtual Extensible 
LAN (VXLAN)

Introduction: 
Network overlays is a method which creates additional 
layer of network abstraction providing new application or 
benefits. VxLAN is a Layer-2 overlay scheme. It runs over 
the existing network infrastructure and provides a means 
to extend a layer-2 network.

Let us see why we need VxLAN in the first place. In a 
typical networking environment, IP phones, hosts and 
servers are connected to the layer-2 devices like switch in 
a network. The switch in turn connects to other switches 
or to layer-3 devices like routers. Each host or server has a 
unique Media Access Control (MAC) address which is 
used in Layer-2 communication between the switch and 
the connected devices. The switches maintain a MAC 
address table which helps a host, or a server connected to 
the switch to communicate with the other devices 
connected to the switch. This is achieved through the 
functionality of switching in the switch. A switch is a 
layer-2 device having multiple ports, which receives data, 
processes it and forwards to the destination device based 
on the MAC address.

Diagram 1: Switching
VLANs provide a logical segmentation by department, 
team or application.  E.g. a VLAN for HR, another VLAN 
for finance, another VLAN for engineering.  Hosts, servers 
and other devices connected to the switch become 
members of the VLAN by assignment of the ports (to 
which the hosts/servers are connected) to a VLAN.  Traffic 
originating in one host or server connected to a VLAN is 
only forwarded to the devices connected in the VLAN 
because it's a single broadcast domain within the VLAN. 
And another VLAN has a different broadcast domain.  If 
you need traffic to be forwarded to another device which is 
connected to another VLAN, then either a layer-3 switch 
or a router needs to be used.

Chandrasekar Balasubramanian

Server 2

Server 1

Server 3

Switch
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We require larger MAC address table due to hundreds of 
thousands of VMs. We also require larger MAC address 
table due to hundreds of thousands of containers as well. 
VMs in a data center are grouped according to the VLANs 
to which they belong to. Likewise, containers are grouped 
according to the VLANs to which they belong to. One 
might need thousands of VLANs to take care to segment 
the traffic belonging to thousands of VMs into multiple 
VLANs. Similarly, we need thousands of VLANs to 
segment the traffic belonging to thousands of containers 
into multiple VLANs. But there is a VLAN limit of 4094. 
Clearly a better solution is needed more than what VLAN 
provides in this scaled environment. This is where VxLAN 
comes in. 

Challenges due to Multi-tenant environment in 
Cloud: 
As you know multi-tenancy is an architecture in which a 
single instance of software runs on a server and serves 
multiple customers. Cloud service providers provide on 
demand elastic provisioning of resources to multiple 
tenants by using the same physical infrastructure 
maintained by Cloud service provider. Isolation of traffic 
for a tenant can either be done via layer-2 or layer-3 
networks. In the case of Layer-2 network, we can have 
each tenant to have its own VLANs. Since many tenants 
are serviced by a cloud service provider, the number of 
VLANs required will be more than maximum number of 
VLANs supported which is 4094. One thing that 
aggravates the VLAN limitation is that each tenant will 
require multiple VLANs. This is again where VxLAN 
comes in.

Challenges due to Server virtualization and 
Containers:
Due to server virtualization, multiple Virtual Machines 
(VM) residing on the server are assigned unique Media 
Access Control (MAC) addresses by the Virtualized server. 
By default, the server has its own MAC address. Likewise, 
a Docker also assigns unique MAC addresses to multiple 
containers. As you know the MAC address is a unique 
Layer-2 address assigned to each Ethernet device. In this 
case all the VMs are treated as Ethernet devices in 
addition to the virtualized server. Likewise, all containers 
are treated as Ethernet devices in addition to the docker. 
To recollect, the switch is the Layer-2 networking device 
which connects the servers and hosts to the network. 
Switch maintains a MAC address table and a VLAN table. 
We use Virtual trunk protocol (VTP) and trunk links to 
extend VLAN on one switch to all other switches. Dot1Q 
encapsulation is needed for the ethernet frames to be 
identified with VLANs. I.e., VLAN information is stored in 
the header of the frame using Dot1Q encapsulation. The 
encapsulation will add 4 bytes of tag to the frame. Within 
this 16-bit VLAN Id is stored in the frame. This will help 
for the receiving switch to identify for which VLANs the 
frame belongs to.

 Diagram 2: Virtualized environment

Infrastructure

Hypervisor 1 Hypervisor n

Host Opera�ng Systems

Infrastructure

Docker 1 Docker n

Diagram 3: Containerized environment
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VxLAN Tunnel Endpoint (VTEP): 
VTEPs does all the work related to VxLAN in terms of 
encapsulation and de-encapsulation which makes the 
VxLAN overlay of Layer-2 over Layer-3 work. 

VTEP is the endpoint of the tunnel which is located within 
the hypervisor on the VM server which hosts the VM. 
Likewise in containerized environment the VTEP 
endpoint is located within the docker machine. 

Limitations of Spanning Tree Protocol (STP): 
Layer-2 switches use spanning tree protocols to avoid 
loops due to duplicate paths. STP blocks the ports so that 
loops are avoided. Some of the ports end up being unused 
though the cost for the ports is paid. Also, there is no way 
to build resiliency using STP. Multipathing is not there in 
STP. An important requirement for a virtualized 
environment using a layer-2 network is to scale the layer2 
network across the data center or between data centers. 
Using STP in such cases will lead to large number of 
disabled links due to loop detection. Newer mechanisms 
like Transparent interconnection of lot of links (TRILL) 
used in VxLAN helps in alleviating this problem.

Top of the Rack (TOR) switch limitation: The top of 
the rack switches which connect to the servers need to 
also learn and maintain an address table about the MAC 
addresses of Virtual machines within the servers and 
containers within the servers. In some large environments 
where are there are several thousands of VMs and 
containers, it can lead to overflow of the MAC address 
table maintained by the Top of the rack switches leading 
to issues like stoppage of learning and flooding of 
unknown destination frames.

Virtual eXtensible Local Area Network (VxLAN):
It's a layer-2 overlay scheme on a layer-3 network. Each 
overlay is a VxLAN segment. Only VM or a network device 
or a container connected to the same VxLAN segment can 
communicate with each other. Each VxLAN segment is 
identified with a 24-bit segment ID. Here, in the following 
diagram we can see that the Layer-2 Ethernet frame is 
sent as part of a Layer-3 packet. Outer MAC address is the 
MAC address of the packet carrying the Overlayed Layer-2 
packet. Outer IP header and Outer UDP header are the IP 
and UDP header of the packet carrying the OVerlayed 
Layer-2 packet. VxLAN Header is the header which 
facilities to identify and segment based on VxLAN 
information. Then we have the overlayed Ethernet frame 
followed by checksum. 

Diagram 4: VxLAN Overlay of Ethernet fram 
within a Layer-3 UDP Packet. 

VxLAN Header:
Each VxLAN segment is identified by a 24-bit segment ID. 
This is called VxLAN Network Identifier (VNI). This 
allows up to 16 Milliion VxLAN segments to co-exist 
within the same administrative domain. VxLAN hence 
overcoems the limitation of 4094 VLANs.

Diagram 5: VxLAN

VxLAN Deployment: 
VxLAN is deployed in either data centers or cloud 
environments where containers and/or virtual machines 
are used. 

VxLAN Security: Layer-2 Over Layer-3 overlay 
mechanism used in VxLAN increases the attack surface. 
The Layer-3 attack on the tunnelled traffic can be secured 
by using IPSec which authenticates and also encrypts 
VxLAN Traffic. Layer-2 attacks can be mitigated using 
802.1x authentication. 

VxLAN Monitoring: 
VxLAN monitoring and visibility is an open area where 
there are not much of tools and existing tools also needs 
to mature.  We at GAVS Technologies, believe that VxLAN 
is an important Technology that will be used more in 
future and we need to support it fully with a Monitoring 
tool. We also  can support Managd services of Network 
infrastructures involving VxLAN environments

Conclusion:. VxLAN is a great technology which helps 
to overcome the limitations of VLAN in a scaled 
environment involving Virtual machines and Containers.
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Both Zero and One, 
can it be?

Yes, that’s the power of superposition, which allows a 
quantum computer to simultaneously process every 
possible combination of 0 and 1. This leads to a 
misconception that quantum computers can achieve 
exponential speedups by simply processing every possible 
input in parallel, via superposition but the catch is that 
superposition alone is useless, because the measurement 
of a superposition is inherently random.  At its core, the 
real innovation of quantum algorithms is the use of wave 
interference to de-randomize the superposition. For most 
cases, the overhead of the quantum computing model is 
costly enough that the quantum speedup is small or non-
existent but for some important cases, quantum does 
indeed achieve an exponential speedup over classical 
(non-quantum) algorithms.

Classical computers use bits to represent and store 
information while quantum computers are different 
however. They use quantum bits also known as qubits.  
These ‘qubits’ can be a one, a zero or a superposition of 
them both at the same time which can create nontrivial 
correlated states of several qubits, so-called 'entangled 
states'.  One good way to think of this is to imagine a 
sphere where each pole is a different state. So, a classical 
‘bit’ can be in one of two states, at either of the two poles 
of the sphere.  The difference with a quantum bit is that it 
can be at any point on the sphere, significantly increasing 
the number of states. This means that a quantum 
computer that uses qubits can store a ridiculous amount 
of information using less energy compared to a classical 
computer.  Since quantum bits can have multiple states, 
quantum computers will be millions of times faster than 
even the most powerful super computers that are in 
existence today.

Fortunately, now, quantum computers are publicly cloud 
accessible.  Just five years ago, quantum computers were 
restricted to privately run laboratories but the landscape 
has changed dramatically since 2016, when IBM launched 
their ' ', a free and publicly accessible Quantum Experience
quantum computer. Since then, other companies have 
also announced similar cloud services, and several more 
are expected in the next couple of years.

Shalini Milcah
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Broadly, two relevant timescales can be observed in the 
history of Quantum computing here: Quantum computers 
in the 5-year horizon will be limited by error rates of 
about 0.1%, which means they will only support ~1000 
instructions before failing. By contrast, the original 
algorithms (e.g. factorization, search) that motivated QC 
require hundreds of thousands of operations. 
Consequently, the dominant view till recently was that 
quantum computers would only achieve practical value in 
the 10+ year horizon, while we already have computers 
big enough to support error correction algorithms. 
However, the recent discovery of hybrid classical + 
quantum algorithms has motivated a new timescale of 
relevance: the NISQ (Noisy Intermediate Scale Quantum) 
era which aims to achieve practical quantum speedups on 
computers that are being built now and in the next 5–10 
years. However, these NISQ hybrid algorithms are not 
rigorously proven to outperform classical algorithms. 
Nonetheless, there are strong empirical indications that 
NISQ algorithms will win. This is exciting because it 
means that quantum computing is very much at a point 
where reality and relevance meet.

Quantum computing is just the next step. There are still a 
lot of problems that we cannot solve very easily, like 
solving a linear system of equations, optimizing 
parameters for support vector machines, finding the 
shortest path through some arbitrary graph, or searching 
through an unstructured list. They are rather abstract 
problems right now but knowing the complexity involved 
in these algorithms or programming, we can see how 
useful this could turn out to be.

It's not immediately clear where it will be most effective, 
but given the recent trends of technology, its applications 
might include such things as the big data revolution, 
where we try to use machine learning algorithms to 
process enormous amounts of data and another 
application might be cryptography. Quantum computers 
operate on completely different principles to existing 
computers, which makes them well suited to solving 
particular mathematical problems, like finding very large 
prime numbers. Since prime numbers are so important in 
cryptography, it's likely that quantum computers would 
quickly be able to crack many of the systems that keep our 
online information secure. Due to these risks, researchers 
are already trying to develop technology that is resistant 
to quantum hacking, and on the flipside of it, quantum-
based cryptographic systems would possibly be much 
more secure than their conventional analogues.

The potentially new and valuable technologies debated in 
Quantum Computing till date include: quantum 
simulation, quantum sensors, quantum imaging, 
quantum clocks, and quantum software and algorithms.

In quantum simulation, purpose-built quantum 
computers would perform quantum-mechanics-level 
modelling of materials, which would be impractical on 
today's classical computers. The simulations would 
elucidate the fine structures of superconductors and map 
out complex chemical reactions to predict whether a 
newly engineered material would be stable.

Quantum sensors and quantum imaging will be especially 
useful in medicine. For example, they'll allow new ways to 
sense the heart's magnetic field, which could more 
accurately diagnose and distinguish heart diseases. Being 
able to obtain images of things that we've never been able 
to see before.

Quantum clocks, which track the vibrations of a single 
atom to provide almost unimaginable accuracy, will serve 
a wide range of purposes including accurate 
measurements of the local gravity potential and precision 
timing of financial transactions. It is reported that the 
best of these quantum clocks could be made so accurate 
that they'd gain or lose no more than 1 second every 30 
billion years.

New quantum algorithms could allow quantum 
computers to process data at a much higher speed, 
allowing for database searches, machine learning, and 
image recognition with unprecedented speed. Making use 
of such algorithms might be made easier for a broader 
range of coders because of quantum compilers that 
Microsoft and others are working on.

At this point, the value proposition of quantum computers 
has not been realized. Only a very few companies 
(Amazon, Google, Microsoft, IBM) are spending millions 
on their development. If achieved, a narrow but important 
class of problems will finally be solvable. Some others, 
predict quantum computers may not work in practice 
because of limitations imposed by thermodynamics. 
Theoretically, they are well understood and extremely 
exciting.
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5 Straight Forward 
Use cases for 

Security Automation

At a time when security products are competing to take a 
pie of the security budget, CISOs are tasked to figure out 
how to do more with less. CISOs need to exercise their 
judgement on what to automate and what is not worth it.

Security product vendors who specializes on automation 
on the other hand produce material to support the fact 
that they could automate most of the first level incident 
responses and threat data collection through automation 
and only advanced forensics and activities requiring 
physical access to assets need human analysts. While the 
argument that automation reduces MTTR (Mean time to 
Respond) is true, the exorbitant cost of automation kills 
significant interest in the consumer community.
This article aims to achieve the best balance yet not burn 
the wallet. 

Use case 1: Phishing email analysis
Let's face it. Users click on the fancy button in their email 
client, and down comes a pour of suspected emails that 
the security team must now figure out whether it's 
legitimate or another attempt to invade.

Use case 2: SIEM event context augmentation
SIEMs do a great job of correlating a rule and showing us 
that something went bad. The buck does not stop there. If 
it's complaining about a host, we need intel on the host – 
process list, network connection (netstat), browser cache, 
user logged in, if there is a process that's suspicious and 
without threat intelligence, we would can query our EDR 
to sweep other hosts for the process or submit it to a 
sandbox solution to see how it behaves. Mere 
augmentation of all this additional information and 
context around the SIEMs correlation will go a long way 
in saving the security analysts time or if every IOC turns 
out benign, the automation itself can mark the alert as 
false positive.

Use case 3: Removing malicious files locked by 
malware
Malware can be tricky at times not allowing antivirus 
software to remove infected files. This is another reason 
why AV companies came up with the concept of 
quarantine, so that they could move it to an isolated folder 
and not allow the user to execute the file.

Hariharan Madhavan
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Still these items would show up as active alerts in the 
dashboard. To remediate them the files, must be manually 
deleted with elevated privileges after moving file locks. 
Having automation attempt to log into these machines 
and delete them will save lot of time for security analysts

Use case 4: Ransomware protection for a file 
server
The best countermeasure against ransomware is being 
able to disable the user account using which ransomware 
encrypts a file share. The quicker this happens, the lesser 
the files in the shares are going to be affected. Nothing can 
be quicker than automation in this case.

Use case 5: IAM (Identity and Access 
Management) password resets
Many organizations have brought in automated password 
resets for users. If you are still asking your IAM team to 
perform password resets, it's time to look at an automated 
solution where users can request password reset through 
their phone number and/or other means to validate their 
identity.
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It always seems impossible until it's done.“ ”
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