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Technology, like art, is a soaring
exercise of the human imagination

- Daniel Bell



The customer experience is the
next competitive battleground.

“

”
- Jerry Gregoire
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Editor's Notes 

Bindu Vijayan

The CIO Panel discussion was “AI, Automation, 
Predictive – Hype or Reality? Can it enable digital 
transformation?”. The panelists consisted of Uday 
Madasu, CIO - The Jewish Board, Joe Schweitzer, 
VP Infrastructure & Operations - Healthfirst, 
Bhavya Desai, Sr. VP, IT Global Retail - E-
Commerce & Infrastructure - Ashley Furniture, 
Dr. Shafiq Rab, Sr. VP & CIO - Rush University 
Medical Center, James Song, VP, Technology 
Infrastructure - Blue Cross Blue Shield of North 
Carolina, and moderated by our CEO, Sumit Ganguli.

We at GAVS are very humbled by the fact that Black 
Book Research has recognized GAVS as the #1 
Healthcare Information Technology Advisors and 
Consultants in the Cloud & infrastructure 
Migrations transformation space in their report 
'Black Book Market Research 2018 Client Satisfaction 
Survey'. We are pleased to report that GAVS scores #1 
across key indicators in the cloud and infrastructure 
migrations transformation space amongst 14 criteria – 
Level of Advisor, Subject Matter Management Consultant 
Experience, Client outcomes and improvements, 
Capability enhancements, Relationship Support and 
Client Care, Trust, Reliability, Transparency & 
Confidentiality for client, to name a few.

We had Charlie Sinnett, Vice President - Software 
Engineering ITS CM Data Development, Chris 
Ickert, Vice President- Infrastructure Services 
Tech Svcs Labor & Saji Rajasekharan, Vice 
President - Software Engineering Quality 
Regulatory Development, from Premier Inc. 
visiting us this month, and we were lucky to have Charlie 
and Saji contribute to the magazine. Their views on 
customer experience, employee engagement, and 
leadership is very insightful.

Shalini has written about network security, and her 
article 'Does more elastic mean unshielded? She 
writes about the network perimeter expanding due to 
4G/5G and LTE networks, wireless access points, and so 
on, which calls for increasing the need for security 
solutions.

Rajalakshmi has written 'Digital Company - Yes; 
Digitally aware executives?', she takes us through the 
need of the digital transformation hour; how good 
businesses are equipped to handle the situation - 'How 
good are they to visualize the digital strategy and to 
communicate the same needs?'

Jayashree has written 'A good IT provider for a 
great going – 5 signs to look for'. She writes of points 
to ponder when deciding on the IT provider for you. Be it 
efficient processes to flat hierarchies, people, processes 
amongst the important things she speaks about, a 
valuable partnership is vital for businesses in their 
journey to success.

Happy Reading.

GAVS launched it’s Customer Advisory Board (CAB) on 
4th October, the meeting happened at Chicago, a day 
before our annual client event enGAge. We were honored 
to have strong industry leaders from across the globe as 
part of our Customer Advisory Board. GAVS has engaged 
with Ms. Betsy Westhafer, The Congruity Group, to run 
CAB. Betsy and her associates Mitch Tomlin & Marge 
Murphy had a very busy day with the Leaders wanting to 
know more about GAVS' full suite of services. The 
sessions included discussions on technology trends and its 
relevance to their business.  The team at GAVS is 
currently working on the action items from the meeting. 

The CAB meeting was following by our annual client event 
enGAge. This year's enGAge was a splendid success, it is 
interesting to see how every enGAge beats the previous 
one with regards to client and prospect representation, 
with the global leaders coming forward to want to know 
more about GAVS and how we can partner with them 
right. The keynote at enGAge was delivered by Duncan 
Wardle, ex-VP – Innovation & Creativity, The 
Walt Disney Company, and Founder, Id8 & 
Innov8, who spoke on 'Creativity driving 
Innovation'. Duncan's session was followed by a speech 
by Stefan Haves, Comedic Director - Cirque de 
Soleil, on how the Cirque created a blue ocean market 
space, moving away from conventional circus. 



At GAVS, we aspire to be a key partner to our customers 
and build GAVS into a company that is purposeful and 
performs to meet with our client leaders' business goals. 
GAVS has strengthened its Advisory Leadership with the 
induction of Ms. Kerrie Hoffman who was CIO of a 
Business Unit at Johnson Controls, and William Aimetti, 
ex-COO and President of DTCC and Mr. Joe Makoid, ex-
CEO of Hive-IO and other technology firms. 

We are committed to be a company that is focused on 
digital transformation through AI, Predictive Analytics, 
DevSecOps to create solutions that will help engender our 
clients' business objectives which includes improved time 
to market, reduce resource utilization, and build a 

TMpredictable Zero Incident Enterprise  and optimize their 
IT budget.

As part of GAVS' focus to evolve as a “trusted advisor” to 
our clients, GAVS has engaged with Ms. Betsy 
Westhafer, The Congruity Group 
(http://www.thecongruitygroup.com/) to run GAVS 
Customer Advisory Board. We are very committed to this 
initiative. This CXO level conclave is designed to validate 
our company strategy, while offering the Board members 
opportunities to share expertise and knowledge, network 
with peers, gain insights from other industry experts, and 
preview our IP led solutions. 

GAVS' first Customer Advisory Board was held on 
Thursday, October 4, 2018, in Chicago, IL, and had strong 
participation from the Industry. The CAB Leadership's 
expertise and experience will help mentor GAVS to 
become purposeful and performance-oriented company.

We believe that the Customer Advisory Board will give us 
the window to truly understand customers and help us 
improve our services and products. As customers come 
together to provide feedback and give us insights into 
what features they would like added, the valuable inputs 
we gather from them, mostly real users, are taken up to 
improve GAVS' positioning as a trusted partner. Needless 
to say, this also offers GAVS the market validation for 
enhancements, our strengths and weaknesses, important 
insights into peer offerings, and the tremendous wealth of 
having industry expertise in a single face to face forum.

As part of the die-hard optimistic Marketing team at 
GAVS, we believe this platform will serve as a wonderful 
source for testimonials and case studies which will help us 
improve not just our services, as well as give us pointers 
on branding and our go-to market strategies.

The feedback from the Leaders is being taken up by GAVS 
very seriously, and The Congruity Group is busy 
interfacing to ensure that the action items are being 
followed through. The next CAB session is scheduled for 
the last week of January 2019.

GAVS Launches its 
Customer Advisory 

Board
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GAVS' annual client event enGAge was held at The Westin 
Michigan Avenue, Chicago, IL, from 4 – 6 Oct. We had 
excellent participation from industry leaders across the 
US and India.

The two hour keynote was themed on Creativity driving 
Innovation, delivered by Duncan Wardle, ex-VP – 
Innovation & Creativity, The Walt Disney 
Company, and Founder, Id8 & Innov8. Duncan's 
session offered great insights on how to promote creativity 
and engage employees the best way to get them contribute 
their best. He addressed very important factors that 
hinder progress and creativity in our lives - how to work 
around fear of failure, the importance of balancing 
purpose vs profit for optimum results, about spending 
enough time with our consumers (which we usually miss 
in the pull and push of delivering), encouraging the right 
culture, breaking rules to innovate, various learning 
styles, the art of provocative questioning, the importance 
of knowing exactly what you want to create; the market 
focus, pricing, packaging and the entire nitty-gritty of 
business. 

Duncan disclosed that all through his public speaking, he 
found it fascinating to note that most people said their 
best ideas came to them 'not while at work'!! He urged 
- 'innovation happens when you look outside the industry; 
break some habits and chart one's 'river of value' to get 
more focused and more successful.

Stefan Haves, Comedic Director - Cirque de 
Soleil, in his session spoke about how Cirque de Soleil 
took the world by storm and created a blue ocean of 
market space by moving away from conventions which 
was thus far showing declining revenues, dwindling 
profits and was cruel to animals. Stefan again touched on 
the pervasive fear of failure amongst us as individuals 
which reflects in business decisions and strategies. He 
stressed on the importance of communication, getting rid 
of our fears and how technology sometimes plays a part in 
dissuading interpersonal relationships in person; the 
current generations are so used to interacting through 
social media that when there is an opportunity to come 
face to face, research actually shows that there is a 
reluctance to meet in person! Stefan concluded by saying 
that creativity, empowerment of workforce, humanity in 
the environment would help drive innovation better.

The CIO Panel discussion was on “AI, Automation, 
Predictive – Hype or Reality? Can it enable digital 
transformation?”. The panelists consisted of Uday 
Madasu, CIO - The Jewish Board, Joe Schweitzer, 
VP Infrastructure & Operations - Healthfirst, 
Bhavya Desai, Sr. VP, IT Global Retail - E-
Commerce & Infrastructure - Ashley Furniture, 
Dr. Shafiq Rab, Sr. VP & CIO - Rush University 
Medical Center, James Song, VP, Technology 
Infrastructure - Blue Cross Blue Shield of North 
Carolina, and moderated by Sumit Ganguli. 

enGAge 2018
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Where do you build in the ethics? AI is doing a lot in the 
healthcare payer industry where they are automating the 
human processing, where they are trying to take the 
human element out based out on certain criteria for a 
claim can get paid, but the ethical question which comes 
back is if people who are building the model do not try to 
interpret the information correctly and builds it to benefit 
one class or one race or any other division, we would be 
incorporating serious biases into systems. Today, with 
politics, if we google something about the US President, 
we are going to get very different results depending on 
who has built the program. So the ethical question always 
remains as to how you are going to use that set of 
algorithms.

Some of us are cautiously optimistic - AI has come a long 
way, we can see how it has helped Amazon collect data 
about one's likes and tastes, but there is something to say 
about human's intuition. There sure is something about 
gut, there is something a doc has to feel when they have to 
make a recommendation to a client. So, it becomes a little 
worrisome if a doc or a nurse has to allow a machine to do 
all the decision making. The doubt still remains if the 
machine will always be able to get the right outcome. 

The discussions finally came down to the ethics of AI. The 
example of AI in Autonomous cars makes a most 
interesting example - when an autonomous car is driving 
and if you were to crash, if faced with the decision to kill 
yourself vs to kill people on the side-walk, the car would 
kill you. The algorithm decides that if the loss of death 
inside the car is less than the loss of death outside, it 
chooses death for lesser number of people!

AI, Automation and Predictive have arrived and is here to 
stay, our lives and businesses need to be powered by them 
if we are to stay in the business. Sumit spoke about 
frictionless work and the brilliant examples from GE, 
Uber, Sankara Nethralaya, a not for profit largest eye 
hospital in India that does 400,000 eye surgeries a month 
and the work google is collaborating with them for 
Retinotherapy. 

The event was a wonderful interactive time where 
discussions went beyond businesses and strategies with 
participants relaxing at the welcome dinner and cruise to 
let their hair down – Dom and Rakesh took on the dance 
floor, Uday played the drums, Bouchra, Silvia, Kerrie 
danced and the other ladies followed, keeping the floor 
alive till the end.

The discussions referred to several examples of AI – 
When Watson was asked to name largest airport in the US 
named for a World War II hero, and the city named for a 
world war II battle, Watson answered Toronto! Why 
Watson said that instead of Chicago and O’Hare Airport? 
It seems Toronto has stronger evidence than Chicago as 
Toronto has been more frequently associated with the 
string match - string match is a collection of evidence 
based on more traditional types of search that do not 
consider what the question actually means but all it does 
is try to match the words in the question to words in a 
document. There are articles about Toronto that mention 
"largest airport", and 'second largest', and 'battle’.

AI is still being understood, its significance is not yet fully 
known. It has to be trained and before it gets trained 
thoroughly / deeply we need the right data. They need a 
lot of data - a simple example - for a kid to understand 
and remember a hot dog, he needs to only see one, but for 
a computer to recognize it, it needs an immense amount 
of data. We are embarking on that level of sophistication 
because 5G would soon be available, and that means 20 
gigabits per second, and so when that sort of computation 
power becomes available, AI is going to benefit a lot. One 
can start their day with AI functions with Siri being 
around, we can ask about the weather, etc. AI experiences 
is definitely advancing, but the ethical conversations 
around the technology is still a matter for serious debate.

Technology has helped improve Healthcare exponentially, 
predictive capabilities has helped patients take better 
charge of their health and averted emergencies which 
were once accepted as inevitable. We need to train it – “if 
humans are programming computers, we are not fully 
aware of the impact or repercussions''. AI has been 
around for a long time, AI is going to continue to become 
more and more dominant. Even as recent as 10 years ago 
a lot of medical records were not available electronically, 
now we are able to use that data more efficiently and 
effectively which was never harnessed before. The 
Insurance industry has been using AI for a long time - 
companies have always used algorithms to determine 
which claim is false vs the real claim. The ethical 
discussion around it is a double-edged sword - the 
consequences will apply to everyone. AI is going to evolve 
in big ways even with the economic system.

Even people who were non-believers of AI are getting 
swayed with the way AI is growing in our day to day lives. 
If businesses are going to grow with AI, we need high 
computational power, and with high computational power 
we would be to access all the inference of the data in real 
time. Its going to be extremely beneficial for economic 
progress.
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We had Charlie Sinnett, Vice President - Software 
Engineering ITS CM Data Development, Chris 
Ickert, Vice President- Infrastructure Services 
Tech Svcs Labor & Saji Rajasekharan, Vice 
President - Software Engineering Quality 
Regulatory Development, from Premier Inc. 
visiting us this month, and we were lucky to have them 
contribute to the magazine. We wanted their views on 
customer experience and related topics, as no matter what 
the business is, we are all focused on enhancing customer 
experiences, employee experiences, and to run our 
businesses successfully without losing sight of the values 
we embrace.

Saji Rajasekharan
Father to 2 kids, Executive, and figuring out how to make 
more time to do things he wants to do; in that order.

For people that care about professional qualifications, 
Saji has 20 years of experience leading successful teams 
in various industry domains and holds a Masters in 
Business Administration from UNC Kenan-Flagler 
Business School.

Charles Sinnett
Charles Sinnett is the Vice President of Software 
Engineering for Supply Chain and GPO solutions at 
Premier, Inc., an industry leader in improving the 
performance of healthcare providers and the health of 
communities. He is responsible for the development and 
evolution of technology powering Premier's group 
purchasing organization, as well as that of their SaaS 
solutions for hospital Supply Chain management and 
Workforce decision support and analytics. He is 
responsible for leading a diverse set of teams and across 
a broad-range of technologies in a geographically 
distributed manner. With more than 18 years of 
experience in IT, Mr Sinnett has had a focus on 
healthcare IT specifically for the past 14 years.

A native and resident of Charlotte, North Carolina, Mr. 
Sinnett received a B.A. from the University of North 
Carolina at Chapel Hill.

We bring you some very interesting perspectives on 
various topics. When discussions go smoothly, we know 
everyone is on the same wavelength; no space for 
fragmentary uncomfortable pauses, it is about sharing 
experiences, a great stepping stone to social learning;

Your thoughts on customer experience: 
Charlie - We exist because of our customers and without 
them we, as a business, would not exist. I think that's an 
important point to keep in mind. That is not to say that we 
need to always say yes or acquiesce to our customers. 
Rather, our job is to ensure we treat them always with the 
upmost respect and mindset that our job is to advise, 
consult, and position them for success through our 
services and our guidance. Sometimes, "no" is the 
necessary answer if we are keeping the customer's best 
interests and goals in mind. In so doing, hopefully we can 
ensure the customer's experience is a positive and 
successful one.

In Conversation…

Bindu Vijayan

Saji Rajasekharan
VP, Software Engineering
Quality Regulatory
Development,
Premier Inc.

VP, Software Engineering
Supply Chain and GPO solutions,
Premier Inc.

Charlie Sinnett
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Saji - By focusing on “doing the right thing”, based on 
data/facts. Following a set process eliminates drama and 
focusing on facts helps create clarity.

When do you feel the most motivated? 
Charlie: I am motivated by a challenge, the authority to 
affect change to tackle that challenge, and by seeing 
engaged and motivated team members make 
demonstrable progress towards overcoming that 
challenge. Give me a motivated team and the resources we 
need and as a team, we can do anything. 

Saji: When I'm empowered, whether it is to solve a 
problem, effect a change, or just make things happen.

In your experience, how does an organization 
encourage your use of your discretionary energy 
and effort - that willingness each employee has to 
go the extra mile, push harder, spend more time, 
and do whatever is necessary to get the job done? 
Charlie: I believe that with your team members, you get 
back what you give. I try my best to support them in 
various ways, during both the ultra-busy moments, and 
the lulls in work. Being there for them helps to secure 
buy-in, and that makes us all more willing to put in extra 
effort when the time comes to do so.

How important is diversity to you, and what value 
does it bring you? 
Charlie: Diversity in all things makes us richer if we are 
open-minded enough to accept it. Diversity brings 
perspective if you allow it to do so. Conversely, the lack of 
diversity leads to mediocrity and failure because 
perspective will inevitably be lost. 

Saji: It is important to have diversity in thought processes, 
approaches. Diversity allows for multiple perspectives 
thus allowing us to hopefully arrive at the best solution to 
any problem.

What do you usually do to make sure everyone 
feels included? 
Saji: Involve them; in defining the problems, in 
solutioning and also in the decision making process. 
When everyone's voice is heard, it allows us to get to the 
right answer (hopefully) and with the buy-in allows a 
smoother execution of your decision.

What rules do you think should you be breaking? 
Charlie: I break rules daily, multiple times a day where 
possible. As a matter of fact, I'm breaking one right now. 
There are rules and there are laws. Don't break laws. Do 
break rules. Break rules for the sake of challenging a 
status quo, don't just break them to be a contrarian or 
because you're lazy. Be principled in your rule breaking 
for the sake of progress.

Saji: Any and all rules that prevents us from doing the 
right thing.

Saji - It needs to delight the customer. We should operate 
not under the premise of only meeting what is listed in 
contract, but instead, focus on delighting the customer. 
You can only do this if you understand what the 
customer's “real” need is; what is it that the customer is 
trying to solve. Focus shouldn't be on just the 
“transaction”, but everything around the work you do for 
the customer.

When you're considering partnering with another 
person or business, what factors are deal-
breakers for you? 
Charlie - I value relationships first and foremost when 
conducting business. I seek partners who are principled in 
their views and in their approach to the work they do. I 
gravitate towards those partners where our principles and 
outlooks are aligned. Trust, honesty, transparency, 
respect for individuals and diversity, and commitment to 
shared successes are things I look for whenever I meet or 
work with someone. For me, deal-breakers are anything 
contrary to those principles. 

Saji - In any type of partnership, the biggest deal-breaker 
is the erosion of trust. Without trust, there is no 
partnership. Responsiveness and accountability are also 
things that are valuable in a partnership.

To you, what does 'a customer should be in 
control' actually mean? 
Charlie: I think my response comes from an Agile 
software development mindset. All work should be visible 
to the customer or stakeholder. In doing so, we allow 
them to engage in the dialog of what is ultimately 
important to the customer as a priority. If work is being 
done that isn't aligned towards the customer's highest 
priorities, we pivot and shift to do so. In that regard, I 
think customers are appropriately in control. I think our 
job is to augment that visibility with our counsel and 
wisdom to guide the customer so that the decisions they 
might make are informed decisions.

Saji - A customer feels good when they think that they are 
getting what they really need, when they need it and at a 
price that makes them feel good. Being in control for me, 
does not equate to me having to do anything to get 
attention; instead I prefer to have a vendor who is 
responsive, takes quick/fair/decisive actions, is 
accountable and shares the responsibility of outcomes 
with me.

In your experience how are decisions made when 
there's disagreement and stakes are high? 
Charlie: I believe that part of the job of a leader is to take 
accountability for making the hard decision. When there 
is disagreement and stakes are high, options need to be 
put on the table and each discussed on their own merit. If 
the decision is split and there is no clear path forward, it is 
the job of the leader to acknowledge those options and 
make a selection from them that they (the leader) take 
accountability and responsibility for. They own that 
decision from that point forward.
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What do you believe are the characteristics and 
actions that you used to get to where you are 
today? 
Charlie: I tried to be the opposite of some really terrible 
bosses that I worked under. I saw how those bosses 
treated me and others, and how they operated their 
organization, and I did everything I could to do the 
opposite of that. I looked to other leaders who I respected 
and emulated what they did which I thought was right and 
saw people respond positively too. Work hard, be honest, 
fight the good fight, support those around you, and try to 
"walk the walk and talk the talk" with your words and 
actions; no one will follow you if you yourself don't do 
what you expect of them.

Saji: Hard work almost always pays off. Taking risks is 
important, but clarity in your goals of where you want to 
be is more important. If you don't know where you want 
to go, you will not get anywhere.

Looking back on your journey and knowing what 
you know now, what is one piece of advice you 
would have given yourself along the way? 
Charlie: Stay calm and don't react. I tend to wear my heart 
on my sleeve and have had to learn through the years to 
check myself before responding to some things. 

Saji: Believe in yourselves and take more chances.

12

How do you ensure your organization and its 
activities are aligned with your “core values”? 
Saji: Hiring the right individuals who fit the companies 
values and share the passion to meet our vision; being 
open and transparent in all our interactions and creating 
a culture of high performance and agility.

What are you most proud of? 
Charlie: The work my teams and I have done together. I 
probably don't show it enough, but I value my teams so 
much and am immensely proud of what they have 
accomplished. 

Saji: My kids.

Is there one thing that you wish you'd done 
differently? Why? 
Charlie: No regrets or changes - its all been part of the 
learning process that's gotten me to this point. If I could 
do one thing in my education or career over, I'd have been 
more diligent and committed to fluently learning another 
language. I hate only knowing one language fluently.

What would you like to do that you can't do now? 
Saji: With regards to working with a vendor - Quick and 
economical access to exceptional talent to do multiple 
POCs or research projects to solve business or IT 
problems (Fast track innovation).

What is the one thing none of your vendors do 
that you wish they would? 
Saji: Doing things right the first time, and with high 
quality.



The network perimeter is expanding like an elastic to 
include high-speed (4G/5G and LTE) networks, wireless 
access points, branch/home offices, roaming users, cloud 
services, and third parties accessing the data and 
applications to perform services. These changes to the 
size, scope and surface of the network can lead to 
misconfiguration or change control errors that could lead 
to security breaches; thus increasing the need for security 
solutions that are to be consistently deployed at each 
device or point of infrastructure, and a central 
management to keep on top of the dynamics of this elastic 
infrastructure and the various layers of security at each 
endpoint.

Not simply to be another medium of communication but 
as a catalyst for minimizing the boundary between the 
digital world and the physical world, the 5G era is on its 
way to serve vertical industries like Vehicle Network, 
Internet of Things (IoT), AR/VR, and many more that 
demand fast yet all-pervasive network. When it comes to 
serving vertical industries, security requirements may 
vary from one service to another. As the IoT continues to 
gain momentum, more people will be able to remotely 
operate networked devices and this will surely call for the 
deployment of a stricter user-authentication method to 
prevent unauthorized access to IoT devices. For example, 
biometric identification systems can be installed in smart 
homes. 

Security is a necessary enabler for the continuity of 
business. As network users, we've already realized the 
importance of security and privacy, are we're aware of the 
security levels provided based on the experience with 
earlier generations. To provide continuity of perceived 
security, it is important that security and privacy features 
that exist in earlier generations are also present in 5G, 
although the actual technical security mechanisms may be 
different. Yet, it wouldn't suffice just to provide the same 
security features as in the legacy systems because there 
may be new security requirements and challenges. Yes, 5G 
systems are going to be service-oriented, which implies 
there will be a special emphasis on security and privacy 
requirements that stem from the angle of services.

Different services would require different security 
mechanisms that would rely on flexible security 
architecture to support end-to-end protection. For 
example, lightweight security can suit the requirements of 
IoT while remote healthcare services will demand resilient 
security. In cloud environment, where multiple vendors 
provide software and equipment for network 
infrastructure, security concerns may get more 
complicated. This scenario can be addressed by building 
an E2E data security chain that would not only reduce 
dependence on individual link security but would also 
streamline security management.

Does More Elastic 
Mean Unshielded?
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New Trust Models
Trust models change over time. As a simple example, 
consider the bring-your-own-device trend in enterprises. 
Previously, all user devices could be assumed to be 
trustworthy, as they were all of the same type, all issued 
and managed by the corporate IT department. Today, 
users want to use their personal devices instead, posing 
threats as potential Trojan horses behind corporate 
firewalls. For current mobile systems, the trust model is 
rather straightforward, involving a subscriber (and their 
terminal) and two operators (the home and serving 
networks). The new types of devices will span an 
extremely wide range of security requirements and will at 
the same time have very different security postures: 
industry automation control devices, shipping containers, 
vehicles forming entire capillary networks, tiny climate 
monitoring sensors and, next-generation tablets and 
smartphones. To ensure that 5G can support the needs of 
new business models, and ensure sufficient security, the 
trust model map must be redrawn. As such, this does not 
necessarily mean completely redesigning security. 
However, it is crucial to identify any significant 
shortcomings. This must begin by defining a new trust 
model.

Security for new service delivery models
The use of clouds and virtualization emphasizes the 
dependency on secure software, and leads to other effects 
on security. Current 3GPP-defined systems are based on 
functional node specifications and abstract interfaces 
(reference points) between them, and as such provide a 
good starting point for virtualization. Until now, however, 
dedicated/proprietary hardware has still often been used 
for these nodes and interfaces. 

Decoupling software and hardware means that telecom 
software can no longer rely on the specific security 
attributes of a dedicated telecom hardware platform. 
When operators host third-party applications in their 
telecom clouds, executing on the same hardware as native 
telecom services, there are increased demands on 
virtualization with strong isolation properties. 

The 5G network is one that runs over multiple types of 
network. User data may traverse various access networks 
and network functional entities supplied by different 
vendors. As a result, it's possible that user privacy 
information could exist in any corner of the networks. 
With data mining technologies, a 3rd-party may be able to 
derive detailed user privacy information through analysis 
on the disperse user privacy data. Therefore, it's time to 
have privacy information exposure risks thoroughly 
considered in the 5G network.

Networks can offer security systems as a service to vertical 
industries; they may choose to validate service access and 
send back the authorization result to vertical industries. 
The network may decide whether it would implement the 
security service on a cloud platform or deploy it in a 
virtual network slice of the industry that has paid for the 
security service. It is important for networks to separate 
virtual network slices to protect the confidentiality of 
information and prevent one user's resources from being 
accessed by other users in other slices. For example, one 
network company may choose to block other companies 
from using its resources even though similar virtual 
network slices are serving the needs of these companies.

A large number of vertical industries will be served by 5G 
networks and hence, information security and user 
privacy would become crucial to the success of 5G 
networks. Progress in data mining technologies has eased 
the process of retrieval of user privacy information, which 
is why additional care should be taken to protect user 
information in 5G networks. Data breach can lead to 
severe consequences. 5G networks should promote 
efficient usage management practices to protect user data. 
5G networks function by sensing the service features of 
users and providing customized network services. 
However, this sensing process may promote the 
utilization of users' confidential information. Therefore, 
5G networks should abide by a service sensing rule that 
should define how networks should use privacy 
information and how it should handle that information 
after using it.

Characteristics of 5G Security:
The drivers for 5G mobile network security can be 
grouped into four characteristics of 5G networks and their 
usage, each with implications for privacy and security. 
These characteristics are: new trust models, new service 
delivery models, an evolved threat landscape, and 
increased privacy concerns.
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Evolved threat landscape
The ubiquity of 5G devices and connectivity will not only 
affect the technological attack surface; the exposure to 
social engineering attacks will also increase. People 
claiming to be colleagues or repair technicians, for 
instance, may contact an individual and request various 
kinds of access – not only to the individual's information, 
but also to their devices. This leads to a need to 
strengthen certain security functional areas: the new 
threats would emphasize the need for measurable security 
assurance and compliance; in other words, verifying the 
presence, correctness and sufficiency of the security 
functions.

https://www.huawei.com/minisite/5g/img/5G_Secur
ity_Whitepaper_en.pdf

https://www.ericsson.com/assets/local/publications/
white-papers/wp-5g-security.pdf

https://blog.radware.com/security/2018/04/overcom
ing-5g-security-challenges/

Increased privacy concerns
There have been several recent news stories related to 
allegations like tracking users in major cities, and of 
extracting personal data without user knowledge. In 
security terms, particularly sensitive asset is the user 
identifier(s). Ever since 2G, user privacy has been an 
important consideration. However, the benefits of full 
International Mobile Subscriber Identity (IMSI) 
protection have so far not seemed to outweigh the 
complexity of implementing it.

References:
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In an era when Digital Transformation has become the 
need of the hour, how good are companies equipped to 
handle the emerging technologies? Let's say companies 
found the right people for the right job, but what about 
the leaders? How good are they to visualize the digital 
strategy and to communicate the same needs?

Any typical company has a board, a CEO and the other 
CXOs and a mid-management level to execute the vision 
of the CEO and other CXO's and to fulfil the obligations of 
and to the Board and the shareholders.  Let's look into 
each group.

The Board
The board of directors are entrusted with guiding and 
controlling executives of the company in the areas of 
formulation, implementation and evaluation of the 
company's objectives, strategies and policies. The board 
thus plays a critical role in the path a company takes. And 
with the above described digital journey being 
undertaken, companies have understood how important it 
is to have a diverse, digital- savvy board as well. The next-
gen directors bring not only the requisite experience but 
also but also a connection to the digital nature of the 
companies' customers. Products and supply base. 

19% of new independent directors of S&P 500 boards in 
2017 have backgrounds in the technology or 
telecommunications industries and it is the highest 
among all sectors. And with the average age of the board 
member going down, it explains further what companies 
are looking for. The millennial aspirations are different 
from what the other generations. And to understand these 
needs it makes sense for Retail and Consumer products to 
bring in the next-gen to boards to connect more with the 
segment (Walmart brought in Instagram founder to their 
board) These directors have the ability to change the 
nature of the conversation in the boardroom by including 
the topics of automation and Artificial Intelligence (AI) in 
processes, digital footprint expansion and meeting ever-
changing customer preferences. But the challenge will be 
their integration into governance centric boards. If the 
other board members have an open mind about what the 
new-gen brings and if the new-gen can prove how the 
value for the shareholders will enhance, then we have a 
win-win situation.

The C-Suite
The CEO and other CXOs need to understand the 
business, the competitive environment, financials and 
how value can be generated for the shareholders. They 
need to be able to reach across their functional silos to 
find the right solutions for the company. CEOs need to 
take a holistic view of their industry, seeing opportunities, 
understanding when and how to pivot and building a 
digital strategy to meet the company goals, keeping all the 
challenges in mind. 

Digital Company- 
Yes; Digitally Aware 

Executives?

Rajalakshmi M
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But how can a leader or manager manage this change?

Sources:

In an era where being well-informed is not a difficulty, the 
challenge is understanding relevance. When a lot of new 
information is available deciding what needs to be read, 
digested and explored itself becomes a challenge. Here is 
where the new age visualization dashboards can help a 
tech-savvy CEO. If the priorities are known, it becomes 
easier to use the right data. In a period where people can 
know what is happening in the opposite world in seconds, 
it is important that the workforce is also kept well 
informed. New-age communication tools and social media 
tools help CEO's to have a line of dialogue open with the 
employees and other stakeholders. Also, the new age 
communication platform can help a CEO hear a brilliant 
idea from even the lowest rung in the organization, thus 
helping the idea of crowdsourcing of ideas for the firm! 
The only need of caution during all the adoption of 
technologies is missing the basic priorities can backfire as 
an unintended communication can even take 
organizations down!

The Middle Management Group
Recently, a major IT firm fired 200 senior leaders to leave 
as the company felt the leaders were not adapting to the 
"changing environment". The company also said that in 
the scheme of 'newer digital requirements' these 
employees did not possess the right skill sets needed. This 
news on deeper analysis sends a strong message- the 
requirements of the new age manager are just not people-
centricity and project management. It is also an 
understanding of the new age technologies. These 
technologies cannot only help them connect with the tech-
savvy millennials working with them but also bring in 
better value to the business by finding optimization 
methods in their domain with new-age digital 
technologies

In short, the digital revolution has brought in challenges 
for people in the top of the pyramid to the people at the 
bottom. The organizations that will come out unscathed 
and victorious in the revolution are the ones that have the 
attitude to change even if it is not in their comfort zone. 
And there is no better time to learn about the world at the 
fingertips then now!

Communication and Learning – Frequent interactions 
with peers and even the younger generation can help a 
person gain basic knowledge.  Also, instead of learning 
to code it is important to understand the usage of 
different apps and devices are used, which experiences 
are causing user headaches and the features that are 
working well or falling short.

Understanding what matters – In senior levels 
understanding digital platforms and how they drive 
different kinds of engagement and knowing which 
metrics are relevant to the organization's goals are 
important. This also has a requirement of knowing 
how the target consumer interacts with the new-age 
technologies and how this interaction has shaped the 
very behaviour of the consumer. This understanding 
can help in tailoring the behaviour of the organization 
towards consumers. The managers need to know these 
technologies for they play a key role in not only 
executing these ideas but also communication these 
new thoughts to the people lower down, for that what 
is not understood cannot be communicated.

Bringing in the right people- If organizations feel that 
based on their market research, they do not have the 
digitally skilled people, it is time they are brought in at 
various levels, for in the uneasiness to change, the 
competitive advantage cannot be lost!

https://www.forbes.com
 
https://www.spencerstuart.com/research-and-
insight/ssbi-2017-board-composition-part-1
 
Dilbert.com
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It is no mean feat to decide on an IT service provider, 
once you've decided to go down the outsourcing path, that 
is. Here are 5 points to ponder, when deciding on the IT 
provider for your next project.

Flat Hierarchy & efficient processes
In a recent McKinsey survey of 1,000 B2B decision 
makers, lack of speed in interactions with their suppliers 
emerged as the number-one “pain point,” mentioned 
twice as often as price. Although surprising at first glance, 
it is often the case with large IT providers. Account 
managers and executive level leadership doesn't get to 
know about a problem until it exacerbates to a huge 
extent, and clients often find it difficult to reach the 
leaders directly.

Realizing this gap, organizations like GAVS set up steering 
committees, which include account managers and 
executive level leadership. The committee reviews every 
account / project every quarter, and thus addresses 
problems before they occur or exacerbate. The committee 
also includes client representatives, enabling them to 
discuss their business goals and strategic directions, 
aligning IT to the business. 

 Large IT providers have mature but complex processes, 
with more than a few approvers. To buy a single piece of 
hardware say a vSAN for a client could take more than a 
month. The request has to go through a Project Manager, 
Delivery Manager, Account Manager, and then somebody 
from the finance/ procurement department, staying in 
each queue for at least 1 business day. 

Some IT organizations however, have realized the 
bottlenecks and done away with them. GAVS for one, has 
a flat hierarchy, meaning, whatever phase of career you 
are in, there are a maximum of 4 layers above you. The 
employees are also hired and retained very consciously, 
on a need basis, in stark contrast to the giants, who hire 
by the thousands. This flat and simple hierarchy ensures 
that there are less escalations / approvals and no 

bottlenecks. This also 
empowers the employees, 
promoting a sense of 
ownership, increasing the 
overall efficiency and thereby, 
the customer experience.

New And Innovative 
Pricing & Support 
Options
Almost all IT companies make 
tall promises. So, how do you 
tell the best from the rest? 
Vivek, head of presales at 

GAVS, and a veteran of bid management of 2 decades, 
says, “Personally, I'd go for the bidder who gives me 
innovative pricing options. I don't mean negotiable prices. 
I mean, newer pricing options, like 'outcome based or 
result oriented pricing'. That would help me trust the IT 
org's claims, even if they don't make the lowest bid value”.

A Good IT Provider 
for A Great Going – 
5 Signs to Look for

Jayashree S

Irrespective of the 
combination of 
products or services 
offered, a good IT 
provider would give 
you innovative and 
interactive pricing 
options, that work 
for you.

“

”
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A product from a big IT provider claims that the product, 
“leverages cognitive techniques to provide superior user 
experience using NLP-powered virtual assistants and 
smart collaboration”. How do they back this claim? Is 
their pricing based on the improvement in your user 
experience (UX)? Unfortunately, not. It is a commercial 
off the shelf (COTS) product with the similar pricing for 
every client.

There indeed are several pricing mechanisms, like labor 
arbitrage-based pricing, output-based pricing, result-
oriented pricing, milestone base pricing etc., According to 
Peter Bender Samuel, result oriented pricing might be the 
most difficult pricing model. “In this alternative platform-
plus-service structure, both entities share gainshare on 
the benefit or results achieved through the services. For 
instance, a service provider offering Robotic Process 
Automation (RPA) services may base its price on the 
number of FTEs eliminated by the automation”, he 
opines.

Irrespective of the combination of products or services 
offered, a good IT provider would give you innovative and 
interactive pricing options, that work for you.

People
Somebody wise, said, “your customers could never be 
happier than your employees”, and this especially true of 
the IT industry, where you interact and work with your 
vendor's employees on a daily basis. It goes without 
saying that they should be adequately skilled and 
compensated to perform exemplarily for you, helping you 
achieve your business and IT goals.

As Sir Richard Branson said in an interview, “it's 
surprising that it still doesn't go without saying at some 
companies. If they're treated well, then they're gonna be 
smiling, they're gonna be happy and therefore the 
customer will have a nice experience”. You don't have to 
go as far as Sir Branson and put customers second, behind 
the employees. But see that the employees are happy and 
are compensated well.

Culture
The culture of the company and the workforce is as 
important as the workforce itself, if not more, as 
demonstrated by several leading companies. One of the 
best examples is that of Southwest Airlines. They instill 
three key values that are instilled in every employee who 
is hired, viz., “A warrior Spirit, A servant's heart and a 
fun-loving attitude”, according to their Chief 
Communications Officer, Ginger Hardage. In fact, 
prospective employees are also measured against these 
values during their interviews.
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Every flyer reaches their destination, but Southwest's 
flyers feel the most celebrated. Celebrated, not satisfied. 
Their culture has got nothing to do with their core offering 
– which is aviation services. This example demonstrates 
how important the culture of a company is, for customer 
satisfaction.

The importance of culture applies to all organizations, 
including IT. For example, GAVS instills 'RITE' values, 
Respect, Integrity, Teamwork and Empathy, in all its 
employees. Prospective employees are marked on a 
'SWAT Matrix – Smart, hardWorking, Articulate and 
Technologically curious' and only those who score above a 
'cutoff' are hired. This is why, regular employees in the 
company can contribute to their magazine. 

A progressive and positive culture within your IT service 
providers organization can do wonders for you. 

Size
The size of the prospective IT provider in terms of 
employee strength and revenues. This might sound like a 
no-brainer to you, but, let me try and offer you a different 
angle to view the size of the IT provider, from. 

The potential problems with small companies are obvious. 
They might not be able to scale up quickly, too much of 
reliance on individuals, their processes are not mature, 
there is a possibility that they might cease to exist before 
your contract is up. The problems with big companies are 
not so obvious. At least, not all of them. They usually do 

have a big 'reserve pool' of 
employees who could be 
onboarded any time, they have 
a lot of references, they can 
achieve economies of scale 
and a lot of them are listed, so 
the risks are less. 

However, a vast majority of 
the big IT companies value 
their business based on the 
headcount, throwing more 
people at problems rather 
than fixing them. Should there 
an optimization opportunity, 
or an automation opportunity, 
they do not take the 
opportunity, more often than 
not.  Since they charge on a 

per head basis, there is not incentive for them to automate 
or optimize.

In a recent 
McKinsey survey of 
1,000 B2B decision 
makers, lack of 
speed in 
interactions with 
their suppliers 
emerged as the 
number-one “pain 
point,” mentioned 
twice as often as 
price

“

”
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Mid-sized boutique companies, hit the sweet spot, having 
the maturity of a big company but the nimbleness of a 
small company in quickly adapting to changes and 
transformations.  Unless the need is too critical or 
company policies that dictate that you do business only 
with billion-dollar companies, mid-sized companies are a 
great bet. 

Addons
The above are signs, the things that give us the 'gut 
feeling'. It is obviously necessary to look for good 
testimonials and references, go over company financials 
etc., A good add-on feature in an IT provider is the ability 
to quickly adapt to industry changes. Not just in the 
technology space, but in your own industry. For example, 
a furniture company's IT provider must proactively show 
them IOT opportunities for intelligent window screens, 
blinds, doors etc., before the client asks for it. 

With the right IT provider, outsourcing could be 
enjoyable, taking away tasks from you and brings in more 
alignment with business.

20

References:

Cio.com
Forbes.com
Harvard Business Review - HBR. Org
McKinsey Insights- mckinsey.com
Itexperts.co.za
Inc.com



A job isn't just a job,
it is who you are
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