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GAVS has signed an MOU with 

the Indian Institute of 

Management, Madras (IIT, 

Madras), to pursue joint research 

and innovation in AI and 

Analytics, conduct projects in 

Smart Machines and Automation, 

under the aegis of Robert Bosch 

Centre for Data Science and 

Artificial Intelligence (RBC-DSAI) 

at IIT-Madras.

Remember those old Sci-Fi movies 

from the 70s, and 80s where 

human's jobs were taken over by 

robots? Yeah… They did your 

household chores, your office work, 

was your mail man, and even your 

personal assistant! Well they all 

remained as a work of fiction only till 

the 90's when the magic happened. 

The Internet!

One thing is common across 

baseball, soccer and the business 

- the technology that is deployed 

to analyze the past and future of 

these sports and businesses, 

keeps evolving and has the 

stakeholders on the run always.
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The Invisible
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Applications

“The customer's perception is your 

reality"

These simple yet powerful words by 

Kate Zabriskie, the popular L&D 

veteran, describes today's business 

scenario quite accurately.

When was the last time you 

created a separate user ID and 

password for a popular service in 

mobile phone or PC? You don't 

remember do you.? What if I told 

you that you used your 

Facebook/Twitter/Google account 

for it? You would be like yes, yes 

that is what I used last time 

around.
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Reinforcement
Learning - The
Art of  Teaching

Machines
'Learn from your mistakes' is easily 

said than followed. But I have never 

thought that this statement has 

made so much of

an impact in the minds of the 

technologists that they started

adopting this technique of making 

machines learn from their mistakes 

so that they can intelligently work in 

their future actions.
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Are We Ready
to Face The
Unknown?

This statement is undeniable in the 

current scenario – in Aug

2017, a team of hackers seized 

control of a Saudi Arabian

petrochemical site by inserting a 

“Remote Access Trojan”.

Cyber Security
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Meeting of
Minds

Macmillan dictionary defines 

'meeting of minds' as a situation 

in which people have the same 

opinion or ideas.

Author:

Shalini Milcah



Editor's Notes 

Bindu Vijayan

Jayashree has written on Customer success - the real business. 

She says “if you have the best product for your client, you're 

providing them with the best service and hence enabling

customer success. The right solution, delivered at the right 

time, in the right way, by the right people, to the right people, 

at the right pricing, aiming for the same target as the

customer, is a good point to start at. And what is right here is 

of course decided by the customer.", thats every corporate's 

mantra, at GAVS we constantly obsess on customer success, Iit 

is more than a strategy, the idea wires into GAVS' DNA.

Sukanya has written on cyber security, and says "gone are the 

times when cybersecurity was considered 'just an IT issue. It 

has now become an important agenda at C-Suite and Board 

level of Enterprises, considering the financial and reputational 

damage caused by a security breach.”

Shalini's article 'Meeting of Minds', talks of "competition 

becoming intense day by day, a proper and unique mix of the 

domain, technology and process using online or offline 

research to track competitors is becoming very essential...   

and the need "to understand the competitor tactics, strategies, 

placement, pricing and even the promotional strategies." 

And we have some wonderful excerpts from a panel 

discussion GAVS hosted recently on "Evolution of Technology 

& its role for humanity - Enabler or Disabling". The panelists 

consisted of , General Manager, Mr. Peter Gartenberg

Enterprise Commercial, Micorsoft India, Mr. Lakshmi 

Narayanan, Vice Chairman & ex-CEO, Cognizant 

Technologies, , Chairperson - Ms. Lalitha Kumaramangalam

National Commission for Women, and , ex-Mr. N. Vagul

Chairman of ICIC Bank, with  moderating the Sumit Ganguli

session. GAVS was fortunate to have the keynote by HH 

Bhakti Rasamrit Maharaj. It was a very animated and 

interesting session.

Happy reading..

We are delighted to announce  that GAVS and the Indian 

Institute of Technology, Madras, will work together on research 

and innovation in Artificial Intelligence and Analytics.

In this edition Chandra and Hari talk about the importance of 

having IT Infrastructure 'business ready' all the time. With CIOs 

expected to build their IT Infrastructure capable of handling 

new (and future) technologies and products, their article gives 

a few directions and recommendations to build a 'future proof' 

IT Infrastructure.

Dibin discusses chatbots, the history of the technology, and 

takes us thru the various chatbots - Enterprise chatbots, 

informational chatbots, automation chatbots, personal 

assistants, and so on, with their personalities! Stubborn bots, 

mysterious bots,read on...

Vignesh has written on 'reinforcement learning - the art of 

teaching machines', and technologists making machines learn 

from their mistakes so that they can work intelligently in future.

Rajalakshmi writes of the invisible connector for visible apps; 

she says "People are driven by one motto - to stay connected 

with their friends, family, brands and latest trends. And in this 

symbiotic relationship between businesses and people 

enabled by new age technologies, the fodder is application 

integrations enabled by APIs."



GAVS signs 
MOU with IIT, 

Madras, for 
Joint Research 

& Innovation

GAVS has signed an MOU with the Indian Institute of 

Management, Madras (IIT, Madras), to pursue joint research 

and innovation in AI and Analytics, conduct projects in Smart 

Machines and Automation, under the aegis of Robert Bosch 

Centre for Data Science and Artificial Intelligence (RBC-DSAI) 

at IIT-Madras. 

GAVS & IIT, Madras, will work together in AI and Analytics to 

enhance GAVS' proprietary 'Zero Incident Framework™ (ZIF) 

which automates incident handling, helps predict & mitigate 

incidents and reduce efforts through automation, to improve 

user experience by 10x and reduce resource utilization by 40%. 

This is a great headway for GAVS, and our work with disruptive 

technologies in AI and Analytics in Enterprise Management 

across the US, UK, ME and India.

The projects under this initiative will be jointly headed by Prof. 

Nandan Sudarsanam, Department of Management Studies, 

IIT Madras, Prof. , Department of Balaraman Ravindran

Computer Science and Engineering, IIT Madras, and Balaji 

Uppili, Chief Delivery Officer, GAVS Technologies.

About IIT Madras and The Robert Bosch Centre for Data 

Science & Artificial Intelligence (RBC-DSAI) at IIT-Madras

Indian Institute of Technology, Madras, is one among the 

foremost institutes of national importance in higher 

technological education and basic and applied research, 

established in 1959. The Institute has sixteen academic 

departments and several advanced research centers in various 

disciplines of engineering and pure sciences, with over 100 

laboratories organized in a unique pattern of functioning. 

IITM has been ranked No.1 amongst Engineering Institutions in 

the India Rankings 2016 and 2017 and No.2 in the category of 

Overall Institutions in the 2017 Rankings, released by the 

National Institutional Ranking Framework, MHRD, Government 

of India.

RBC-DSAI was founded in August 2017, with a vision to 

become an internationally renowned center for data science 

research, where long-standing fundamental research 

problems, cutting across disciplines, are targeted and solved.
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With this great collaboration of faculty innovators from IIT, 

Madras, and the technologists from GAVS, we are excited 

about the exploratory research which will strengthen our 

role in digital transformation across businesses.

“

”
- Sumit Ganguli,
  CEO, GAVS Technologies



'Business 
Ready' IT 

Infrastructure

One thing is common across baseball, soccer and the business 

- the technology that is deployed to analyze the past and 

future of these sports and businesses, keeps evolving and has 

the stakeholders on the run always. The advanced metrics of 

'swing' in baseball, the goal line technology in soccer, hot spot 

in cricket and the artificial intelligence in business are the 

newest in the market today, but will soon be buried with 

something newer. While the coaches and CIOs welcome the 

barrage of new technologies on one hand, they realize that 

the internal process and structure are not agile enough to 

adopt them as quick as they come and dump as soon as they 

get old.

'Time to Market' a new technology or tool across the 

organization is much higher than 'time to invent'. It is 

important to have the base IT infrastructure 'business ready' all 

the time. CIOs are expected to build the IT infrastructure that 

can handle the new technologies and products that business 

may need tomorrow. 

This article is written to help the CIO/CTOs with few directions 

and recommendations to build a 'future proof' and 'business 

ready' IT infrastructure. The recommendations are as detailed 

below:

Compute, Storage, Backup & DR:

Most of the organizations are not able to keep pace with the 

speed of the demands for additional compute & storage 

resources. Even if the organizations have enough budget and 

the wisdom to buy the upgrades at the right time, the efforts 

required to upgrade and the risks involved while upgrading 

are higher. The process of maintaining and managing the 

support contracts for the compute & Storage hardware with 

the vendors are even more complex. The backup of the data is 

even tougher due to the huge maintenance required in 

adhering to backup schedule, looking into each backup failure, 

sample restoration checks etc. Disaster Recovery does not 

exist in some, does not work in many organizations. The cost 

and efforts required to maintain and manage these resources 

are very high and often not defect free. The best and 

affordable solution for all the woes of compute and storage is 

migrating the entire workload to cloud which has abundant 

capacity to scale up or down, built in HA, backup and cost 

effective DR. 

By Hariharan

    Madhavan 

By Chandra Mouleswaran

    Sundaram
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Telecom:

“On Premises' hosted voice solutions lacks agility due to heavy 

investment made on PBX.  Further, integration of voice 

systems with Office automation tools like MS Outlook for the 

better collaboration is a complex one and needs lot of efforts 

from experts. Maintaining and managing an 'on premises' 

comes with its own complexity in managing the circuits and 

PBX systems. Building a HA and DR solutions for voice systems 

are cost prohibitive. So the best solution is to move the PBX 

functionality also into cloud with a tight integration with MS 

Outlook or whatever the collaboration tool is.

The cloud based voice solution integrated with SD WAN 

guarantees best performance and consistent user experience 

for all users including remote and mobile users. The burden of 

capex investment and the associated pressure of choosing the 

right and future proof solution goes away. The Total cost of 

ownership for an opex based, cloud centric voice solution with 

full scalability, HA and DR will be much lesser than that of an 

'on premises' based solution.

End User Computing:

After the virtualizations of server, storage and Network, 

desktop cannot be left. The benefits of desktop virtualization 

are known to everyone and it is proven. It brings in 

standardization, improves information security, enables 

desktop software license compliance and reduces the 

incidents. Since the entire workload is moved to cloud, the VDI 

infrastructure should also be hosted in the same cloud at same 

location.

There are Cloud migration tools available to migrate the 'on 

premises' applications with 'zero down time, zero data loss' 

feature. There are cloud orchestration tools available to 

provision and deprovision VMs for running just OS or a stack of 

software along with OS with or without HA, in one single click. 

These tools also provide 'Environment as a Service (EaaS) using 

which every HW and SW configurations used in setting up VMs 

are stored as meta data and they could be used to recreate 

those VMs at any point of time.

The availability of network may not be a problem in these days 

for most of the organizations. But the 'reliability' of those 

networks are still a concern. The HA feature of networks is not 

intelligent enough to detect the intermittent issues like errors, 

packet loss, latency etc. in one circuit and switch to other 

circuit. The standby gets kicked only when the primary circuit is 

fully down. The unpredictable Bandwidth consumption is 

another problem that Network managers need to cope up 

with. The problems of maintenance, management and 

standardization more specifically for organizations having 

multiple sites are large enough to keep the entire network 

team fire fight on transactional issues every day. The 

virtualization of Network like the way servers, storage and 

desktops are virtualized, is the solution going forward.

Network Virtualization (also called Software Defined Network) 

consolidates all the software and configurations of switching 

and routing functionalities of Network devices at a central 

server. This enables control of all network hardware installed at 

various locations in the offices / remote offices from the central 

server. We may have to replace few devices that are not 

compatible with SDN, but the spend will be worth the efforts 

that it would save and the qualitative benefits it would bring.

Network:
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NoSQL is preferred to RDBMS for enterprise wide storage 

of unstructured data due to its superiority in flexibility and 

performance though latency is relatively higher in NoSQL. 

The design principle should be that any information or 

data that needs to be notified / viewed as part of an 

information or warning or alert or report or dashboard, 

needs to be routed thru single data collection framework 

as it is capable of reading, indexing and storing any 

structured unstructured data from any sources of any 

format. The best cost effective solution would be to deploy 

a framework built on open source tools and NoSQL 

database, on the cloud. 

Information Security:

Managing information security on a cloud platform is little 

different from the way its managed on-premise. An insecurely 

configured cloud setup will render the organization more 

vulnerable than on a traditional datacenter. Devops for 

Infrastructure has quickened infrastructure provisioning, but 

enforcing security in Devops environment needs more Devops 

knowledge for the information security professionals in the 

team. With Antivirus now become just an additional control, 

application whitelisting and privileged access management has 

become more of a norm in today's endpoint environment. 

Having piles of classified data on repositories may not be new 

for organizations but in the event of a data breach the 

implications are more severe than before. Companies need to 

migrate from a checklist based approach to a practical review 

of their risks.

Key directions to consider for 'business ready' security:

Leverage existing cloud vendor's cloud security tools to 

assess and baseline security and identify gaps. 

Leverage VDI to quickly recover from endpoint infections 

and better patched endpoint infrastructure. 

Automation of security incident remediation to expedite 

first level incident remediation. 

Automation of any non-interactive tasks like restarting a 

service, initiating another job after completion of previous job 

etc. are easy ones, but the difficult ones are the non-

interactive tasks where the user has to give some input for the 

automation to kick off. The users are used to certain kind of 

forms or methods to initiate non-interactive tasks like creating 

an ID for a new employee or application of leave, but the 

automation requires a different form or method to initiate the 

automation. The CIOs do not want their users to go through 

any change due to perceived discomfort to the users. That's 

where there is a need to come up with a solution that enables 

automation as well as enhance the user experience. 

Digital Assistants (also called 'personal assistants or 'Virtual 

assistants') takes instructions from humans orally and 

executes a task or initiate a workflow. The users instead of 

writing a mail or filling up a form, can just speak to a DA like 

“can you please create an ID for James as the first name, 

Samuel his last name, DB COE team, Victor as his manager, full 

time employee, default access to filers…”. The DA will initiate 

the work flow, send the request to the manager for the 

approval, follow up, remind and get the activity done. DAs 

are going to make the life lot easier for employees and 

managers and enhance the user experience by 10x.

Data framework:

The growing habit of introversion among literates, aided by 

the comfort and convenience of smartphones, helped not only 

increase the volume of 'unstructured data', but also the true 

value of those data. Not only human, but also the machines 

(servers, storage, network appliances) join the race to 

generate unstructured data. In the years to come, the rate of 

growth of unstructured data is going to outpace the structured 

data. An open standard framework customized to the 

needs of an organization can consume any data and any 

dynamics at the data sources effortlessly is in the future.
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Integrate existing log management and SIEM with other 

tools to aid automation and information sharing. 

Strengthen Security awareness still continues to be the 

best defense against bad threat actors. 

Extend Vulnerability management from just workstations 

and servers to cameras, IOT's, printers and any SMART 

devices which have access to sensitive data or in critical 

environment.

Incident free operations:

The systems that are getting built for tomorrow needs to be 

monitored and managed by tools that would tell us what 

would happen tomorrow. The 'business ready' infrastructure 

should be smart and intelligent enough to predict the events 

that would happen in future. The IT organization should be 

working for the problems that would come next day or 

week and drive the organization towards 'Zero Incident 
TMEnterprise '.

The tools or the framework that would drive the organization 

towards 'Zero incidents' consist of a predictive engine that 

uses Machine Learning, Artificial Intelligence and NLP, an 

Instrumentation engine to diagnose the health of the 

application in production environment in real time, A Real User 

Monitoring system to capture the users experience while 

accessing the applications, IT process  and robotic automation 

platform, Virtual end user computing platform, Cloud 

orchestration cum migration platform.

GAVS Technologies is the one and only proponent of Zero 
TM TMIncident Enterprise  through its Zero Incident Framework  

which consist of tools and platforms detailed above. 

Reference

All images are from google.com
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Why Chatbots? 
Because 

Humans are so 
Mainstream!

Remember those old Sci-Fi movies from the 70s, and 80s 

where human's jobs were taken over by robots? Yeah… They 

did your household chores, your office work, was your mail 

man, and even your personal assistant! Well they all remained 

as a work of fiction only till the 90's when the magic 

happened. The Internet! 

I know. Internet has been in existence since the 80's, but its 

online presence took off only in the 90's after Tim Berners-Lee 

invented the World Wide Web(WWW). Ever since, the world 

has never been the same. 

Technology was seen and practiced as something superlative 

to humans. Those flashy lights, vibrant displays, sleek devices, 

eye catchy banners, tempting advertisements etc., lured us 

into believing that technology is what we need and more 

importantly, is better than mankind.

But with all the advancement in technology, did we build 

something holistic? Something which united humans in a 

positive way and build a stronger bond within ourselves. Most 

of us would relate to Social media here, but sadly it's not that 

big a help if you ask me. 

You see, we are the generation who have seen both the 

worlds; the world without internet and the world with it. And 

with social media catching up at an alarming rate, you have to 

accept the fact that we have forgot how we used to talk, move 

and enjoy with our fellow mates. We no longer complement 

people or their ideologies in person, we just like their photos 

and tweets, to convey our greetings and opinions; we no 

longer call our friends every now and then, we just WhatsApp 

them. Capturing photos for memories have become the past, 

and snapchatting our everyday lives have become the trend.

Not just our interactions with other humans have changed, we 

have in fact started to communicate more with Robots than 

we do with humans. 

Starting from checking the weather to making our plans for 

the day, we end our day by scheduling an alarm for next 

morning using our Digital personal assistants like Alexa and 

Google Assistant. 

Have you ever stopped to think, where we are moving 

towards? And how far are we from getting replaced by 

robots? 

The most important thing which differentiates humans from 

machines has always been the Cognitive intelligence of 

humans. Though we have had significant improvements in the 

field of Artificial Intelligence, this part of the technology is still 

seen niche and not mature enough to replicate a human. But 

that doesn't stop us from the quest, does it? We keep doing 

tons of research in this area, just to prove that we can build a 

better robot and one day make it a replacement for human. 

By Dibin Dixit Murali
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One such bot deployed in ELIZA was called the “DOCTOR”. 

This bot mimicked a Rogerian Psychotherapist, and was made 

to talk with the patients. 

Inspired by this, a bot named PARRY was developed 7 years 

later, in the year 1972, by an American Psychiatrist named 

Kenneth Colby from Stanford University. This bot was designed 

to mimic a patient suffering from Paranoid Schizophrenia. 

Now that we have a Doctor(ELIZA) and patient bot(PARRY), it 

would be fun to make them both talk to each other, don't you 

think? 

Exactly! That's what they did. To see the productive outcome of 

both the doctor and patient bots, they made them talk to each 

other for the first time in the ICC 1972 by connecting via 

ARPANET. Though it didn't clear the Turing test, it won the 

battle for its “Wackiness”. 

The exchange can be viewed in this link: 

Then in early 90's, an American inventor named Hugh 

Loebner, started a competition for AI enthusiasts all over the 

world to participate and named it “Loebner Prize”. There were 

many critics about this competition, some even went to an 

extent of offering gifts and prizes for anyone who would bring 

down the competition, but later was recognized as a standard 

and is conducted till today. 

Some of the well-known bots like ALICE and Mitsuku which 

were based out of AIML (Artificial Intelligence Markup 

Language) became famous after participating and winning in 

this competition. 

As you can see, chatbots have got quite a history to speak 

about themselves and they were not just born. 

Talking about chats, take ourselves as an example. From those 

pointless conversations in our classrooms, till those cafeteria 

conversations we have at the company we work, we have 

spent a vast amount of our lives chatting about different 

things. Though most of them may not actually be on the 

productive side, it's okay to have chit chats as humans. 

Because we chat to have fun among our fellow mates and it 

need not be productive all the time. 

But that can't be the case with bots. Bot should have motives. 

And it is usually built to address problems of certain domain, 

like every other computer program. 

Enterprise chatbots can be primarily classified into three 

categories: Informational; Automation and Personal assistant 

chatbots. 

And one such research which originated in pursuit of 

simulating a human was Chatbots.

Chatbot, as the name spells. It's a chatter bot. In other words, 

it's a bot which chats.   

In this article I will discuss about chatbots with you. But before 

we get started on this, as technology enablers it's always 

needful to know the history of the technology we are working 

on, to evaluate our stand. Yup! Time for some history lessons!

While Chatbots are being discussed in a big way in the recent 

past, you would be surprised to know that the inception of 

chatbots originated way back in 1950's by one English 

computer scientist and mathematician named Alan Turing, 

who first invented a benchmark for bots called the Turing test. 

The Turing test by definition, is a test of a machine's ability to 

exhibit intelligent behavior equivalent to, or indistinguishable 

from, that of a human. This test indeed is and was the 

benchmark evaluator for all the programs which came later 

and is even now. 

The test itself is simple, You have “A” which is a computer and 

you have “B” who is a human. With their identities being 

masked, you will have a judge “C”, who is a human and will be 

allowed to chat with both A and B to zero down to who's 

human and who's not! The more the bot convinces the human 

as a human, wins the Turing test! 

Though the test sounds simple, many programs failed to even 

participate in the test. It took almost 15 years for a 

breakthrough to happen in this space. By 1965, a program 

named ELIZA was invented by a German-American scientist 

named Joseph Weizenbaum from MIT. ELIZA was a cognitive 

bot platform, where individual bots could be developed and 

deployed. 
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And when it comes to building, some of them are built from 

scratch (the hard way), and some are developed using prebuilt 

frameworks (the easy way).

The easy way might be the best to get started with building 

bots, but the hard way is the most recommended when it 

comes to building chatbots for enterprise.  

Once the NLP model is designed and developed, it must fit in 

a Chatbot architecture. The typical architecture for chatbots 

start with the User and the channels in which the bot is made 

available to the user. The most common chatbot channels are 

the usual social media chat platforms like FB Messenger, 

Skype, Viber, Telegram, kik, Twitter etc., 

Informational chatbots: Informational bots are built for one 

purpose and one purpose only. It's ultimate goal in life is to 

provide you the data you need. And it can be built and 

consumed across wide range of industries and sectors. 

Automation chatbots: Automation bots are meant to 

automate certain tasks for you on behalf of a human. Such 

bots are applicable in Service industries.

Personal assistants: These bots are the most mature ones here, 

and they are built and managed by IT big giants like Google, 

Amazon, Microsoft etc. Unlike the above Informational and 

automation bots, these bots are built for the masses and not 

just for a closed group of people.

And by choosing the hard way, you not only have to code the 

entire bot, you would also have to build the NLP required for 

the bot from scratch. 

And when it comes to NLP for chatbots, there are three things 

which are important. Utterances; Entitles; and Intents. 
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Solution: Design your bot to consider that a user might 

attempt to change the course of the conversation at any 

time.

“Clueless bot”. Sometimes when we are confused, we 

misunderstand what the other person tries to convey and 

reply something which is not useful or relevant to the 

conversation. Such things can happen with bots and must 

be avoided.

Solution: Implement global message handlers that will 

examine user input for the keywords that you specify (ex: 

"help", "cancel", "start over", etc.) and respond 

appropriately.

“The Mysterious bot”. You and I can be mysterious, and 

go missing for a couple of days. But the bot can't, don't 

you think?

Solution: Design your bot to immediately acknowledge 

user input, even in cases where the bot may take some 

time to compile its response.

“The Captain Obvious bot”. You know this. We have 

called some people “The Captain obvious” in our lives. If 

you didn't, remember those people who act like they know 

everything in this world, and constantly intimates us with 

things which are irrelevant, just because they know about 

it. Well, don't build a bot like that!

They are made available in social media chat platforms for the 

user to minimize the effort of installing a new app for doing 

the chat. The chatbot application acts as a soft agent and sits 

in the channel, thus eradicating a human agent. 

New skillsets can also be added to the personal assistants like 

Alexa, Google Assistant and Cortana, using their development 

SDK. 

These SDKs can then further gather outside information using 

APIs, Webhooks and External databases and in turn 

communicate back to the user about the request made. 

This is how a chatbot works in the backend.

But a chatbot is not just a program. It was made to mimic 

human conversations. We as humans have a character, and 

the program which tries to mimic us should also have one. 

Well, speaking about character, we are all not made equally to 

satisfy and please everyone who chats with us, but we have 

trained ourselves over years to be as pleasant as possible. 

With respect to chatbots, we also have certain personalities 

which needs to taken care of. 

“Stubborn bot”. We might have been stubborn at some 

point in our lives and the people on the other side might 

have not liked it at all. This is the first thing we must try to 

avoid while building a chatbot. In the example below, we 

see that the bot is stubborn enough to get the details 

repeatedly from the user, even after multiple cancellations.
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Now coming back to the topic of chatbots replacing humans. 

In the pursuit of making our lives better, the advancement in 

technology took most of the jobs in the past which involved 

lots of physical strength like construction jobs, mining, 

manufacturing than using one's intelligence. Likewise, chatbots 

will also take the jobs of support engineers at L0 and L1 level 

whose job nature is repetitive, but will it replace the service 

industry with bots completely? 

Here is a survey report

The chances of chatbots not going to replace humans are 61%, 

through which we can be assured that chatbots are not a 

threat to human jobs in the near future. 

And with that, let's start building Chatbots for our clients and 

achieve customer success and satisfaction like never before! 

GAVS and Chatbots!

GAVS Technologies as a company, has built several chatbots 

under the 3 main categories – Informational, Automation 

Chatbots and Personal assistants. 

Our chatbots are semantically driven with built-in Domain 

based Cognitive intelligence to understand user intents across 

various departments like IT Service desk, Marketing, Finance, 

HR, Customer Service etc., and are made available via text and 

voice invocations. 

Plug-and-play integration with 14 different channels under 

Enterprise categories like Slack, Skype for Business, Microsoft 

Teams, Altris, Servicenow, Jira; Social media platforms like 

Facebook messenger, Kik, Viber, Telegram, Twitter, Skype; and 

Personal assistants like Cortana, Google Assistant and Amazon 

Alexa have also been achieved, as of now.    

For further details, you can reach us at 

marketing@gavstech.com

Solution: Design your bot to provide information that will 

be useful to the user.

“The Can't forget bot”. Most of us who live with our 

parents or married, know the struggle behind this. Don't 

make a bot like this. Period!

Solution: Design your bot to maintain the current topic of 

conversation, unless/until the user expresses a desire to 

revisit a prior topic.

Now you might be all prepped to build chatbots for 

enterprise, but is it all worth the effort?

This may take out thousands of jobs which exist today and 

create major unemployment among industries; It may directly 

cut down the need for L0 and L1 support engineers in the field 

of customer support; No more customer support, no more IT 

support services; India's GDP going down. Bots talking to each 

other creating chaos! Oh god! It's a threat! Shut it down! 

Hold on! And calm down! Chatbots are not something new 

which we are going to incorporate, it's already been in the 

system for years and are used by major giants in the field of 

Finance, Ecommerce, Travel booking sites/apps etc.,

Your alexa and google assistant can now make reservations 

for your upcoming vacation without even browsing for flights 

and hotels. You can now go to your FB messenger, find your 

insurance bot and ask when your next payment is, without 

even logging in through their website and browsing multiple 

pages for a single info. There are ecommerce providers who 

have made product booking easier by implementing chatbots 

in their websites and mobile apps too.

And all of them have already seen remarkable benefits with 

respect to Customer satisfaction. And below are the proven 

areas, where implementation of chatbots have seen success.
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Reinforcement 
Learning- The 

Art of  Teaching 
Machines

'Learn from your mistakes' is easily said than followed. But I 

have never thought that this statement has made so much of 

an impact in the minds of the technologists that they started 

adopting this technique of making machines learn from their 

mistakes so that they can intelligently work in their future 

actions. This act of parenting is the new cool in the tech world 

as the question always lingers in the readers' minds as to how 

a machine would learn from the mistakes it commits. The logic 

behind this concept is very simple and easy to understand. It is 

very much like how a normal person learns from his mistake 

and how efficiently he uses his senses to avert committing the 

same mistake again.

The Idea of Reinforcement Learning(RL):

As I told you earlier, you can easily understand Reinforcement 

Learning if you learn how the machine analyzes its behavior, 

how it learns from its own mistakes and how it takes the 

appropriate decisions based on its analysis. Now assume that 

a baby is trying to walk. For the first few days it would analyze 

how the people around are walking. It's learning starts right 

from seeing how others walk, how others move and what 

others do while walking and continues until it stands up and 

walks by itself. Now whenever a baby tries to stand up but 

falls, it learns from itself and again gets up to stand by itself 

and proceeds until it starts to walk. 

The Math and Science behind Reinforcement Learning:

According to me, the concept of reinforcement learning was 

actually bought out from a video game wherein the player 

(here the machine) gets a credit whenever he/she takes a right 

step towards achieving the goal and loses it whenever he 

takes a bad decision. In Reinforcement Learning, the player 

which is an agent, manipulates the environment and then 

takes the decision. If the decision is correct there is a reward 

that gets added to the score (0 at the beginning) and if the 

decision is wrong the reward gets reduced. So, this process is 

allowed to happen until the agent attains victory in the game. 

According to the various decisions that are taken by the agent 

the overall score is calculated and with this information the 

best way of winning the game is formulated.

By Vignesh Narayanan

15



Recent Developments:

The same concept of Reinforcement Learning was also applied 

on the board game Go by the parent company of Google, the 

Alphabet. They did arrive to a point and formulated the Policy 

(Pi) with all their outcomes. They named their Policy and 

theory as AlphaGo. In order to test it, they allowed a game of 

Go to be played between AlphaGo and South Korean 

Champion Lee Sedol in March 2016. The 5 match series 

resulted in the AlphaGo winning the 9th ranked champ with an 

astonishing figure of 4-1.

The AlphaGo utilized the Reinforcement Learning concept 

along with the concept of Deep Learning to formulate its set of 

rules to achieve the winning position. In fact, after the match 

was concluded Lee Sedol awarded the highest award of 

Honorary 9 Dan in Go to the AlphaGo. Following this Google 

announced that the money that AlphaGo earned with the 

match winnings will be donated to the charities including 

UNICEF.

Reinforcement Learning vs. Artificial Intelligence 

Reinforcement Learning, though involves many algorithms to 

formulate the Policy for arriving at a conclusion, at the end of 

the day it is still a Machine Learning mechanism and it 

definitely needs many arbitrary processes that needs to be 

carried out in order to formulate a proper solution or a policy. 

As compared to the yesteryear concepts of Machine Learning 

there are many differences while formulating a solution using 

Reinforcement Learning and while using Artificial Intelligence. 

What makes Reinforcement Learning stand unique from being 

a normal technique like machine Learning or Artificial 

Intelligence are as follows:

Why Deep Learning is coupled with Reinforcement 

Learning?

Deep learning is a complex function approximation, for image 

recognition, speech (supervised) as well as for dimension 

reduction and deep network pretraining (unsupervised).

Set of states, S

Set of actions, A

Reward function, R

Policy (Pi)

Value, V

Initialize the Values 's' and 'a'.

Observe the current state 's'.

Choose an action 'a' for that state such that the next state 

is attained according to the best way of environment 

analysis.

Take the action, and observe the reward 'r' as well as the 

new state 's'.

Update the Value for the state using the observed reward 

and the maximum reward possible for the next state. The 

updating is done according to the formula and 

parameters described above.

Set the state to the new state, and repeat the process until 

the objective of the game is reached.

First of all, unlike any other concepts or mechanisms, the 

objective of the game will never be known to the agent 

and the agent realizes only after it starts to take the steps 

forward and reaches the goal.

Artificial Intelligence is all about providing the model with 

what needs to be done at which time and sometimes 

involves in providing the correct actions. But 

Reinforcement Learning is just the opposite of that.

Artificial Intelligence doesn't involve any mathematical or 

scientific model that it can learn from, but apparently 

behaves differently at different situations. Deep Learning 

and reinforcement learning are all devised only to attain 

the positive result and hence the outcomes of each step 

are periodically very much similar.

Now if you have a look at the math behind the concept, we 

have the following factors that directly affects the decision 

making in Reinforcement Learning.

Here the conclusion is arrived at, when the State S is said to 

have attained the desired state(WIN). The actions are the steps 

that the player takes during the progress of the game and 

Reward function is either added or deducted according to the 

resultant of the steps. The rewards that we get at the end after 

attaining is the value (V). 

The Policy (Pi) is created with a value (V) for each time the 

game Is won and with many (Pi) been created from many 

samples the one with the least value V is chosen as the best 

solution.

  Solution= E (R |Pi, S)

Algorithm behind this calculation:

The basic algorithm is given by the concepts of Reinforcement 

Learning and the overall algorithm is been given by the Deep 

Q-Learning concept which is as follows:
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Even though it is a statement of pride that Reinforcement 

Learning takes us all in getting to the finishing line, the 

question always remains if this algorithm would be effective in 

a complex environment that keeps changing randomly.

One has to clearly wait with patience for the Reinforcement 

Learning plan to be deduced and tested before which it can 

be followed. Basically, the biggest 2 disadvantages are:

There is a cloud of uncertainty that always surrounds when all 

the above said points are considered while deciding if 

Reinforcement Learning is to be considered as the desired 

algorithm for us to deduce the best solution in any 

environment.

We may have to wait for the outcomes of more such trials 

been performed in many complex environments in order to 

reach a conclusion that could well fit all our needs and 

expectations.

This methodology is a slow one as the agent takes 

considerable amount of time to learn the environment to 

find out the best solution.

The whole process becomes very tedious and tough if the 

environment that it is performed in is complex.

Reinforcement learning is more in line with optimal control, 

wherein an agent learns to create, develop and maintain an 

optimal policy of sequential actions that needs to take by 

interacting with an environment. There are various branches 

within RL, such as temporal difference, Monte Carlo and 

dynamic programming.

Where deep learning and reinforcement learning combine (as 

seen in deep Q learning, Google deep mind Atari) is when a 

deep neural network is used to approximate the Q function in 

Q-learning, one popular algorithm that falls under temporal 

difference learning. 

In the Atari game playing example, because the state space is 

so large (since they are using game video pixels), using a 

neural network to approximate Q.

Futuristic Vision:

The Reinforcement Learning is all about devising a plan to 

achieve the positive end result of the game. But as the 

algorithm makes the agent take arbitrary steps to viciously 

analyze the next states, it leads to a question of doubt on how 

quick the algorithm would come up with the solution.
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The Invisible 
Connector For 

The Visible 
Applications

When was the last time you created a separate user ID and 

password for a popular service in mobile phone or PC? You 

don't remember do you.? What if I told you that you used 

your Facebook/Twitter/Google account for it? that is what I 

used last time around. Then you my dear reader are in the 

world of Application Programming Interfaces(APIs).

It might sound Greek and Latin to an average non-technical 

user. But to the geeky developer and architect, it is like the 

holy grail of development. If it were not for those 3 letters they 

would not have known what ease life means. Do not think I 

am exaggerating here. Developers hold APIs close to their 

heart in a world where communication among the 

applications is as frequent as a flight taking off or landing in 

Heathrow airport.  It is time to understand why the geeks hold 

it so dear.

The end user today only knows the application aka App, be it 

in enterprise use or in personal use. Thus, apps have become 

synonymous with user experience. Steve Jobs played his part 

too. Though he was initially very sceptical to opening his 

beloved iPhone to 3rd party apps, he later budged seeing the 

potential of apps that could make mobile a true replacement 

for PCs. Slowly and steadily apps became the cornerstone for 

enhanced user experience. Every website, every service now 

come with the extra burden of being available in the mobile 

phone as well. Millions of apps are now available in the App-

Store in both Android and Apple. Imagine I have developed a 

new game. I don't want my user to enter personal details and 

credentials and spend time in user Id creation. But I also need 

a way where by I can identify each user. I know millions of 

would be users out there use Facebook. Tada, I use the 

Facebook API. I can thus get limited access to the profile 

identity of my future user and it can be used as verification of 

identity during login. And what are my user posts something 

good about my game through the News Feed I get access to 

a bigger user base and thus the network effect comes into 

play enabled by the Facebook API that let it happen from my 

game. This my dear reader is how an API works. It simply acts 

as a bridge among applications and makes integration simple 

by letting developers choose the features they would let 

another application use. The above example clearly explains 

how the new digital world works for businesses. Businesses 

today have one growth tool in their mind for their users. The 

new age engagement model in the age of social networking. 

People are driven by one motto - to stay connected and in 

this symbiotic relationship between businesses and people 

enabled by new age technologies, the fodder is application 

integrations enabled by APIs. 

By Rajalakshmi M
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b) Future usage- As the API evolves, it needs to enable 

addition of extra functionality without impacting its 

performance. Keeping these in mind, the Representational 

state Transfer(REST) architecture style has become the most 

popular architecture style for modelling the web APIs, since it 

is not tied to HTTP and it uses open standards. The other 

technicalities are available in the link in further reading section.

With the example of SaaS, we can see that there are a 

multitude of applications that have to be integrated at a 

minimal cost and minimal time. The landscape of IT services is 

moving from a product-based approach, with businesses 

expecting their solutions to be available as an easily installable 

application. With the entire IT ecosystem being an integration 

between numerous such application, that too hosted in cloud 

it is only logical that the users also expect an easy integration 

in the big picture. And add to that the cloud revolution means 

need of APIs to enable the accessibility. The increased focus 

needed for grabbing new age customers who get easily bored 

means more understanding of the customer engagement 

lucidly with effectively reduced go to market times. And this 

created the need for custom social, mobile and next-

generation enterprise agile apps at the earliest. And the entire 

development cycle of such apps focuses on the need of APIs 

for development. And PaaS providers such as Facebook and 

Salesforce.com need to have the symbiotic relationship with 

their customers for they to constantly make their benefactors 

consume their APIs, and for their benefactors they do not 

need to program anything from scratch.  And think of 

someone like a Bloomberg. In the age of Fin-Tech growth 

Bloomberg can help these companies grow by giving access 

to its data that will let Fin-Tech companies focus on their 

business and not worry about data needed. And IT companies 

also need to ensure that their solutions today can work at their 

customers premise at the earliest. What better way then 

making it available as an API for then the customer gets to use 

the application in the system at the earliest since the API form 

impresses upon the customer of easy integration and hassle-

free use. Developers themselves with API use can integrate 

their product in a suite of products if the suite is an offering. 

Thus, APIs truly become the life blood of an application centric 

cloud world!

Source/Further Readings:

The evolution from SaaS to IaaS to PaaS has been a stepping 

stone to the new age digital evolution. Applications were 

available to enterprises over the internet, which made the 

Software-as-a-Service(SaaS) model. Later businesses wanted 

more efficiency in hosting of their applications and 

virtualization paved way to the Infrastructure-As-A-

Service(IaaS). Thus, the growth of private and public cloud 

meant an easy way of hosting of various applications. 

Enterprises use multiple applications for different functions and 

they are all now being hosted in cloud. The growth of IaaS 

also leads to the growth of Platform-as-a-Service (PaaS) 

because SaaS and IaaS are in the extreme ends of the 

spectrum. PaaS gives a niche environment for developers to 

focus on development by forgetting the infrastructure setup 

and running headaches. And this is where we can see how 

APIs have helped them thrive.  Consider the Google 

ecosystem. First is the IaaS offering from Google- the Google 

Compute Platform(GCP). If your organization has chosen GCP, 

then you can virtualize and scale as you wish. But how do you 

actually do it? You will use the GCP APIs, that lets you create, 

access and scale the virtual machines. But what if you are a 

developer who wants to create apps that can solve the world's 

problems and don't want to lose time creating your own 

environments. Google here gives Google App Engine, its PaaS 

offering The Admin APIs help in managing your apps that 

include deployment of various versions of applications and 

managing the amount of traffic to those versions. The 

datastore APIs help in integration of the application with the 

NoSQL database. And if you want someone to know where 

your office is located, you would want to show them in a map 

in your website and would want them to use it to reach there. 

Here you can use the Google's SaaS offering – Google Maps. It 

lets the user access the office location. Google Maps here is 

Google's SaaS Offering and it is the Maps API that let it be 

used in your website.

An API should have two basic qualities- a) Platform 

independence- Any client should have the ability to call the 

API and the API implementation should not hamper it.

Source: Google

https://cloud.google.com/compute/docs/reference/rest/b

eta/

https://cloud.google.com/appengine/docs

https://docs.microsoft.com/en-us/azure/architecture/best-

practices/api-design
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Customer 
Success – The 

Business of  
Every Business 

Organization

These simple yet powerful words by Kate Zabriskie, the 

popular L&D veteran, describes today's business scenario 

quite accurately. With the entrance barriers and switching 

costs lowering across domains, it has never been easier to 

acquire new clients. It has also become that much easier to 

lose a client to competitors. Businesses are trying to beat 

competition all the time, offering more features, lesser 

costs, extended support and what not. And yet, the 

number of unsatisfied customers is surprisingly high, even 

those of industry leaders. Here is where customer success 

comes into the picture.

Every business, big or small, is founded with a mission, 

vision and a goal. Even though these goals might change 

over time, they never cease to exist. Whether written or 

unwritten, explicit or implicit, there is always a goal, a vision 

to work towards. When the goal of one organization helps 

another organization to reach its own goal, a business 

opportunity arises and both organizations prosper.

Though this sounds simple enough, the businesses finding 

each other is a herculean task. The digital connected world, 

presents endless opportunities, enabling businesses across 

the globe to find each other. After SpaceX's launch earlier 

this month, an alien race could take a liking towards Tesla 

cars and place an inter-galactic order. The possibilities are 

pushing beyond endless, but, on the other hand, the sheer 

volume of information available, and the plethora of 

choices, makes it difficult to evaluate all the possible 

solutions, let alone find the perfect-fit.

Not so queerly, it doesn't entail that, if you have the best 

product for your client, or if you're providing them with the 

best service and hence enabling customer success. The 

right solution, delivered at the right time, in the right way, 

by the right people, to the right people, at the right 

pricing, aiming for the same target as the customer, is a 

good point to start at. And what is right here is of course 

decided by the customer. The client may have acne, you 

may manufacture the best acne cure solution in the world, 

and yet, if you give them the cure for dry skin or 

something other than acne, their problem is not solved. 

Even if you give them the right cure and if the customers 

are not given the right cure, the results remain the same. 

Once a customer finds you, you should do everything in 

your power to provide the right solution to the customers, 

that would help them succeed. Lincoln Murphy, author of 

'Customer Success', rightly says,

“The customer's perception is your reality”

By Jayashree Sankara Subramanian
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Communication is at the heart of customer success; for, 

without knowing what success is to the client, it is but 

impossible to help them achieve it. In fact, research has proven 

that customer interaction indeed enhances new product 

success (Gruner, K.E. and Homburg, C., 2000. Does customer 

interaction enhance new product success? Journal of business 

research, 49(1), pp.1-14.)

Successful organizations have realized this and are increasingly 

concentrating on listening to their customers and making it 

easier for customers to reach them. Due to increased social 

media listening and mining, we see customer comments being 

replied to within minutes and, customer suggestions being 

considered as enhancements, features and even whole new 

products. 

Indeed, clients of organizations that have dedicated customer 

success teams are beginning to experience palpable 

improvements experience and productivity, among others. 

And this has led to companies looking for partner 

organizations that have a customer success perspective. 

Customer success managers don't concentrate on sales but on 

creating lasting relationships with the clients through constant 

interaction, finding out client needs by the hour, and matching 

it with the client's long-term goals and what success means to 

them. 

In fact, building one of the largest customer success 

department in the industry, around the year 2005, played a 

significant part in Salesforce acquiring a huge number of 

customers, ultimately becoming the leaders in CRM software. 

The department is interestingly named, “Customers for life” 

and concentrates majorly on customer retention through 

customer success. GAVS too has its own customer success 

department, headed by a chief customer success officer and 

several customer success managers. Sessions and workshops 

on customer success are regularly conducted and the staff 

discuss ways to help clients achieve success.

Most importantly, customer success culture leads to customer 

retention and loyalty. Bill Price, founder of Driva solutions 

interestingly puts it, “Smart companies have realized that 

customer loyalty is the most powerful sales and marketing tool 

that they have.” While being innovative and unique is 

necessary in for winning in today's scenario, they could be 

easily taken away. It has become easy to replicate key value 

propositions and easier to know about your customers, thanks 

to the digitization and social media. 

So, the key to staying ahead is a customer success culture, for 

both the client and the vendor partner. Business organizations 

have rightly begun cultivating the culture in their own 

organization and doing business with those organizations that 

appreciate and practice this culture.

“You can focus on adoption, retention, expansion, or 

advocacy; or you can focus on the customers' desired 

outcome and get all of those things”.

Customer success is a tectonic shift in not just how businesses 

operate but also how they think and approach problems. 

Here, the focus of businesses changes from 'doing what you 

do well' to 'doing whatever you do for the customer's success'. 

The goal is not your success but your client's, hence both the 

businesses learn and grow together, developing trust and a 

sense of partnership, instead of the traditional vendor – client 

relationship. And this business shift would shape our future 

and how businesses function. The focus being on the 

customer's success, experience and empowerment, coupled 

with the new age technology tools like artificial intelligence, 

analytics etc., can lead to a swifter growth and better results 

for the customer's customers as well.

A HBR (Harvard Business Review) article recommends that 

companies with more than 250 employees should set up 

dedicated customer success teams, because “scaling up 

depends on an organization's ability to predictably keep and 

grow customers”. The article also says that, as the customer 

base grows, not only will the demand for customer support 

will increase, but also the expectations and type of requests. 

So, customer support needs to evolve too. 

Another HBR article points out that, managing entire customer 

journeys from acquisition to relationship management and 

support as one big picture, instead of being in separate siloes 

have lead to not only better satisfied customers but also 

satisfied employees and a lower churn rate. Customer success 

culture essentially achieves this outcome as the common goal 

of all the teams become customer's success and they all work 

together for the same.

Source: Drift
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Are We Ready 
to Face The 
Unknown?

This statement is undeniable in the current scenario – in Aug 

2017, a team of hackers seized control of a Saudi Arabian 

petrochemical site by inserting a “Remote Access Trojan”. The 

consequences could have been catastrophic as the invaders 

had compete control over its computerized control-and-safety 

system, and had the power to blow it into pieces.

Rapid digitization across various sectors, adoption of cloud 

and with the exponential increase of connected people & 

devices, it is predicted that there would be 6 billion internet 

users in 2022. With this, the cyber-attack surface continues to 

grow, constantly outpacing the ability to secure individuals and 

Enterprises. 

Gone are the times when cybersecurity was considered “just 

an IT issue”. It has now become an important agenda at C-

Suite and Board level of Enterprises, considering the financial 

and reputational damage caused by a security breach. 

Questions that we need to ponder upon are, what next? Are 

we ready to defend the bad actors? Are we well equipped with 

the technology to unravel their masquerades?

Cyber Attack Evolution

Let us look at some of the attacks that happened in the past; 

1982: During the cold war, the CIA found a way to disrupt 

operation of Siberian gas pipeline of Russia by causing the 

pipeline to explode using a portion of a code in the computer 

system that controls its operation in what they tagged as a 

“logic bomb.”

By Sukanya Srinivasan

“cyber-attacks are a bigger threat to humanity than

nuclear weapons”- Warren Buffett
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Organizations failed even after adding various cyber defense 

tools at different layers of an Infrastructure. Attackers were 

able to surpass with the combination of several attacking tools 

and security evasion techniques. Most of the tools depended 

heavily on historic data, i.e. list of signatures or rules to identify 

attacks. Signature based tools refer to detection of attacks by 

looking for specific patterns or known malicious instruction 

sequences. As a result, the tools were unable to detect the 

unknown or any new type of attack. Although, identifying the 

known attacks is important, systems need to constantly 

advance to counter the diversity and complexity of today's 

attacks.

Security technologists felt the need to understand how an 

attacker manifests into the system. As opposed to the 

signature based IDS, they developed anomaly based intrusion 

detection system. This system helps identifying misuse of 

network by monitoring behavior of data and classifying it as 

normal or anomalous. 

Deception Technology is an emerging category of cyber-

security defense. It automates creation of traps (decoys) which 

are mixed among other IT resources. It can be licensed on OS 

or emulated device (can emulate routers, POS, ATM, medical 

devices etc.).

AI is now steadily creeping into cyber-defense. Gartner has 

predicted AI will feature in every new software product 

released by 2020. We now have startups like Darktrace, 

ThreatQuotient and Recorded Future that use AI for 

strengthening the security across Enterprises.

In the next few years, we will also see application of Blockchain 

in this space. Blockchain is a distributed, decentralized ledger 

system that can act as a defense platform to prevent 

fraudulent activities leveraging its operational resilience, data 

encryption and transparent nature. 

Looking at our current scenario, it is difficult to answer the 

question about our preparation to tackle the bad actors. It 

depends on a number of other factors like type and size of 

business, consequences of attacks on certain industries or 

Govt. entities, etc. There is no single strategy or short-term 

solution. Any strategy would be effective, if the stakeholders 

collaborate at different levels.

1988: The Morris worm, one of the first recognized worms 

created by Robert Morris, spread around computers largely in 

the US and slowed them down to the point of being unusable. 

While he argued that he was only trying to gauge how big the 

internet was, it led to the first conviction under the US 

Computer Fraud and Abuse Act. 

1990s: A teen hacks the NASA and US defense department by 

installing a “backdoor” on its servers. The Melissa and 

ILOVEYOU viruses infected tens of millions of PCs, causing 

email systems around the globe to fail.

2000s: As we moved towards the millennium, the cyber- 

attacks became more and more targeted. Most notable one 

was the first serial data breach of credit card numbers that 

stole information from 45.7 million users. 

2017: Last year has seen inordinate number of cyber-attacks; 

Equifax - personal data of 143 million people were stolen, 

Wannacry, NotPetya, BadRabbit etc. 

Just as any industry evolves, so does the cybercrime industry. 

There is a ready supply and market for tools like attack kits, 

botnets, APTs, phishing-as-a-service etc. Cybercrimes are now 

fueled by sophisticated technologies like Machine Learning & 

Artificial Intelligence, and organized online criminal networks. 

As a result, the attacks are becoming more personalized and 

stealth in nature. Top trends predicted by cyber security 

analysts for 2018 include;

Evolution of Cyber Defense 

In response to these malicious attacks, there was development 

of several security tools, the earliest ones being firewalls. This 

was followed by intrusion detection systems (IDS) and 

intrusion prevention systems (IPS). Firewalls have been the 

most common prevention systems that shields access to the 

network and block certain attacks. This has also evolved over a 

period of time from packet filters (1st Gen) to Stateful filters 

(2nd Gen), to application level firewall (3rd Gen). IDS systems 

are designed to monitor network traffic to identify malicious 

activities. The next phase saw development of IPS that had the 

ability to block traffic whenever it encountered a threat in the 

network. 

Cyber criminals to focus on cryptocurrencies and 

compromise exchanges and end-user wallets

Increase in the number of IoT based attacks on 

workplaces as well as homes. IoT devices will provide 

continuous access to home devices

Supply chain attacks to become mainstream

Increase in state-sponsored attacks and APT groups

Attacks will continue to grow in most of the industry 

segments, irrespective of the size of the organization 

“I think computer viruses should count as 

life. I think it says something about human 

nature that the only form of life we have 

created so far is purely destructive. We've 

created life in our own image.”

- Stephen Hawking

23



As The World Is Increasingly Interconnected, Everyone
Shares The Responsibility Of Securing Cyberspace

- Newton Lee

Employees/ Individuals- Human elements, being the 

weakest link, cannot be overlooked. As simple errors may 

lead to costly security incidents, training and awareness on 

best practices is extremely important. 

Government – The Government should play an active 

role in setting up the mandatory minimum standards for 

security. The same should be followed by all organizations 

and government agencies as well.

Businesses- Enterprises tend to take a back-seat when it 

comes to cyber-security. They consider it more of a 

technology function rather than embedding it into their 

business operations. Cyber-security should now be a 

board responsibility and one of the core business 

concerns. 

Cyber Security should be a shared responsibility with each 

stakeholder in the ecosystem making their contributions. While 

100% security is impossible, certain level of preparedness can 

definitely help reduce the adverse consequences of such 

attacks. 

The Stakeholders

So, who are the stakeholders here? 
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Meeting of  
Minds

Macmillan dictionary defines 'meeting of minds' as a situation 

in which people have the same opinion or ideas. I was 

wondering as to how often we come across people with the 

same opinion or ideas and then it unusually struck me that it 

becomes nearly impossible if minds never meet at all, to 

conclude on one opinion or idea.

 

While in school, one of the common play activity, most of us 

would have come across to understand teamwork and 

creativity is the “build the tallest building that doesn't fall on a 

blow” with all available junks, often our outdated newspapers. 

Split into teams, we start with different ideas from each team 

member, go about building with the first acceptable idea. In a 

while, one of us takes a peek into our competitors' block and 

certainly there's someone who has already done this before 

and so is doing great at building it now. Taking a wide look at 

this good strategy that one of us rushes back to the team with 

an enhanced idea to make our block better, taller and 

stronger. 

Unfortunately, due to the time-constraints, we may end up 

unfinished, sometimes. Well then, the results are announced 

after the evaluator blows almost every team's building block 

and the message conveyed is “teamwork”! Today, taking a 

deeper look at whatever a team does during this play-activity, 

tells me four things:

“A great strategy meeting is a meeting of minds”

– Max McKeown

By Shalini Milcah
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Thirdly, we as an organization must know what we're getting 

into, from a competitive stand-point.  Every day there are new 

opportunities and challenges while there are also threats 

associated with them either due to emerging competition or 

changing market conditions and customer preferences.  So it's 

always important to measure the differences in comparative 

performance between the plans and best practices adopted in 

our organization and our competitors, particularly our best 

performing competitors.  Analyzing which, sometimes we can 

increase our performance by adopting the best practices of 

our competitors if necessary.  This is similar to benchmarking 

analysis.  We determine the problem areas, identify industries 

with similar processes, conduct surveys to identify measures 

and best practices, and recommend strategic plans for 

improvement.  This could widely help in always staying on the 

winning-side.

Firstly, any business requires a good amount of research on 

generated ideas. Research breeds confidence in two ways: 

Confidence in your idea and confidence in your business plan. 

Research is fundamental to all business and is often as 

essentially important as the data availability. So errors are likely 

to occur in the process of business research with inaccurately 

recorded data, irrelevant questions posed by the researchers, 

etc., which pose as challenges while making important 

business decisions. Overcoming these, a proper research can 

actually influence major business decisions such as: the 

possibility of business to survive or succeed with its new 

undertakings and find essential ways to adopt suitable market 

approaches for any product. Effective research leads to good 

decision making. 

     

Secondly, for any successful business, we need to figure out 

the competitors and what they have. Any great loss occurs not 

because of what the organization already knows about, but 

because of what the business failed to know. A comprehensive 

study of both direct as well as indirect competitors is one way 

to find critical insights on various new products or existing 

issues.

With competition becoming intense day by day, a proper and 

unique mix of the domain, technology and process using 

online or offline research to track competitors is becoming 

very essential. Providing the organization with the needed 

strength and strategies to undertake prompt and quick data 

driven decisions. A competitive intelligence enables the 

organization to always be at the forefront by making it 

powerful to understand the competitor tactics, strategies, 

placement, pricing and even the promotional strategies. 

Therefore, identifying the probable and main competitors who 

can impact the business along with anticipating the plans they 

are making for the current and future is very essential. This is 

how and where competitive intelligence helps in decision-

making.

Finally, we need to know what we can truly contribute to the 

industry. This means, knowing the current position of our 

business in the market, the competition involved around, what 

makes us unique and what's our next step. Like most people, 

we probably wouldn't buy a car without doing some research. 

We often choose one, after weighing the good and bad traits 

of many different cars in the market. It's a similar situation with 

our business venture. We need to ensure our business has the 

right potential to always be worthwhile in the industry. So let's 

set stage to take our shot with innovative disrupting.
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 Evolution of  
Technology and 

its Role for 
Humanity – 

Enabler or 
Disabling?

GAVS recently hosted a panel discussion on 'Evolution of 

Technologies, its role for humanity - enabler or disabling'. The 

panel discussion was held at The Hyatt, in Chennai, as part of 

the Artha Forum, an independent not-for-profit initiative, 'a 

platform dedicated to connecting entrepreneurs, professionals 

and business leaders', in a common goal to 'earn with integrity 

and spend with compassion'. The forum has several business 

leaders coming together to include giving back to society as 

an integral part of their Business Model. Similar events have 

been held at Silicon Valley, California, New Jersey, London, 

Dubai, Mumbai, Bengaluru & Singapore in the recent past.

The keynote was delivered by  HH Bhakti Rasamrit Maharaj,

an insightful and gifted speaker with a unique background of 

being an Engineer, MBA, and a Banker, before he chose the 

path to spirituality. The panelists were Mr. Peter Gartenberg, 

General Manager, Enterprise Commercial, Micorsoft India, 

Mr. Lakshmi Narayanan, Vice Chairman & ex-CEO, 

Cognizant Technologies, Ms. Lalitha Kumaramangalam, 

Chairperson - National Commission for Women, and Mr. N. 

Vagul, ex-Chairman of ICIC Bank, and the session was 

moderated by .Sumit Ganguli, CEO, GAVS Technologies
By Bindu Vijayan
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The keynote was well received, HH Bhakti Rasamrit Maharaj 

spoke on the power of technology when used the right way - 

“it is easy for us to see where technology has made rapid 

stride – in communication, transport, efficiency at the work 

place, among others. Its progress has been rapid and 

encompassing that it has permeated the society very deeply. 

Today technology is seen as the fuel for everything. It is not 

going to ebb, and so we will also have to think about what the 

bad consequences can be. It is with some trepidation and 

concern that I see there is a kind of 'euphoria' about the role 

of technology, as if it is a panacea for all ills of the society.” 

The technologists shared great examples of how technology 

benefits almost all areas of life, and it was interesting and very 

insightful to get some contra points to it – Mr. Gartenberg and 

Mr. Narayanan made several references to how technology 

has aided mankind, while the humanists Ms. 

Kumaramangalam and Mr. Vaghul pointed out that no matter 

how much technology progressed, it has not been made 

accessible to the neediest, especially in developing countries. 

For those without access to technology, nor the necessary 

skills and training, technology is disabling, as they are not part 

of the growth.

While technology is here to stay and evolve, liked by some 

and not quite welcomed by some, Mr. Vaghul clearly pointed 

towards the need to start regulating the consequences of 

technology. As an active humanist, his concern was that 

technology does not reach the masses for it to benefit them, 

the way it should. He cited that in developing countries, 

technology does not reach the poor, it isn't pervasive enough 

to be called an enabler. He felt the governments should do 

more to make technology accessible to everyone, no matter 

which stratum of the society they belonged to. 

It was interesting to see that none of the panelists really 

thought technology was a disabler, to Sumit's query if they saw 

technology as 'fait accompli'. 'The problem lies in the hands of 

the respective governments- if they could play a stronger role 

in making technology accessible deep into the remote villages 

and support these programs with the necessary trainings, 

technology can enable rural businesses, improve the 

healthcare system, have more jobs, etc.' – Ms. 

Kumaramangalam pointed out.

'It is exciting to see what one can do with technology', said Mr. 

Gartenberg. He referred to a project Microsoft did in 

Hyderabad recently, for the farming community where they 

used Artificial Intelligence, Machine Learning and Big Data, to 

develop very low cost sensors into the fields that did 

correlations of moisture in the soil, they tested and delivered 

IoT data, corelate with weather patterns which brought about 

dramatic improvements in productivity. Another good example 

is how Whatsapp has helped villages in organizing jobs and 

coordinating activities.

Mr. Narayanan spoke about Dr. Cherian, the famous 

cardiologist from Chennai, India, who has done over 45,000 

cardiac surgeries and the first to do a transplant in India, who 

is now investing in some of the latest technologies in Medicine 

in tissue clearing, manufacturing stents, making it affordable 

and available to the masses by producing it locally. Dr. Cherian 

is currently working on Genomics and the use of nanoparticles 

for biological applications. They are working on magnetizing 

nano particles to be used with protein for it to be magnetically 

directed to the spot in the body where that protein will kill 

cancer cells. His research work is based on using technology 

and making it affordable and accessible to all. Another 

interesting example (on a lighter note) he cited was about a 

company called Unanimous A.I., they use Swarm intelligence 

to predict events or results - they amplify human intelligence, 

empower groups to optimize their collective knowledge, 

wisdom and intuition thru real-time AI systems. Their team was 

asked if their technology could predict the Kentucky Derby 

winners. They took up the challenge on the condition that they 

were allowed to bet. They were allowed to, they predicted the 

winner horses in the exact order, and they won, some of them 

going on to become millionaires.

Ms. Kumaramangalam's work with the women in the rural 

areas threw a lot of light on the need for technology to reach 

India's rural areas. There is tremendous scope for growth and 

business in the rural segments if they were taught how to 

market online. It would help them establish prolific cottage 

industries and bring jobs into the community. 'Without the 

education and access, people find technology a huge barrier', 

she says.

Sumit raised the concern that robotics and AI might evolve 

faster than humans and the huge worry that these 

technologies will supersede human beings, and the panelists 

discussed about the interventions one should look at with the 

growth of these technologies, the need to concentrate on 

developing the individual and social ecosystem as a necessary 

platform. 

'Sometimes technologies like AI go into remote delegation 

tasks, and that's the scary part of it', said Mr. Gartenberg. 'AI 

has that dangerous potential where you take over something 

that you probably would like to have a human in control, for 

e.g. a human being at the steering wheel' he concluded.

'A human brain with its 100 billion neurons is able to operate 

on about 35 watts, whereas the most modern computer chip 

requires 350 MW of power to imitate the human brain. To 

imitate the cognitive capability of a brain isn't something that 

AI can take over easily' said Mr. Narayanan, 'Technology 

expects people to behave responsibly as a user, and if they 

don't, policing will have to happen' he concluded.

You can watch the video here - 

 https://www.youtube.com/watch?v=vzA0-yTe5oE
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