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Editor's Notes 

By Bindu Vijayan

Vignesh has written about  with the cool 

algorithm that knows what is in our pics.  I am as always 

intrigued by technology and its reach – I point my phone at a 

flower and Google Lens tells me what type of flower that is? 

One word – WOW!

Shalini says for an organization to remain in relevance it needs 

to keep changing / evolving, and the right people to create 

change. Change is all about readying and supporting teams 

and individuals and the customized plan to move the 

organization forward successfully, we do so need to be ready 

for change!

We read of 'cyberattacks' and we immediately think of 

offensive groups, individuals, nations in malicious cyber acts. 

Yes, as much as technology is advancing, we also need to be 

smart enough to protect our infrastructure, networks and 

devices against the bad side of technology.  Jayashree writes 

about Infosecurity.

Leadership is such an honorable role, and it is heartbreaking 

for Managers and Leaders when they have to deal with poor 

performers. I have written about Managers and 

low performers and how Leaders may sometimes be tied to 

reasons for poor performances.

The whole play of how people use their influence tactics to 

promote personal or organizational interests - from reaching 

objectives to selling ideas, to increasing their personal power is 

quite intriguing, and Sreeja chose to write on the various types 

of workplace politics and its overwhelming effects.

Anish has written about Petya, the killer ransomware in 

disguise, another intriguing write, read on…

Hope you enjoy this edition.

Google Lens

Blockchain, probably the most suitable technology for 

recording events, transaction processing, and other records 

management activities is on most business's strategy today.  

With it being the most secure in design, digital and 

decentralized, it gives the advantage of lower fee, better 

control of funds, and the luxury of doing away with 

intermediaries.  Distributed ledger organization IOTA is 

partnering with student organizations to research the 

distributed ledger technology. Agrello is on a token sale for its 

native token 'DELTA'. For this edition, Srini and Rajalakshmi 

writes about Blockchain. 

We have moved from physical servers to cloud servers and 

now cloud servers are getting abstracted away by 'Serverless'.  

You have the comfort of not managing the servers anymore, 

and you don't have to keep it running all the time, it works as 

a function, and makes it easy for businesses.  Sourav writes 

about going serverless.
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Blockchain As 
A Service 

Offerings From 
Microsoft & 

IBM

By Srinivasan Sundara Rajan

As the initiatives on Blockchain and smart contracts are high 

on the radars of business and IT leaders, one of the main 

hurdle they face is the inherent complexities in setting up 

distributed database and associated networks using relatively 

new platforms like ethereum, hyper leder, ripple etc.. Existing 

cloud providers filled this gap, with the delivery of "Blockchain 

As A Service" - BaaS as part of their offering. In this context 

two of the major technology players, Microsoft and IBM 

provide Blockchain as a Service. Logically, Microsoft provides 

BaaS on top of existing Azure cloud services and IBM provides 

BaaS on top of Bluemix services, which makes these services 

fit well in to their existing customers as well enable partners to 

build solutions on top of it.

As there is immense potential for Blockchain usage in the 

industries, at this time both players are complimenting each 

other by promoting usage of Blockchain and too early to 

provide opinion on which one is good, however following are 

thoughts about what kind of details provided by the respective 

providers which will help during the proof of concept initiatives 

of the organizations.

Currently there are multiple platforms available for 

development of smart contract and blockchain solutions. As 

customers experiment on blockchain solutions, depending on 

their skills and strategy they are going with different platforms.

as a base. But subsequently they have expanded into other 

platforms like, R3 Corda, Quorum, Chain, BlockApps and 

Hyperledger Fabric. Each of these platforms are available as a 

Azure Resource Manager based templates as well as graphical 

user interface using Azure market places. This makes it easy 

for organizations to experiment on new smart contract 

initiatives. One organization may be part of multiple 

blockchain networks and each of them could be implemented 

using a different platform.

Hyperledger Fabric. Hyperledger Fabric is a blockchain 

framework implementation and one of the Hyperledger 

projects hosted by The Linux Foundation.

Blockchain As A Service:

Blockchain Protocol Support:

Microsoft Azure BaaS

IBM Bluemix BaaS

 initially started with Ethereum platform

unlike Azure, fully revolves around
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While the Blockchain network promotes trust and transparency 

from the business point of view. The underlying network 

infrastructure and topology needs to be carefully planned. This 

helps in determining where the nodes are placed , how nodes 

communicate with each user, which nodes the distributed apps 

connect and submit transactions and other decisions about 

public facing nodes. The following general topologies that 

most organizations can fit their blockchain and smart contract 

solutions.

This is a common topology when divisions in an organization 

do not trust each other, for example when one division is 

auditing another division.

This is the true consortium scenario where each organization 

will have its own footprint , the services deployed must not be 

publicly accessible on the internet, even though 

communication will occur across organizations.

Similar to the above topology, but in industries, enterprises, or 

scenarios where IT requirements allow or require the services 

deployed to be accessible to the public, over the internet. This 

simplifies the network connectivity requirements for the 

distributed system.

of its existing Infrastructure As A Service to provide multiple 

topologies from Ethereum platform perspective. For example 

their multi node consortium template utilizes, Azure Virtual 

Net Gateway, Load Balancer, Network Security Group, Public IP 

Address , Storage Accounts coupled with base virtual 

machines to provide a fully working configuration. Existing 

Azure shops can easily adapt to this architecture as it is built 

using known components and easy to manage.

The template also provides SSH key based authentication such 

that admins can login to any of the nodes, by appropriately 

identifying the port numbers and domain name of the load 

balancer. From a performance perspective, the templates 

provide options to choose the VM size and also storage 

performance options. Using powershell based interface, 

adding new members in to the network can be done by the 

administrators. However beyond Ethereum multi member 

configuration for other platforms like Hyperledger Fabric, 

Quorum are still in basic stages and will improve in the coming 

days.

for Hyperledger Fabric, making it fast and easy to build, run 

and govern business networks while ensuring high levels of 

security, privacy, and performance.

The service enables the creation of blockchain business 

networks with ownership and control distributed across 

different organizations. New networks can be bootstrapped by 

setting up governance rules, inviting members, and 

configuring network policies. This topology also provides High 

availability for various nodes like, peers, ordering service, 

certificate authority.

Probably the biggest time consuming activity that will happen 

for Blockchain initiatives is about the design and development 

of smart contracts. First of all, the whole concept is new and 

the programming constructs that support smart contracts are 

still evolving and hence it is one area which requires lot of 

support from BaaS Providers.

Microsoft Azure BaaS provides the following support for smart 

contract development.

Visual Studio extensions for development in Solidity 

Framework which support development of smart contracts 

for ethereum platform

Nethereum is the .Net integration library for Ethereum, 

simplifying the access and smart contract interaction with 

ethereum nodes.

Hyperledger Fabric utilizes Chaincode for developing and 

deploying smart contracts

Chaincode is initially implemented in Go programming 

language and subsequently available in Java also

IBM provides, Hyperledger Fabric Client SDK APIs to 

interact with a blockchain network on Bluemix.
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Blockchain Topology:

Single organization, multiple departments or divisions:

Smart Contract Development:

IBM Bluemix BaaS provides the following support for smart

contract development.

Multiple organizations, private:

Multiple organizations, public-facing:

Microsoft Azure BaaS

IBM Bluemix BaaS

has effectively utilized the components

provides a complete managed service



Built On Azure Block Chain As a service

Caters to a single organization , being part of multiple 

consortium networks

Support multiple block chain platforms like Ethereum, 

Quorum and work in progress on others like hyperledger

Abstracts technical complexities from business users, 

especially in deploying contracts

Provides role based security

Unified interface across multiple block chain platform

Facilitates easier search of past transactions with the off-

chain meta data

Eliminates security limitations like RPC

Provides IP Level security for submitting contracts

Blockchain as a service from cloud providers makes it easy for 

organizations to quickly create blockchain consortium 

networks and start developing and deploying smart contracts 

on top of them. In this context both IBM and Microsoft have 

taken major steps in promoting Blockchain for enterprises.

The following initiatives are some of the practical usage of 

both Microsoft and IBM blockchain as service and the 

associated technologies.

Indian Banks Create Bankchain a Consortium Blockchain 

Network using Azure Blockchain As A Service

Northern Trust and IBM utilizes Blockchain for Private Equity 

Management

Our organization (www.gavstech.com) has got a proto type

of SCMP (Smart Contract Management Platform) with the

below features;

Summary:

All images are from google
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Bringing 
Blockchains 
Into Clouds

The biggest worry for enterprises in adopting cloud has been 

security, reliability, accountability, compliance, auditability, 

verifiability and acceptance of liability.  Recently I read in 

Economist about Georgia's ambitious plan of using blockchain 

to secure its government records. The moment I read it I was 

wondering what blockchain technology was doing in 

Government database storage. I wondered if Georgia could 

use Blockchain for securing their records, why couldn't the 

enterprises use blockchain to secure their clouds.  It was time 

to move beyond Bitcoin to understand Blockchain and its 

uses. 

Blockchain in essence a ledger of each and every transaction 

that has taken place and it is distributed in the network.  All 

the stakeholders come to a consensus, and the consensus is 

entered into a ledger which thereafter can be accessed by 

anyone in the network in the future. Each block thus 

represents a record in the ledger. The block record contains 

data, along with a timestamp and a cryptographic hash of the 

previous block. The hashes link the chain of blocks together, 

one after another. The uses of Blockchain is thus more 

fundamental and hence it is but natural that the IT majors 

would have already started exploring Blockchain for business 

use.

Gartner Inc. predicted there could be at least one large 

blockchain network with a $10 billion value by 2022 and the 

business value created by blockchain will exceed $176 billion 

by 2025 and will surge to $3.1 trillion by 2030.

Microsoft has already started Project Bletchley, offering 

Blockchain-as-a-Service (Baas) in its Azure platform.  The 

potential of Blockchain were discussed in more detail in the 

panel discussion of Inspire partner conference, which took 

place on July 12th in Washington, D.C.  Yorke Rhodes, 

Microsoft's global strategist for blockchain, and Craig Hajduk, 

a principal program manager for blockchain engineering were 

part of the panel discussion.
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Where we stand today

Photo: Panel Discussion photo. 
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Azure supports a rapidly growing number of distributed 

ledger technologies for addressing specific business and 

technical requirements for operational processes, performance 

and security. Microsoft's BaaS provides a platform for 

organizations to experiment new business processes—backed 

by the capabilities of the Azure cloud platform. Azure's BaaS 

was showcased in an event as a demonstration of how it 

automated the cumbersome credit application and verification 

process of, one of the world's largest banks by Ann 

McCormick, director of trade and supply chain finance at Bank 

of America Merrill Lynch showed a business-to-business 

transaction between Microsoft's Treasury services division, the 

bank and a demo customer.

She said that the pilot validated the potential for blockchain to 

replace the traditional, time-consuming and costly paper-

based letter-of-credit application (that involves a number of 

third-party verification processes including SWIFT banking 

transactions) process eventually. She further added that 

Microsoft's BaaS provided an alternate secure, digitized credit 

application flow through the electronic interchange of 

documents and funds.

The Azure-based BaaS is a collection of ready-to-deploy tool 

and ledger solution within the Microsoft Azure Marketplace. 

The various distributed ledger solutions provide include Azure 

Blockchain Service, Blockchain Foundry Syscoin , BlockApps 

STRATO, Emercoin , Chain Core, Ethcore Parity Ethereum, 

Enterprise Ethereum Alliance Quorum, R3 Corda etc.. Some 

solutions offer free licenses while others include hourly or 

bring-your-own-license.Once the blockchain solution is 

selected, the Azure Management Portal walks the user 

through the steps needed to configure and deploy nodes and 

the Azure users will be able to use the familiar Azure tools to 

manage and monitor the various blockchain nodes. 

The Azure Marketplace also provides access to some 

Blockchain Tools, including Blockstack Core, ConenSys Truffle, 

Blockstack Labs and ether.camp Ethereum Studio.

Though Microsoft's BaaS is designed to work with a range of 

protocols, it has shown a preference for the ethereum 

blockchain, and soft-launched the service at an ethereum 

event in 2015 and can be further understood with the launch 

of Ethereum BaaS (EBaaS). Microsoft is a founding member of 

the Enterprise Ethereum Alliance (EEA) set up to explore 

business adaptations of the public blockchain. It includes many 

Fortune 500 firms and research groups. It includes the likes of 

Intel, J.P. Morgan, Merck KGaA, ConsenSys, Samsung SDS 

DTCC, Cornell University's research group, Toyota Research 

Institute, Deloitte, Accenture, Banco Santander, BNY Mellon, 

ING, National Bank of Canada etc. This group of 116 

enterprises will enable the reaching of a common set of 

standards and tools that could be reusable to build 

blockchains. 

IBM too has made headlines with its unveiling of IBM BaaS. 

IBM Bluemix has already been supporting Blockchain 

implementations in its platform since 2016, but with its BaaS it 

launched its own service in Bluemix. It has been based on the 

open source Hyperledger Fabric. IBM is also offering a set of 

tools make it easier to manage blockchain implementations. 

These include policies for administrators to set up blockchain 

networks, assign roles and levels of visibility, manage 

membership and enforce compliance.

IBM also intends to launch Fabric Composer in a bigger scale. 

It is a platform for making APIs that can integrate with the 

hosted blockchain service. It helps users to easily define and 

model business networks. Thus IBM could host the cloud-

based secure infrastructure that blockchain implementations 

would run on. IBM Global Financing, the world's largest 

technology Financier was able to reduce to time spend on 

resolving financial disputes by 75%.

IBM Blockchain service in Bluemix
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SAP too has launched BaaS in its cloud services in May.

The offering is part of the new SAP Leonardo product line, 

launched at this year's Sapphire end user conference.  

A simple use case is the ordering of new inventory in Supply 

Chain. The SAP Blockchain can help in ensuring the validation 

of the order through a digital signature and facilitate the order 

getting through to the company's network of suppliers. If, 

different suppliers submit their offers directly to blockchain, 

then the actual order is anchored in the distributed ledger as 

well. New suppliers will need to be on-boarded onto the 

blockchain network once, and can then benefit from the built-

in trust when interacting with other participants, subsequently.

The underlying technology of IBM and SAP Blockchain is 

based on Hyperledger. It is an open-source initiative to create 

a standardized, open, and enterprise-grade distributed ledger 

code-base and framework to be used across industries. It is 

overseen by The Linux Foundation, its members include the 

likes of IBM, Intel, Samsung, Red Hat, VMware, JPMorgan, 

Wells Fargo, Bloq and a host of others. 

Amazon has started its own travel down the Blockchain road. 

Amazon Web Services (AWS) has been working closely with 

various blockchain startups to enable the use of its 

infrastructure for developing blockchain technology. It has 

partnered with Digital Currency Group (DCG) to offer a 

blockchain experimentation environment for enterprises. 

Furthermore blockchain providers Eris Industries uses the 

Amazon Market place to offer its services. 

Storj is the world's first decentralized blockchain cloud storage 

that offers an end-to-end encrypted, distributed object 

storage, where only the data owner has access to the data. 

Files are stored on storages in network by individuals who 

have unused hard disk space, and have been willing to rent 

out to the network. These willing farmers download a program 

called DriveShare and instruct the DriveShare program on how 

much disk space and network bandwidth could be lend to the 

network. 

The farmers have zero access to the data that they're hosting. 

Moreover as the files being stored are broken into multiple 

pieces and encrypted before storage, the files become more 

secure. The files are distributed using the blockchain 

algorithm. Storage customers choose how many farmers they 

would like to host their data and how long they would like to 

do it and as long as the micro payments are done, the files 

would be remembered.

They are paid through the Storj coins based on how much 

customer data they host, these Storj coins can be traded to 

bitcoin and/or other alternative coins in the cryptocurrency 

exchanges.
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Blockchain services in AWS

The Georgian government discussed previously is being 

helped by the technology firm “BitFury” to increase 

transparency in the way Government conducts its business. 

The project is being followed with interest by all the 

proponents of blockchain as its success would signal arrival of 

blockchain technology for Government infrastructure.

The use of Microsoft BaaS gives a positive impression to the 

fact that blockchain networks can significantly simplify and 

reduce the cost incurred applying for credit in a B2B 

transaction involving more than two parties.

The future

SAP Blockchain can be used to simplify various complex multi-

party processes and thus create trust among the participants. 

Blockchain could be used to enact smart contract orders 

and/or pay for goods. IBM's dispute resolution shows that the 

visibility that is got from end to end into the transaction 

lifecycle can save time and transaction cost. Meanwhile Storj 

gives a case of using the underlying technology for data 

storage purposes.

It is computationally impossible for a single 

stakeholder(without everybody's consensus) in the Blockchain  

to go back and change the history, thus making Blockchain 

ledgers highly secure, accountable, complaint, auditable, 

verifiable and making the collective set of users who were part 

of the initial consensus liable.Thus blockchain enhances the 

value proposition of Cloud. A blockchain based cloud 

computing system will thus give complete traceability of the 

system.

It is not without its hiccups. Blockchain is still in its nascent 

stages as everything is just as its Proof of Concept point. More 

real world applications will only show what the technology can 

achieve. Moreover, for Blockchain to enhance each and every 

cloud - the storage, network and compute requirements 

points to a scale that will be humungous. But we have 

exponentially progressed in these frontiers. As more and more 

R&D money goes into this promising technology, we could be 

looking at a new technology that could revolutionize the way 

clouds are used. If the combo of Cloud and Blockchain is 

found we may be looking at the ultimate answer-   cheap and 

secure storage!



Hasta la Vista, 
Servers… Hola 

Server-Less!

Servers. They've existed since the beginning of time. At time T 

= 0, there was nothing. And then, bam! God created a 

ginormous server that started dishing out galaxies and stars 

and planets and comets, basically all the cosmic stuff out 

there. Ever since then, servers are everywhere. Talking on the 

phone to someone? Yup, there's a server relaying your 

messages to and fro.

Going to a restaurant and ordering some food? Bingo, there's 

a server in there as well, who'll take you to your table, take 

your order, make sure it is prepared and delivered to you in 

time before you demand to see the manager. Firing up that 

shopping app on your smartphone and ordering some stuff 

you don't need with money you don't have to impress people 

who don't care? Plenty of servers in that mix as well, my friend. 

I could give you a billion more examples of servers, but that 

would prevent me from getting to the crux of the matter 

which is our world is utterly and completely dominated by 

servers. There's no doubt about that.

So when someone throws in a word like server-less in casual 

conversation, people generally tend to have two types of 

reactions. One reaction is where their coffee spurts out of their 

nose & mouth like a fountain, and they spend the remainder 

of the day coughing painfully & cursing the idiot who came up 

with an idea as idiotic as that. The other is where people 

literally spend hours rolling on the floor, laughing their butts 

off at an idea which for them is as comical as comical gets, 

and then remembering that they actually have to work for a 

living, at which point they conveniently forget anything about 

servers and server-less, and go back to their day-jobs.

You see, in a world where servers are omnipresent, a word 

such as server-less is mostly misinterpreted as an oxymoron. 

As in, a figure of speech in which apparently contradictory 

terms appear in conjunction. Which is easy to see why. As 

servers do everything today, from sending and receiving 

millions of emails every day to keeping track of your online 

purchase orders, from providing failsafe, secure & 

uninterrupted online banking services to millions to listing 

your favorite movies online, a word, let alone a concept, such 

as server-less is bound to ruffle many feathers.

However, fret not. Server-less is very real. The phrase “server-

less” doesn't mean servers are no longer involved. It simply 

means that developers no longer have to think that much 

about them. Server-less architectures refer to applications that 

significantly depend on third-party services (knows as Backend 

as a Service or "BaaS") or on custom code that's run in 

ephemeral containers (Function as a Service or "FaaS"), the 

best known vendor host of which currently is AWS Lambda. 

By Sourav Bhattacharya
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A number of other vendors have also launched server-less 

computing platforms since 2015 - Google Cloud Functions, 

IBM's OpenWhisk, and Microsoft's Azure Functions. Currently, 

many developers say they spend too much time managing 

servers and tending to other infrastructure issues. Server-less 

computing helps to reduce this time down to close to zero, 

allowing developers to do what they enjoy doing -- writing 

code and creating the "next big thing.”

Server-less computing is rapidly gaining momentum for 

event-driven programming. For the last decade, software 

teams have been on a march away from the practice of 

directly managing hardware in data centers toward renting 

compute capacity from Infrastructure as a Service (IaaS) 

vendors such as Amazon Web Services (AWS) and Microsoft 

Azure. It is rare that a software team creates unique value by 

managing hardware directly, so the opportunity to offload that 

undifferentiated heavy lifting to IaaS vendors has been 

welcomed by software teams worldwide.

The first wave of moving to IaaS involved replicating data 

center practices in the cloud. For example, a team that had 10 

machines in its data center might create 10 VMs in an IaaS and 

copy each server to the cloud one by one. This worked well 

enough, but it didn't take long for the industry to realize that 

IaaS is not just a way to offload hardware management. 

Instead, it is a fundamentally different way to build 

applications, offering far greater opportunities. Server-less 

computing is the next step in this journey. With server-less 

computing, rather than allocating virtual machines and 

deploying code to them, the software team just uploads 

functions and lets the IaaS vendor figure out how to deploy 

and run those functions.

The IaaS provider is also responsible for scaling the 

infrastructure so functions perform as expected no matter how 

frequently they are called. All the software team has to worry 

about is writing the code and uploading it to the IaaS vendor.

The promise of server-less computing is to allow teams to 

entirely stop thinking about the machinery the code runs on: 

how many machines are needed at peak times, whether those 

machines have been patched, whether the machines have the 

right security settings, and so on. Instead, the team just 

focuses on making the code great, while the IaaS vendor is 

responsible for running it at scale.

In the world of managing machines, this imposes an 

unwelcome burden on software teams: they must not only 

manage the machines, but also make bets about the kinds of 

capacity they will need for the next year and enter into long-

term contracts with their IaaS vendor. If a team over-estimates 

the need, it wastes money buying reserved capacity that won't 

be used. Conversely, if a team under-estimates the need, it 

has to pay full “retail” price to add capacity outside the 

contract. This financial gamesmanship is a well-known and 

unpleasant reality for people managing IaaS spend.

Server-less computing eliminates the need for such 

gamesmanship. In the server-less world, the team just uploads 

code, and there is no need to think in advance about capacity 

or make years-long server reservation contracts. The cost 

savings here can be dramatic. For example, projects costing 

$5,000 a month on reserved VM instances can go down to 

closer to $200 a month in fees for the server-less computing 

model. 
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Also, as the event triggered containers are 3rd party managed 

the developer can focus on the functional aspects of his/her 

code, rather than having to also develop backend or other 

functionality. Similarly, as 3rd party providers will invoke the 

server infrastructure that is needed to cater for the event 

triggered, there is no need to having to deal with scaling, it is 

all automatic and built-in.

Finally, in a full server-less model (everything API based) there 

is no need for any system related admin. There are no bash 

shell scripts, stopping and starting services etc. – all that is 

needed is to compile, zip and upload your code to a FaaS 

platform.

As with any piece of technology, there are bound to be certain 

disadvantages. Server-less is not all roses. With no servers 

comes great responsibility. Complexity increases. The smaller 

we take things, the more complex the entire system becomes. 

The code on a per function basis gets simpler, but the system 

as a whole gets more complex. This is the same issue with 

micro services.

If you break an app into 10 micro services let's say, you know 

have 10 different apps to manage! Managing 1 monolithic app 

was a piece of cake compared to managing 10 smaller apps. 

Also, economies of scale in a BaaS and FaaS model can only 

be achieved if the (backend / function) code is running on 

shared infrastructure. This however can mean that customers 

with significant security requirements have limited options or 

are not able to apply a public BaaS / FaaS model.

As I see it, server-less has the potential to revolutionize the 

way that we write and deploy code. However, server-less 

computing is not for every company, never mind for every 

developer. Far more important in evaluating this technology is 

the fact that most applications are simply not suitable for this 

distribution method. At the very least they need to be 'cloud-

native' applications. We're no longer thinking in terms of apps 

and API's or long running processes, instead we're thinking in 

terms of functions that can respond to requests and process 

data based on events. We're thinking of new deployment 

models and new systems to manage small chunks of code that 

run for short periods of time. Five years ago, we planted the 

seeds for a server-less future, and that future has arrived.

All images are from google
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Google Lens

Over the years algorithm based devices have migrated to 

operate in Machine Learning technology. Machine Learning is 

all about instructing the device to learn and behave in 

standard ways to certain pre-defined situations. But as time 

passed by and when Artificial Intelligence (AI) came into 

existence, the devices were redesigned to comply with this 

technology as the performance of the devices were much 

appreciated and proved to be noteworthy. 

Augmented reality has been the talk of the town for quite 

some time as it conjuncts the real world with the virtual one. 

Augmented Reality doesn't just elevate user experience to the 

next level but the modern developments in it also allows it's 

device to scan objects in real world to incorporate them into 

the virtual world. They would even sense and scan body 

movements in real world and would connect them with the 

virtual world.

Google was one of the few companies who had the guts to 

explore the Search Engine Optimization (SEO) area of the 

internet to offer its users the best and the most creative 

experiences. 

Even though Google was successfully able to introduce their 

own browser, the Chromium or the Chrome (as popularly 

known) people were still using this application more like a 

search engine rather than a multipurpose tool. So, they 

decided to shed their search engine tag and move on to 

achieve their next target.
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"All of Google was built because we started understanding text 

and web pages. So the fact that computers can understand 

images and videos has profound implications for our core 

mission,"-Sundar Pichai

- CEO, Google Inc. at Google’s Developer Conference.

Google Lens- the third eye of Google that does more than

just scanning

Augmented Reality- The real visual Treat

For Google, technology should be the way they want it

By Vignesh Narayanan



As the world started using google just merely as a tool to 

search in the web, its makers decided to elevate its status to a 

different level altogether. So, they wanted to make sure that 

the gap that existed between humans and the internet gets 

reduced. It was very clear, with the launch of Google Lens that 

Google is indeed making changes in their main application of 

web searching to make it less device centric.

If you can compare the earlier apps by Google, you would be 

able to find that the apps were all designed in a way that they 

are mostly device centric and always depended on a device-

based Artificial Intelligence alone. But 'Lens' on the other 

hand, utilized the features and applications of Augmented 

Reality coupled with Artificial Intelligence.

Lens is excellent at what we all know google is good at; a 

picture shot using a mobile which has Google Lens in it will 

provide the user information about the various objects present 

in the image. This gives the user the advantage of 

understanding things easily by taking their pictures instead of 

going the conservative way to search using the Google search 

toolbar.

While trying to know more about what Lens could really do 

differently when compared to the voice search or the toolbar 

search, I found that while using a toolbar search or a voice 

search, Google can really bring some irrelevant data at times, 

which may totally be out of context . But with the Lens 

application one can easily capture what he really needs to 

search in the  World Wide Web. The results are always going 

to be more precise and useful rather from a normal search 

using keywords.

Augmented Reality is the latest trend in video games and in 

your mobile phones too, as it allows the user to enjoy a better 

level of gaming experience in a more sophisticated way. This 

fancy has captured Google's attention as well. Lens brings you 

Google's use of AI and Augmented Reality that enriches the 

customer experience by conjuncting the virtual world with the 

physical world. Even though the motto of Google's application 

has changed, the company has never compromised to stay 

away from where its roots are; Web Searching. 

If you believe that the whatsapp Emotions is the latest trend 

that is followed widely by all the youngsters, Google thinks so 

too. Lens is a brain child of an intellectual idea about pictorial 

communication. Lens is Google's augmented reality to retrieve 

information from the web.

When a Google Lens user shoots a picture of a mountain, 

initially the image gets saved in the phone's  memory. Now 

after the integration of Google Lens with Google Photos, the 

various sections of that image is analyzed and thoroughly 

read. This is where Google thinks differently from a normal 

application. Now it searches the web to get information about 

the various sections in the image. This searching process is 

done by Google itself- a typical analogy of a person using a 

google search site. Now with the help of this information 

various parts of the picture are tagged with their 

corresponding search results.

Now this data can be made available for any other application 

that is installed in the mobile phone to use for processing or 

can be simply sent as a whatsapp message, used in a 

Facebook post or saved as a note.

The Inflection Point with vision- The future of google search

is going to become question-less

Google Lens- Already a grand success!

Lens' fancy working and its integration with Google Photos

Voice search vs. Google Lens

Text searching now becomes image searching
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Now having synchronized Lens with Google Photos, Lens can 

also be used to search for information in other pictures that 

were not shot with Lens. The other basic helpful, yet so 

amazing uses of Google Lens as stated by the CEO himself in 

the Conference is as follows:

Tells you what species a flower is, just by viewing the 

flower through your phone's camera

Reads a complicated Wi-Fi password through your 

phone's camera and automatically logs you into the 

network

Offers you reviews and other information about the 

restaurant or retail store across the street, by just flashing 

your camera over the place

When every company the world over is thinking about moving 

to a newer technology for a better future, here is one of the 

world's biggest software giants who is trying to exploit an 

already used technology in different levels. This clearly shows 

how a winner sees an opportunity in a situation that was seen 

as an exploited one by others.

https://techcrunch.com

https://www.recode.net

All Images are from Google
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The Change 
Challenge

To most of us, organizational change is the process of 

planning and implementing change in the organization, yet, 

the point forgotten by most of us is, this comes with a 

challenge. Implementing this change should come in such a 

way as to minimize employee resistance and cost while 

simultaneously maximizing the effectiveness of change effort.

So, what are the true challenges? Firstly, by understanding that 

the organization to remain in relevance is the need for 

change, while quality and relevance can't be subscribed to or 

spotted by an algorithm, all that change requires is, people to 

create it.  Subsequently, this can be achieved by allowing 

people to focus their energy on what needs to change and 

what they can do to help make the change successful.  

We are all aware of what happens when a group of change 

initiators think, explore and debate about a particular change, 

and announce for a new initiative: Those who were not part of 

the discussions and are not familiar with all of the reasons for 

this change, offer resistance to the new change.

The only effective way to overcome this is, by taking time to 

address concerns. Thus, leaders can improve the odds of 

success for the next change initiative by getting everyone on 

board and moving in the right direction. 

By Shalini Milcah S
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What is the change? Why is it needed? What's wrong with the 

way things are now? How much and how fast does the 

organization need to change? Challenging the traditional 

approach goes along with challenging the emotions, status 

and prestige associated with the approach.That is not typically 

welcome. People don't want to be told that a change is good 

until they understand it. In the absence of clear and factual 

communication, the tendency of each individual is to frame 

one's own information about the change. 

Beating the communication breakdown means addressing the 

information concerns by not just focusing on one's own point 

of view to the exclusion of all others. Leadership stories – a 

story that explains why the story of the past is no longer viable 

and stress on the new way of operating, can get inside 

people's minds and change the way they think and in the 

process create or recreate the organization. Consequently, the 

story listeners begin to imagine what the future could be if the 

relevant change idea is implemented, for it is they who do the 

hard work of inventing a new future.

What's in it for me to change? Will I win or lose? Will that look 

good? How will I find time to implement change? Should I 

have to learn new skills? And, can I do it?  It's normal for 

people to first focus on what they're going to lose instead of 

what they might gain. 

As an organizational change is announced, people tend to 

think that their existing personal and organizational 

commitments are being threatened. Those with such personal 

concerns want to know how the change will play out for them, 

wondering if they have the required skills and resources for its 

implementation, and so on.  Negative stories won't generate 

positive actions.  Therefore, these personal concerns have to 

be surfaced and addressed. 'Go Personal!'

Here are a few heads-up on making the successful 

organizational change: How will the system and organizational structure change?  

What do I do first, second, third? How do I manage all the 

details? What happens if it doesn't work as planned? Where 

do I go for help? How long? Once convinced, people are 

often ready to hear information on the details involved in 

implementing the change like how the thinking behind this 

change has been tested and also information on where to go 

for technical assistance and solutions to rising problems.

Planning ahead would greatly benefit in creating a proper 

response plan, thus become proactive, else without proper 

planning, it gets difficult to respond to challenges and simply 

be reactive. Planning our actions also help the individual and 

the organization become assertive in taking risks and saying 

no to either conservative or aggressive approaches.  It can 

also contribute to improved performance by giving enough 

time to develop right teams and time for revising and 

updating the plan regularly. By planning ahead, we plan for 

success.

Is the effort worth it? Are we making progress? Is the change 

making a difference? Are things getting any better?  After 

implementation, it's usually the impact concerns that arise 

from people's focus on relevance and payoff.  At this stage, 

people will want to sell the benefits of the change based on 

the merits of the achievement.

If the change did not positively impact results, it will be more 

difficult to carry on further.  When the focus is now on 

evaluation, being prepared to share early wins or proof that 

the change is making a positive difference will keep the 

change initiative moving forward.

Who else should be involved?  How can we work with others 

to get them involved in what we are doing? When the change 

begins to make some difference with the evidence of moving 

the organization in the right direction, a momentum starts to 

build; thus, more questions and ideas focused on coordination 

and cooperation with others tend to pop-up. 

This is all about getting everyone on the same page, setting 

smart expectations, using technical tools and being open 

about everything. 

“Without continual growth and progress, such words as 

improvement, achievement, and success have no meaning” - 

Benjamin Franklin 
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Raise the bars on communication breakdown

The Implementation – Plan your action

Addressing Impact Concerns – Sell the change!

Collaborate Smartly – Spread the word

Addressing Personal Concerns



The concept of collaboration can simply begin by redefining 

the role of each person of the team in contributing something 

of value, a value-addition that will produce a successful 

outcome. Focusing on creating a productive and cohesive 

team greatly contributes to the organization's overall success, 

therefore it must be encouraged.

During the course of any change, a number of learnings 

usually occur.  Continuous and manageable improvements 

contribute to consistently making new progress.  So, always 

take advantage of the available opportunities.

How can the change be refined? How can the original idea be 

improved? How do we make the change even better?  

Refinement questions are a good sign that indicates the 

organization is focused on continuous improvement. 

The best way to see this is through a sports metaphor. You 

may have practiced for years to be a good runner. You can win 

the race, you have good form, you train regularly and you're 

dedicated.  What happens when a new runner comes along? 

Their shoes are equipped with padding that provides them 

more of a lift with each step. It improves their performance 

though it may just be tiny increments, but a runner with the 

new shoes still ends up beating you.  The tape doesn't care if 

you were only a few seconds behind. Somebody else crossed 

it before you.

We've probably heard this before, but it's worth repeating 

here: “People who help to plan the battle rarely battle the plan. 

While dealing with people's concerns about change may seem 

like a lot of hand-holding, it's important for leaders to 

remember that they too had to process information and 

personal concerns before they were ready to discuss impact 

and implementation.

If leaders can diagnose people's stages of concern about a 

change and respond with the right information at the right 

time, they can dramatically improve everyone's trust and 

participation. This will allow people to refocus their energy on 

what needs to change and what they can do to help make the 

change successful.”

When we invite the valuable lessons that come from failure, 

creativity and innovation soar – Learning occurs!

Refine for Success

Give your next change initiative its best chance

https://www.forbes.com/sites/stevedenning/2011/07/25/the

-four-stories-you-need-to-lead-deep-organizational-

change/#4b5b410f53b2

https://www.fastcompany.com/3015083/6-steps-for-

successfully-bringing-change-to-your-company

All images are from google
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Secure Your 
Success

Gone are the times when security was top priority only for 

Security experts and CIO's. Today, every executive, irrespective 

of their domain and specialization, worry about information 

security. This has been especially true after the recent 

ransomware attacks. Ransomware such as Matrix, Wannacry, 

Petya etc., have scared civilians and Governments alike. 

Hackers are not lone geeks or illegal hacking groups that lurk 

in the underground anymore. “These days nation-state driven 

warfare is also on the rise,” opines Ed Skoudis, who has trained 

more than twelve thousand people on cyber security and 

incidence response. Worms and viruses like Shamoon, Stuxnet, 

Gause, Flame, etc., has opened our eyes to cyber espionage, 

cyber warfare and the involvement of entire countries in 

cybercrime.

Let us logically break down this very real and ever looming 

threat and explore some solutions as well.

According to experts from Regis university, College of 

Computer & Information systems, the motivation to hack 

could be political, financial, or ideological. When asked why do 

you want to climb mount Everest, the famous Mountaineer 

George Mallory said, “Because it is there”. The reason some 

hackers try and penetrate networks is just because they're 

there.

To prove their mettle, to test their skills, and to advertise 

themselves when they do not have an affiliation with a hacker 

network. Sometimes disgruntled employees and the likes do it 

for revenge. But more often than not, the motives are 

financial. Hackers try to get information that could be of 

financial value to them. Or in the ransomwares' case, they 

encrypt information of value to the victim, and demand a 

ransom to give it back to them.
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Why would hackers want access to your company's

information?

By Jayashree S



Now this is a much more difficult to answer than the previous 

one. Offensive forensics, Misattribution, seemingly small 

attacks on IT infrastructure that result in kinetic impact, large 

scale DDos attacks, password leaks & breaches and social 

engineering attacks are some of the attacks that worry 

information security experts like Ed Skoudis and Johannes 

Ullrich, chief research officer at SANS institute (As stated on 

this webcast on SANS institute's site ).

A simple technique like leaving USB drives outside offices and 

in parking lots can lead them to gain access to a goldmine of 

information. Researchers dropped about 300 USB drives 

around the University of Illinois Urbana-Champaign campus, in 

an experiment. It took only six minutes for someone to get 

one of the drives and plug it in somewhere. Out of all the 

dropped drives, 48% were picked up and used.  If those USB 

sticks had a malware planted in them, plugging them to a 

network device would open the door to hackers to the entire 

network. Such techniques where hackers manipulate unwitty 

users into performing something that would in-turn enable 

them to gain access to the data/systems/network they want, is 

called, Social engineering.

Elie Bursztein, who heads the anti-abuse research team at 

Google, who also worked on the study, was shocked by the 

outcome of the experiment. "This surprisingly high conversion 

rate demonstrates that USB drop attacks are a real threat and 

underscores the importance of educating users on the risk of 

plugging in untrusted USB devices,”

In stark contrast to the simple techniques in social 

engineering, Offensive forensics are techniques hackers 

employ to take control of the forensic tools themselves. 

https://t.co/0g0wFWDkJc

Digital forensics involves finding, recovering and studying the 

information found in digital devices. The tools used in the field 

are better equipped to access the file systems since they're 

designed to recover digital evidence. Say you're trying to 

recover some wrongly deleted data using a tool. What if that 

the tool gets hacked? It'll open the doors to the entire file 

system. 

Misattribution is deliberately attributing the wrong source for 

the cyber threat. For example, when a nation state is trying to 

use spyware, they would leave errors in the code on purpose, 

so that it would look like the work of rookies and not strong 

nations using professionals. 

Perhaps the most threatening of the lot, are hacking of infra 

systems leading to a cascading kinetic impact, even though 

they look relatively small and harmless. For example, imagine 

the infrastructure in an operating theatre of a hospital with a 

few tens of systems on the network, with a doctor remotely 

performing a surgical procedure on a patient. If hacked, the 

hackers perform the surgery on the patient, cutting off the 

doctor. The operations coming to a standstill is not the worst 

of the endless possibilities of outcomes. Imagine the control 

tower of an airport being hacked. The possibilities are too 

appalling to imagine.

Getting a good information security solution in place would be 

one of the most obvious things to safeguard your enterprise 

infrastructure. There is no super tool or solution out there that 

you can use to protect your entire environment. And there is 

no such thing called the best security solution either. Indeed, 

there are several good tools and solutions in the market, 

including open source tools. But choosing the right one for 

your environment, is a giant task and is best left to the 

experts.

What are the techniques that are employed to gain access

to your company's information? 

How do I secure my enterprise infrastructure?
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"You can't blindly suggest one tool for all clients. It totally 

depends on the organization and the choice would vary 

based on their domain, size, and a lot many factors", says 

Aravindh Subramanian, Associate manager – Information 

Security, Security Operations Center at GAVS technologies. 

Having an enterprise security solution installed doesn't ensure 

complete safety. Sometimes more than one software need to 

be used. You may need to safeguard your network with an 

entire system of tools, policies and procedures to ensure safety 

and minimize risks. This is known as Information Security 

Management System (ISMS) which aims at ensuring business 

continuity in the event of breaches and such incidents.

Of course, encrypting confidential data and following the least 

privilege principle (only the least required amount of access 

rights to data is provided to people and revoked immediately 

when appropriate) only makes sense to be made part of the 

ISMS. Sadly, such simple and highly important policies may not 

be part of the ISMS when you don't choose the right IT 

partner. 

In fact, even storage encryption may not be enough. In 

addition to encrypting the data at the storage level, Aravindh 

suggests transaction level encryption for organizations. He 

says, "Yes, there is a trade-off between time and the security 

factor here. Encrypted transactions will take longer than 

ordinary ones, but I think the security is worth it".

The backups also need to be safeguarded at the same level as 

your primary data. Caution needs to be exercised in choosing 

backup locations, technologies and backup software. For small 

and mid-sized organizations, it makes sense to go for a cloud 

based backup services provider, especially for tertiary backups. 

Often, pricing models and performance are given more 

weightage when choosing a vendor while security takes a 

backseat.

It's important to check what kind of security measures are in 

place at their location, what technology they use to 

authenticate users, how often they conduct penetration tests, 

are their policies ISO 27001 and ISO 9001 compliant? There 

might be other rules that your vendor needs to comply with, 

depending on your domain, say HIPAA for healthcare 

organizations. This is another task best left to the experts. 

After all the appropriate security measures are in place, the 

people who interact with the environment regularly, need to 

be trained. In fact, GAVS trains its staff to identify and report 

attacks right during their induction. They are educated on the 

types of attacks; the tools used in the environment and are 

encouraged to report their suspicions even when they aren't 

sure. Everybody is aware of whom to call and what to do and 

what not to do.

These kinds of activities are a non-luxury that every 

organization needs to invest on. Without this simple and 

inexpensive step, no environment is safe, no matter how good 

the technology used is. Being digitally secure is one of the 

necessities in making your organization a success.
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Leaders, 
Managers, 

Teams And Low 
Performers A successful organization is about a common goal, a shared 

vision, complete transparency and everyone pulling their 

weight, and often it is just not enough if we are focused on 

our individual performance, it so happens that being a team 

member or a leader, we find ourselves having to make sure 

that the others are performing as well.

So, it is just not about ourselves and the relationship we share 

with those we have a good rapport with, but you find yourself 

having to inspire those who might be a little less positive than 

yourself, the lazy ones, the ones always late to work, the ones 

who are never enthusiastic about anything at large. As a 

Manager it can be very confusing as to how you treat 

someone who is showing little enthusiasm to scale up – what 

do you do! 

Team dynamics is complicated, and the dynamics of low 

performers even more. To deal with it in all fairness, I believe 

we can’t define people by few failures, and Leaders are in 

some complex ways tied to reasons for poor performances.  

Yes, as leaders we take a lot of curve balls, its a super-power 

role of sorts, and we work to pull everyone up the ladder. 

There is a very interesting book called 'Dare to Serve' by 

Cheryl Bachelder – a main key to her leadership culture of 

success was her conscious decision to create a new workplace 

with outcomes measured.  Employees are treated with great 

respect and dignity, and challenged to be high performers.  

The result – collaboration increased with the workers being 

highly valued, the system grew a management who listened, 

and they did away working in silos and the resultant 

disconnect. 

As Managers, our primary responsibility is to the company, 

and with it comes the all-important performance targets.  

While we are busy with our own individual targets, Managers 

are responsible for collective targets, and with persistent low 

performers in the team, we are putting the organization at 

risk. A Manager's success depends on her team, and a team's 

success depends on it's collective output. 

By Bindu Vijayan
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It just takes one or two in a team to bring the whole team 

down with their poor performance and negative attitude 

which eventually turns to unrest.  Though you as a Manager 

can't do the job for them, yet you are responsible for their 

success, and so comes the need to understand each one's 

personality and their true capabilities in order to help them be 

successful. 

When weak performers are tolerated, that's acceptance of low 

performance, and it slowly breaks down the team morale as it 

eventually conveys that the leader isn't very serious about her 

targets and goals.

I think it is extremely important to create an expectation of 

super performance.  You need to set one tempo for all; sadly, 

poor performers also include all types – the sly, the 

manipulative, the lazy, those with genuine personal problems, 

and many more, and it is up to the Manager to mine them all 

into super productivity. A herculean task of course…

On the other end of the spectrum, take Managers with 

negative behaviors – those who abuse their power. Their 

progression involves more and more psychological distance 

from their teams, they overlook team members who do not 

cater to their egos, everybody becomes a means to their 

ends, they favor some and ignore the rest, and it ultimately 

results in the team's incivility. Trusted team members who 

usually help keep Mangers be accountable about how they 

behave leave, and the entire pulse of the organization reflects 

power induced abuse.

I have wondered so often what causes the mismatch amongst 

teams where the friction is palpable enough to have a knife 

cut through it!  Teams from different geos might have 

problems with their communication styles (some countries 

don't express directly when it is a 'no', where as in the west 

they are more direct), language fluency (very often when you 

are not fluent in the language and struggling to express, there 

are chances of prejudice, some people don't take you seriously 

when they should), culture gaps, managerial styles (some 

teams want to be led while some don't need the hierarchical 

structure), different styles of decision making (some are very 

quick with their decision and stick with it and make it work, 

while others take a very long time to decide which again can 

be seen as 'unnecessary delay').

So, what is that inspiring balance in people that make great 

leadership styles? Constant and transparent communication to 

begin with, creating an expectation of super performance from 

everyone, a constant sense of challenge to keep the team alive, 

strong and great quality friendships with every individual as 

opposed to promoting personal friendships with some, are 

some of the structural aspects for a great Manger – team 

relationship.

Assign projects and tasks to those who are ready to work 

rather than having them lie around undone, yes, but don't 

breed unworthiness with misplaced leniency.  Teams look to 

managerial intervention for their comfort levels with work and 

work culture, and being allowed to be hoodwinked by the 

manipulative is eventual trouble.  A general acceptance of 

lethargy, personal favors from Managers, etc. runs down the 

team morale, it implies lack of discipline.  Having said all that, I 

agree it is difficult to intervene and heartbreaking to plan exit 

options, which is why it is important to establish an 

expectation of high performance levels from the beginning.  

Do you as a Manager know who the critical change drivers, 

honest, high performers and the self-motivated are? Are you 

ready to accept their importance, would the performers in 

your team believe that they can depend on you to go to bat 

for great ideas? Do the leaders of a company value differences 

and recognize them enough to want to retain them?  

Here is a wonderful example of great leadership - Elon Musk is 

at 8th place with a 98% approval rating on the ranking of 

employees' fav CEOs at 'Glassdoor'.  Musk's advice for the 

new leaders;

Hire people who are smarter than you (he challenges his HR 

to hire people who are better than themselves to make the 

company better with each hire!

Not to go with the flow (never to blindly follow trends, and to 

always challenge and question the status quo, to give your 

business new insights and smarter goals). 

He says “Ultimately, as a leader your job is to make it possible 

for your employees to do their best work. We want our leaders 

to find ways of motivating and inspiring their teams, reduce the 

noise in their work and help remove blockers. If you are a 

manager or leading at any level at SpaceX, we stress that your 

team is not there to serve you. You are there to serve your 

team and help them do the best possible job for the company. 

This applies to me most of all. Leaders are also expected to 

work harder than those who report to them and always make 

sure that their needs are taken care of before yours, thus 

leading by example."
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And Musk doesn't shy away from being open and completely 

transparent with his workforce, he is emotional about them 

and never hesitates to communicate openly. I think emotional 

intelligence in Leaders is very important, sometimes, as 

leaders, we don't communicate on time with the sense of 

urgency that the situation might require. Delayed empathy 

robs the heart out of critical situations…

Here is an excerpt from a letter Musk wrote to his employees 

“No words can express how much I care about your safety and 

wellbeing. It breaks my heart when someone is injured building 

cars and trying their best to make Tesla successful. Going 

forward, I've asked that every injury be reported directly to me, 

without exception.

I'm meeting with the safety team every week and would like to 

meet every injured person as soon as they are well, so that I 

can understand from them exactly what we need to do to make 

it better. I will then go down to the production line and 

perform the same task that they perform. This is what all 

managers at Tesla should do as a matter of course. At Tesla, we 

lead from the front line, not from some safe and comfortable 

ivory tower. Managers must always put their team's safety 

above their own.”

Research shows that happy employees think “I am valued as a 

human being, there is always open communication, the 

management is real with us, they are interested in our 

career progress, in our ideas…”  How often do we see the 

leaders turn the spotlight on their people? Do we share 

information that would make them feel involved, share power 

and status to help others? Team members want to know that 

their work is respected and that their contribution is 

recognized.

They want Leaders and Managers who involve themselves in 

their teams' work, people who are curious about what their 

team thinks and how they do stuff, people who spends time to 

understand if their teams are happy, if they are learning, and 

what they can do for your future with them.

That's how a leader earns a lot of followers, and with followers, 

they usually are very well informed and are able to take the 

right decisions for the organization. 

Asking for feedback though is textbook, but when you 

consider it and drive changes, that's responsible leadership.  

You want to know what's working and what's not, and not 

make it a mere line item during meetings.

To me, one of the main reasons for teams and people to fall 

apart is lack of trust. 'The speed of Trust', by Stephen M R 

Covey talks about trusting behaviors in leadership.  I love the 

candid read, the book talks about creating transparency, 

confronting realities, listening, accountability, clarifications 

about expectations, etc. 

There are not many who would go beyond the call of duty to 

help colleagues today, and that I think is again bred out of lack 

of trust.  If we focus on 'walking our talk' as an org culture, the 

organization moves towards where it wants to go, wouldn't it?

Great teams understand each other's strengths and 

weaknesses, and it takes a highly emotionally intelligent 

Manager to make it a cohesive and successful partnering.  You 

are careful not to let your personal relationships with team 

members encroach your professional life where you might be 

creating / worsening rifts, or you might be putty at the hands 

of some manipulative brains, and soon enough you find 

yourself with no team at all. 

Motivating is a big responsibility, it rests equally with leaders 

and teams. Each one of us are responsible for making our 

colleagues feel great at the workplace, which means 

appreciating their work and opening opportunities and 

sharing them. It's terribly passé to be competitive about work 

to the exclusion of others' careers.

If you find teams promoting clannish behavior, it is the 

Management's shared responsibility to dissuade such behavior.  

Let me also add a line about abusive supervision and how it 

includes favoring some to the exclusion of all other ideas from 

the rest of the team. 

As you show how success looks for a team, employees wake 

up and understand the role they play in delivering that 

success.  You don't want to be ignored, you want to see that 

your work has relevance. Are we Managers who do not 

acknowledge efforts?  Its quite common to hear about 

Managers who don't acknowledge work fairly.
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Team members want to see their leaders have a genuine 

connection to work.  Energy levels of a team is always a 

reflection of a leader, motivation levels and enthusiasm need 

to be the highest from a leader. Is our behavior styled on 

egos? Be it teams or the leadership, egos drive us to make 

awful choices, we become poor examples / representatives of 

the company, tarnish org culture and it eventually reflects poor 

customer service…

An organization is as much a social organization as it is a 

profit-making business.  It is made up of all kinds of 

personalities, so there might be members and leaders who 

subscribe to the so passé 'divide and rule', 'carrot and stick' 

patterns and people who accept and promote it, but, to 

connect with everyone, share knowledge, skills, fame and 

limelight with everyone is one great way to acknowledge, 

promote and thank the people who are responsible for your 

position and titles.

We are all obliged to mentor new talent. Do we feel the pain 

of people exiting due to whatever reasons? Do we feel 

responsible in some way for them to want to leave the 

organization? How much did I appreciate and value talent 

rather than accept them go?  Did we have the time to help 

them chart their goals, were we responsible enough to help 

them understand their role and feel supported?  There would 

always be conflicts between personal goals and values and 

company goals and values, and motivation is the key to bridge 

and repair those conflicts.

"Leaders are also expected to work harder than those who 

report to them and always make sure that their needs are 

taken care of before yours." 

-Elon Musk, CEO of SpaceX and Tesla
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http://www.cnbc.com/2017/06/20/elon-musk-how-to-be-a-

great-leader.html
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Organizational 
Political 

Landscape

Workplace Politics is a taboo subject even today at many 

organizations and I am sure people wrinkle their nose in 

disgust at its mention. Nobody likes to be identified as an 

office politician but ironically everyone plays their own part – 

knowingly or unknowingly.

Organizational politics are informal, unofficial, and sometimes 

behind-the-scenes efforts to sell ideas, influence an 

organization, increase power, or achieve other targeted 

objectives.

As commonly perceived, Organizational Politics is not just 

about power manipulation, hidden agendas, prejudice 

isolations, and personal gains. It is also about effectively using 

the power shifts and authority for instigating a better 

organizational culture and shaping a dynamic workforce.

This article is just an attempt to touch upon the various facets 

of the workplace politics – the camp base, actors, strategy and 

the profound effects.

Politics creates unrest in an organization, probing its 

employees to question their trust and beliefs, but there is an 

even more critical danger that lurks in every organization – 

Dysfunctional Politics.

Most executives react with revulsion at the mention of the 

word workplace politics. But the paradigm shift in the 

workplace dynamics have made politics a possible effective 

mechanism when used wisely.

To utilize the political situation in an organization, we must first 

recognize and understand the types of political landscapes, 

political activities and the power houses present in the 

organization.

“If I told you, you were a very political person you would either 

take it as an insult or at best as a mixed blessing” - Peter Block

An Ariel View of the Political Terrain 

By Sreeja Venkateshwaran
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Informal groups ruled by personal influence and informal 

networks rules

Growth occurs naturally without any maintenance 

These informal collaborations that are strengthened by 

personal connects can be a force of good but when left 

unchecked can lead to a creation of a dense foliage and 

will become a countervailing force to legitimate power 

and long term interests

Weeds can be dealt with constant collaboration with the 

groups and thus pronouncing the executive's presence 

Stemming from individual interactions and formal sources 

of power

The cutting edge strength of the rocks rely on the role 

and expertise of the individual, access to resources and 

also on the relationship with the crème de la creme teams 

of the organization

Symbolizes stability through the single window command 

in times of crisis but the same power can take an averse 

avatar to stop changes 

The rocks should be dealt with conviction and reasoning 

rather than fighting them

Combination of formal authority with organizational 

policies, procedures, processes and guidelines to follow

Provides a measure gauge against individual whims of the 

weeds thus reiterating collectivism and inclusiveness

Provides guidelines to the rocks to inculcate more stability

However, an impassive high ground with too many rules 

will be seen as an innovation freezer 

The higher ground can be tackled by constant feedback 

from various faucets of people and groups to resolve issues 

and bridge silos
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In addition to the rules and policies, organizations also 

have implicit norms, hidden assumptions, and unspoken 

routines to form their own woods

Provides cover and safety for the people but also mostly 

keeps them in tight cocoons

The safety can be overwhelming and can also be a barrier 

for organizational change and innovative ideas

Organizational politics are a natural result of thought diversity 

- the fact that people think differently and want to act 

differently. The clash of thoughts and ideas and philosophies 

and the need to accommodate everything together creates a 

tension that must be resolved through political means. 

The tension release or further instigation can come through 

various types of valves, some of which are;

Autocratic Valve - We'll do it this way"

Bureaucratic Valve - "We're supposed to do it this way"

Technocratic Valve - "It's best to do it this way"

Democratic Valve - "How shall we do it?"

In each case the choice between alternative paths of action 

usually hinges on the power relations between the actors 

involved.

Modern organizational system has evolved in such a unique 

way that fuels political tension in an organic way. As Scottish 

sociologist Tom Burns has pointed out, most organizations 

promote various kinds of political behavior because they are 

designed as systems of simultaneous competition and 

collaboration. People must collaborate in pursuit of a common 

task, yet are often pitted against each other in competition for 

limited resources, status, and career advancement. 

These conflicting dimensions of organization have given way 

to various kinds of workplace politics. Lets' see a few of them:

An employee doing something to another employee to 

get a "leg up" on the other employee

Backstabbing Strategies - Dishonesty, blame (or false 

accusation), discrediting others and taking credit for 

another's work. 

Motives includes disregarding others' rights in favor of 

one's own gain, self-image management, revenge, 

jealousy, and personal reasons

The Woods

Workplace Politics – the various dimensions

Coworker backstabbing

The Weeds

The Rocks

The High Ground



Exists in organizations, often termed "the old boys club" 

or "the golden circle”

Practice of partiality in awarding jobs and other 

advantages to friends or trusted colleagues, especially in 

politics and between politicians and supportive 

organizations

Strategies - appointing "cronies" to positions of authority 

regardless of their qualifications

Manipulate the system for achieving one's own desired 

outcome

Error is the essence of gaming the system, in which a gap 

in protocol allows for errant practices that lead to 

unintended results

Favoritism and important positions granted to relatives in 

various fields

Attaining the job or paid more than other suitable people

Decreased morale and commitment from non-related 

employees, and a generally negative attitude towards 

superior positions filled through nepotism

Art or practice of successively outdoing a competitor

A mathematical equation describing the rate at which 

bureaucracies expand over time

The bureaucratic growth is driven by two forces 

Type of social influence that aims to change the behavior 

or perception of others through abusive, deceptive, or 

underhanded tactics

The process of manipulation involves bringing an 

unknowing victim under the domination of the 

manipulator, often using deception, and using the victim 

to serve their own purposes

An official wants to multiply subordinates, not rivals 

Officials make work for each other."The number 

employed in a bureaucracy rose by 5–7% per year 

"irrespective of any variation in the amount of work (if 

any) to be done"

a persistent pattern of mistreatment from others in the 

workplace that causes either physical or emotional harm

workplace bullies often operate within the established 

rules and policies of their organization and their society

Bullying can be covert or overt. It may be missed by 

superiors; it may be known by many throughout the 

organization. 

Negative effects are not limited to the targeted 

individuals, and may lead to a decline in employee morale 

and a change in organizational culture.

The Boss -  In-charge and ultimate decision maker

2nd in Command - Groomed for the boss’s job and has a 

tremendous amount of political clout

Yes man - Always agrees with the boss even if it’s the 

wrong thing to do

Wing Man – Respectable, resilient and dependable 

colleague 

Killjoy -  Sees the downside of each and every initiative 

and narrowly focused

Vortex - always creates drama and wants to suck 

everyone to their side, even if it’s down the path to 

disaster. Their typical MO is to say they just want to be 

helpful and make sure every option is explored but what 

they really want to do is slow things way down and push 

their own agenda.

Empire Builder - Loves the political power of having lots of 

people. Will always try to amass more power 

Peace Maker - Wants everyone to get along and work 

together in harmony. Usually, they have a ton of political 

power because they are perceived as having the best 

interest of the company in mind

Brain - Knows everything and is purely data driven. 

Politicians usually avoid the brain because the entire 

company knows how smart the brains are

One does not have to be consciously cunning or deviously 

political to end up playing organizational politics. Political 

behavior is a fairly natural response to the tensions created 

between individuals and their organizations.

Workplace bullying

The Political Thespians

Cronyism

Gaming the system

Nepotism

One-upmanship

Parkinson's Law

Psychological manipulation
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Rubber Chicken – Hard to pin down or make to realize 

their mistakes because they always have a what-if?  

Squeakers but not speakers

Parrot – Idea thieves also tend to have no real opinion 

other than the “right” opinion of the day and will parrot 

that all around the company. 

A great deal of diligence blended with the right amount of 

diplomacy and strewn across with instances of assertiveness 

gives the much-required political winning recipe

Be data driven with facts and information

Foster alliances for a cohesive political radar

“ I am Wrong” – admit it 

Understand the question behind the question

Tell the truth always and don’t skirt the truth because it 

may make others or yourself look bad

Use email sparingly; Email can be a curse in a political 

environment since it’s a record of half-baked ideas and 

half-truth

Always look out for the best interest of the company

Foster relationships with your co-workers and don’t have 

a motive tagged to everything you do

Stand up for yourselves – probably the hardest of the list 

but when you right, let everyone know it. Don’t cower 

when someone attacks you. 

Help Others with passion – one of the timeless methods 

to earn trust 

Try and find common ground

Agree to disagree

Be the peacemaker – Transcend politics to achieve 

progress

Know When to Say “I don’t know”

Constantly adjust your approach – read the situation and 

write your approach
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The most important thing about organizational politics is to 

recognize a political environment. Once you identify it, start 

your preparations. Say no to assumptions of alliances when 

you spent no time beforehand doing research or building 

them; and be prepared with all the facts, know the landscape, 

understand the players and the rules. 

http://www.thedailymba.com/2011/02/28/how-to-deal-

with-organizational-politics/

http://open.lib.umn.edu/organizationalbehavior/chapter/1

3-4-organizational-politics/

https://hbr.org/2017/04/the-4-types-of-organizational-

politics 

All images are from google

Armed with all this you are poised to win the game before

it even begins. 
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How to deal with the Political Dynamics



Petya - The 
Killer 

Ransomware
Petya was initially discovered on the March 2016. Unlike 

“Wannacry” which was truly a ransomware, Petya was a 

ransomware in disguise. When Wannacry just encrypted the 

files and asked for a ransom to have it decrypted, Petya had 

no intentions of encrypting them. Infact it started wiping out 

all the data from the infected devices! This one was specifically 

categorized as a wiper malware. In June 2017, a highly 

destructive Petya variant struck the world in which the attacker 

offered no option for recovery.

According to the Ukrainian cyber police, this attack was 

broadcasted over a software update mechanism built in an 

accounting program that affected the companies working with 

the Ukrainian government such as banks, state power utilities, 

airport & metro system. The radiation monitoring system at 

Chernobyl (city situated in northern Ukraine near the Belarus 

border) was also taken offline, forcing employees to use hand-

held counters to measure the levels at the former nuclear 

plant's exclusion zone. The second wave of infections were 

spawned by a phishing campaign featuring malware-lad 

attachments.

As mentioned above, the initial attack vector of this new Petya 

variant appears to be MeDoc, a tax software commonly used 

by organizations that do business in Ukraine. What's 

particularly unique about this Petya variant is that it is able to 

infect and execute on fully patched systems. Once the victim 

machine is infected, the malware first attempts to laterally 

move using the EternalBlue SMB vulnerability, which was 

patched by Microsoft in March 2017. If the infected system has 

been patched and the vulnerability cannot be used, the Petya 

variant defaults to credential theft using a Mimikatz-like tool. 

Once the malware has credentials, it uses PsExec and WMIC 

(both legitimate Microsoft remote administrative tools) to 

laterally spread through the network.

So Where did it start?

By Anish Sreenivasan

31



Once the propagation is complete, the Petya variant begins 

encrypting specific data file types on the machine, then moves 

on to encrypt the system's Master Boot Record (MBR) and 

Master File Table (MFT) using a randomly generated private 

key. When this process is complete, the user is presented with 

a ransomware-like screen that demands ransom payment in 

exchange for decrypting files.

However, due to the way in which the encryption occurs, the 

attacker has no way of actually knowing what the decryption 

key is, and therefore cannot provide victims with a way to 

restore their data. Given its unique characteristics, this Petya 

variant is not ransomware. Instead, this malware serves as a 

wiper that completely destroys data and leaves systems 

unusable.”

Yes, you read that right. Petya is not as simple as WannaCry, 

but more complex equipped with weapons like an own boot 

Loader and a Kernel.  Instead of encrypting files one by one, it 

denies access to the full system by attacking low-level 

structures on the disk. Once the ransomware files are 

dropped, Petya is configured to execute at the next boot and 

install it's own boot loader. The affected system's master boot 

record (MBR) is overwritten by Petya's boot loader and a tiny 

malicious kernel is written. Then, this kernel proceeds with 

further encryption.

The victim receives the Malicious Files through many ways 

including Email Attachments, remote Desktop 

Connections (or tools), File Sharing Service, Infected File 

Downloads from unknown sources, infected free or 

cracked tools etc.

As soon as the dropper i.e. the malicious executable 

executes, it asks for UAC (User Account Control) 

permission as it needs to perform malicious activity.

Till this stage, our data is safe, and nothing drastic has 

happened. The disk is still recoverable from the infection 

as only the beginning of the disk is encrypted. It then 

overwrites the beginning of the disk and the MBR (Master 

Boot Record). It makes an encrypted copy of it.

To process completely, Petya needs the system to be 

booted. So it forcefully generates a Blue Screen of Death 

(BSOD). This way it restarts the system in the booting 

process.

After this it generates a dummy CHKDSK Scan on the 

system. And it soon starts showing the Warning Screen or 

better called the Ransom Note. This note tells the victim 

about the lock out and asks for a Ransom.
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I think, understanding the execution of a crime is more 

important in order to stop it. If we can understand how these 

bad guys work, we will be able to defeat them.

As we got to know the execution behaviour of Petya 

Ransomware, Petya needs to boot for its full operation, we can 

consider disabling automatic restarting of our system, which 

will prevent automatic booting of infected system and Petya 

will not be able to install a new Boot Loader. We must 

remember, if we suspect the BSOD is due to infection from 

Petya, we should never turn It on again. There is a key here, 

we should not let Petya boot, if we let it boot, our disk is gone. 

The only thing you could do instead is to turn off our system 

permanently! We can recover our data by mounting our disk 

to another machine (Preferably Linux). There are many other 

ways which can help recover data from Petya Infected disk.

Use Linux, which is one of the less vulnerable Operating 

systems in the list. Although it was hit by “SambaCry” recently 

which was not a malware unlike Petya or Wannacry, allows a 

remote user to send executable code to the server hosting the 

CIFS share, and execute arbitrary code.This vulnerability was 

neutralized and fixed in a short span of time.

So all this said and done, its up to us to follow some basic 

security guidelines both at the workplace and in your personal 

machines to stay away from the apocalypse.

https://blog.checkpoint.com/2016/04/11/decrypting-the-

petya-ransomware/

https://www.quora.com/What-is-Petya-Ransomware-and-

how-it-works

https://en.wikipedia.org/wiki/Petya_(malware)
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Has it's own Boot Loader and even a Kernel:

How do I stay safe, or feel safe?

Step-by-step breakdown:
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