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Virtualizing and provisioning the 
network to offer per tenant, on 
demand, intelligent security is 
challenging with today’s networks. 
Numerous security solutions, 
protocols, and appliances have been 
deployed to address these security 
threats. But these security solutions 
are difficult to manage, expensive, 
complex, inflexible, and highly 
proprietary.

The flow paradigm is ideal for 
security processing as it offers an 
end to end, service-oriented 
connectivity model that is not 
bound by traditional routing 
constraints. 

Logically centralized control 
allows effective performance and 
threat monitoring across the 
entire network.

Granular policy management can 
be based on application, service, 
organization, and geographical 
criteria rather than physical 
configuration.

Software De�ned
Networking (SDN)
and Security

Software defined 
networking (SDN) offers 
several traits that are 
particularly well suited for 
implementing a highly 
secure and manageable 
environment:

SDN specific security 
challenges

Resource based security policies 
enable consolidated management 
of diverse devices with various 
threat risks using highly secure 
firewalls and security appliances 
that access these devices.

Dynamic and flexible adjustment 
of security policy is offered under 
programmatic control. 

Flexible path management 
achieves rapid containment and 
isolation of intrusions without 
impacting other network users. 

There are several attack vectors on 
SDN systems. The more common 
SDN security concerns include

Attacks targeting the SDN 
controller – either DoS or to 
instantiate new flows (spoofing 
northbound API messages or 
spoofing southbound flows)

Attacker creates their own 
controller and gets network 
elements to receive flows from 
that controller – spoofing flows 
from the legitimate controller 

Targeting the network elements – 
DoS or to instantiate new flows 

Attack the DCI protocol. These 
protocols may lack authentication, 
with no encryption. This is either 
part of the protocol design, or the 
way the vendor has implemented 
the protocol

Centralized control or logically 
centralized control exposes the 
risk associated with the controller. 
Attackers may attempt to 
manipulate the common network 
services or even control the entire 
network by tricking or 
compromising a controller.  

By blending historical and real-time 
network state and performance data, 
SDN helps in intelligent 
decision-making, achieve flexibility, 
operational simplicity, and improved 
security across a common 
infrastructure.

Emerging network technologies, 
features and deployments leave 
organizations open for risks and 
threats that did not previously exist 
or are more potent than before.

In addition to the traditional attack 
vectors on traffic flows, switches, 
administrative stations, recovery and 
fault diagnosis, the controllers and 
the communications related to the 
Controller plane result in new 
security issues that are specific to 
SDN.
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Securing the Data layer 
(southbound)

Securing SDN 
Infrastructure

Explicit programmatic access that 
SDN offers to clients who are typically 
separate organizational or business 
entities give rise to new types of 
threats.

This new business model presents 
requirements that do not exist within 
closed administrative domains in terms 
of protecting system integrity, 
third-party data, and open interfaces.

Traffic and resource isolation is 
necessary to avoid interference and 
misuse from existing multi-tenant 
traffic among automated interfaces 
between customer and provider 
business support systems.

Operators must ensure that business 
management and real-time control 
information of one entity is fully 
isolated. 

Due to the new SDN business model, 
there may be additional dynamic 
interactions introducing further 
requirements for isolation in order to 
meet different SLAs, private address-
ing issues, etc.

Trust between third party applica-
tions and the controller is necessary 
to prevent malicious applications from 
compromising the controller. 

While explicit programmability offer 
flexibility to implement newly innovat-
ed market-driven applications, authen-
tication and different authorization 
levels should be enforced at the time 
of application registration to the 
controller to limit the controller 
exposure.

Interface security. Beyond the 
communication with applications 
through Application-CPIs, a controller 
may be controlled either by an upper 
layer controller or collaborate with 
another controller at the same 
hierarchical level. 

The SDN architecture comprises of 
the three layers: the application layer, 
the controller layer and the infra-
structure layer, that can be routes for 
attack and the problem is 
compounded by the fact that the 
technology adds an extra level of 
complexity.

SDN technologies rely on new 
overlay and encapsulation 
techniques, that many of our current 
security tools are not able to really 
inspect and understand SDN traffic. 
An organization will be exposed to 
attack if the deployment of an SDN 
infrastructure disregards security.

The controller uses several south-
bound APIs and protocols to 
communicate on the network, such 
as OpenFlow (OF), Open vSwitch 
Database Management Protocol 
(OVSDB), Cisco onePK, and Applica-
tion Centric Infrastructure (ACI). Each 
of them employs its own way of 
securing communications, but these 
are new and may not have full 
security features in place.

The ability to use APIs to create 
more user-friendly management 
interfaces increases the scope of the 
attack on the network infrastructure 
because security is no longer limited 
to the network equipment supplier. 

Separation of the control plane from 
the forwarding plane is a security issue 
for organizations using SDN. 

Lack of protection across these interfac-
es may lead to malicious attacks on the 
SDN.

Security attributes and operation 
checkpoints should therefore be defined 
for securing A-CPIs and I-CPIs (Interme-
diate-controller plane interface).

Challenge of integrating legacy 
protocols. SDN interfaces and proto-
cols are being developed to counter the 
increasing security issues that exploit 
the technical and process drawbacks of 
SDN. 

However, its necessary to check for 
compatibility before implementing the 
security capabilities of the legacy 
protocols like Network Address Transla-
tion (NAT), Border Gateway Protocol 
(BGP) into SDN.

Earlier weaknesses seen in legacy 
architectures should not be implement-
ed, when building the SDN framework.

Cross Domain Connection. An added 
need of SDN implementation requires 
that infrastructure of different domains 
should be connected. This is realized by 
connecting controllers of different 
providers via the I-CPI.

The mechanism to establish trust 
relationships, to determine authoriza-
tion level in order to prevent abuse and 
secure channel setup should all be 
considered.



The powerful centralized orchestration 
afforded by the SDN model, namely 
the SDN controller, is a single point of 
failure and a high-value target for 
hackers. If they can compromise it, 
they can begin to directly affect flows 
on the network.

The network components are now 
open to commands from the control-
ler and this could be a way in for cyber 
criminals.

Monitoring of the SDN prevents new 
types of DDoS attacks that try to 
exploit potential scaling limits of the 
SDN infrastructure that automated 
processes that take large a amount of 
CPU cycles.

SDN system typically uses gener-
al-purpose x86-based systems and 
TLS to secure the control plane, but 
long sessions could make the data 
plane susceptible to attack. Control 
protocol traffic should be separated 
from the main data flow, either 
through network security measures or 
an out-of-band network.
 
The use of TLS/SSL to authenticate 
controllers and endpoints would help 
to prevent eavesdropping and 
spoofed communications on south-
bound connections.

Security configuration that protects 
the controller and the communica-
tion between the controller and 
applications on the northbound API 
side is important.

Some analysts believe that SDN may 
improve security across the organi-
zation. The security of these 
solutions is better as it is possible to 
define a virtual network architecture 
that exactly reflects the logical 
architecture of the application, 
having all application pieces on a 
single private virtual network.

With these virtual networks, the rules 
for effective communication among 
the applications can be defined 
clearly. Later the rules for this private 
network communicating with the rest 
of the network can be defined 
precisely.

As organizations begin to deploy 
SDN technology, it is important to 
implement security into SDN from 
the start. If this is done as an after-
thought, securing the flow of traffic 
northbound and southbound is likely 
to cause problems around service 
delivery.

To prevent unauthorized activity, 
access to the SDN control network 
should be controlled. Administrators 
should set up role-based access 
control (RBAC) policies as well as audit 
trails to look for unauthorized changes 
to the controllers.

A high-availability controller architec-
ture could in some way mitigate a 
DDoS attack by using redundant 
controllers to make up for the loss of 
other controllers.

Strong access control is needed along 
with trust zone segmentation. DDoS 
protection, anti-virus and other threat 
prevention and mitigation techniques 
is also needed required.

Securing the Controller 
layer

Using TLS or SSH to secure communi-
cations on the northbound is consid-
ered best practice. Ensure that all 
northbound applications are securely 
coded and access to the control plane 
is authenticated and encryption 
methods are deployed on all commu-
nications between applications and 
services that request SDN services and 
data, and the controller serving these 
requests. This prevents hacking of the 
authenticated application.

End-users should leverage the relevant 
SDN capabilities to introduce new 
security capabilities into the network. 

Securing the Application 
layer (northbound)

Can SDN improve 
security?
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