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Automated security and operations

Executive Summary

Healthcare organizations are exploring automated 
means of detecting and initiating incident response 
automation in IT and IT security to proactively auto heal 
incidents.

[3] Adams, Tim. "Password Not Accepted: Are Biometric 
Checks The Answer?". the Guardian. N.p., 2016. Web. 9 
Apr. 2017. 

Strong regulation, fines    and high-profile data 
breaches    are pushing healthcare institutions to take 
information and data security seriously. Patient and 
private data often reside on legacy systems that cannot 
be maintained as per modern standards and many 
clinical, Electronic Health Record (EHR) and other HIT 
systems interoperate poorly with traditional IT solutions. 
Further SAAS platforms and hybrid cloud environments 
create a complicated environment where there are 
multiple opportunities for failure in security measures 
and risk of data breach.

The value of stolen protected health information (PHI) 
included in medical records is more in the criminal 
world. All types of crimes including prescription fraud, 
false medical insurance claims, identity theft and the 
provision of medical care to a third party in the victim’s 
name can be performed. PHI contain 
government-issued identity numbers such as national 
insurance numbers, as well as medical and 
prescription-related data that are permanent.

Following are the major areas of Breach based on 
analysis by HIPAA Journal and data provided by HHS
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Here are some of the best practices that help hospitals 
and health systems reinforce their data security of their 
health information to mitigate the causes mentioned 
above

Areas of Focus to secure health data
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Identity Management and access audits
Proper identity and access management is a critical part 
of ensuring data and information security. The 
increased use of customer portals and shared EHRs, 
identity management continues to grow into a complex 
web that include both internal and external identities. 
Implementing identity management solutions and 
integrating with all key systems is a challenge without 
right implementation partners. EMR’s and identity 
management systems are equipped with systematic 
audit capability that alerts based on matching audit 
criteria such as behavioral analysis, parameter matches 
and other customizable parameters that help in 
detecting high profile breaches of patient information 
immediately.

Virtual desktops and Biometric authentication
VDI helps secure protected health information (PHI) 
from becoming lost or stolen when an endpoint device 
is compromised by ensuring data remains in the data 
center. This is a boon for organizations where 
caregivers work in remote locations, from home or 
while using mobile devices. Passwords are increasing 
proved to be redundant    and that brings us the need 
to introduce biometric authentication when providing 
VDI and SSO into our solutions.
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For more information on how GAVS can help solve your
business problems, write to inquiry@gavstech.com
www.gavstech.com

About GAVS
GAVS Technologies (GAVS) is a global IT services & solutions provider enabling digital transformation 
through automation-led IT infrastructure solutions. Our offerings are powered by Smart Machines, DevOps 
& Predictive Analytics and aligned to improve user experience by 10X and reduce resource utilization by 
40%.

Encrypting data on mobile devices 
Most of the recent data breaches    is the result of poor 
security of the portable devices. The market value of 
stolen patient health information is more than that of 
stolen credit cards, as it contains their personal, financial 
and health details. Due to the easy accessibility of the 
portal devices, providers must encrypt all devices that 
might hold patient data, including laptops, 
smartphones, tablets and portable USB drives.

The use of cloud computing and service providers are 
pushing healthcare providers towards third party 
vendors. The necessity of these service providers and 
cloud providers has become essential for healthcare 
organizations to receive services at an affordable cost 
however, the risk of placing high risk patient data 
information in the third parties is more. Therefore, it’s 
important for organizations to diligently perform a 
comprehensive third-party risk assessment including 
involving check the security of cloud computing 
vendors and other third parties they contract with.

[4] "Update: Dermatology Practice Pays HHS $150,000 
In HIPAA Fines". HealthITSecurity. Web. 9 Apr. 2017.

Third party risk assessment 

Behavior based analytics, prediction, powerful 
visualization, and integration capabilities across the 
physical, virtual, and cloud infrastructures makes it 
possible to achieve this objective. Math based 
unsupervised machine learning is the mantra in today’s 
IT world.

Automation and orchestration are heavily dependent 
on the availability of interfaces within existing systems 
but a strong technology provider can interface with 
known workarounds for challenges in automation.

Network Protection
Healthcare budgets should be wisely spent to invest on 
network security products that can leverage 
convergence, automation and application based access 
workflows than traditional approaches to network 
security that are slowly becoming redundant these days. 
Managing the transition between the yesteryear’s 
technology and the future is another challenge to 
embrace.

A major setback noticed in these implementations is 
“GARBAGE IN” where old configurations are 
unknowingly or for lack of time absorbed without 
validating into new implementations. It is the duty of a 
knowledgeable service provider to ensure that client is 
protected from these mistakes.

Secure wireless protection is vital as providers and 
patients likewise utilize their mobile devices to access 
their records and other patient records. Facilitates using 
wireless routers must regularly update their software to 
thwart security breaches.

While it’s good for healthcare providers and vendors to 
have proper data security measures in place, its 
necessary for them to train their staff on the 
consequences of data breaches either due to malicious 
intent or negligence.
All of them must be educated through proper training 
and reminders for the optimal adoption of security 
guidelines.

Improving Security Awareness

Training on what does and doesn’t constitute a 
HIPAA violation
Lessons on avoiding phishing, social engineering and 
other attacks that target employees
Advice on how to forward suspected artifacts to their 
security teams.
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