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Risk & Intelligence Based IAM: 
One Possible Solution

it is never too late to take advantage of best practices 
to help continuously manage this crucial part of the 
business environment.

The challenges of IAM have become bigger as the 
numbers of regulatory requirements are increasing. 
But, technological advancements have made these 
tools more user friendly, require less technical 
expertise and can be accessed from anywhere.  

Adopting the Risk and intelligence based approach is 
perfect as it enables the companies to monitor the 
data access and drive it through safe hands. Further, 
the access based governance and compliance 
approach is focused on the control required to 
address access-related risks.

Identity as a Security Control

There is a greater shift towards making the identity an 
Security Control to protect businesses from danger or 
damage. A Risk and Intelligence based IAM solution 
automates the processes to make it much faster and 
easier for business managers to set access rights for 
new employees and to manage user entitlements as 
people move within the organization, or partners or 
customers are added to the system. 

Today’s Web access management systems 
authenticate and authorize user access while letting 
all the content flow through without security checks. 
In order to defend the enterprise against targeted 
attacks and session takeovers, Web access 
management systems will need to evolve to become 
aware of security threats and vulnerabilities rather 
than turn a blind eye to them.

Context is crucial

The nexus of forces (Cloud, Mobile and Social) are 
rapidly transforming and eroding the traditional 
enterprise security perimeter. This is resulting in 
multiple perimeters around the enterprise resources, 
business partner interactions and cloud-based 
services. Providing the contextual information to 
make accurate risk assessments is a hallmark of 
Intelligence Driven IAM, whether it’s applied to 

identities, websites, end points, or networks – at 
authentication time, runtime or during business 
processes. Traditional, static access definitions will 
need to evolve to use identity context, such as user-, 
device- and transaction-based attributes to help 
improve the assurance of legitimate user access and 
prevent fraudulent activities.

Identity Intelligence is the brain

Intelligence Driven IAM provides a unified view of 
identity information spanning different applications, 
business units, and cloud services. This allows 
increased visibility into the who, what, and where of 
users accessing systems – whether on premise 
applications, cloud hosted applications, or the other 
access channels, where users bypass IT altogether. 
Intelligence-Driven IAM also ensures that 
organizations have policies in place to ensure 
appropriate access, and risk-based authentication 
that balances security with a compelling user 
experience.

A Risk-based Approach to Access 

Identity intelligence drives the authentication 
decisions by providing the context to determine risk 
levels of every access attempt. This IAM model takes 
into account the various crucial aspects such as 
device fingerprint, behavior analytics, location 
information and more to create risk profiles that are 
dynamically updated and transparent to the user. This 
risk- based approach allows low risk users to be 
quickly authenticated, while high risk users would be 
prompted for additional proof of identity. Further, the 
introduction of adaptive and multi-factor 
authentication based on a risk profile allows increased 
security without interfering with the user experience.

Continuance Compliance

While Traditional IAM manages compliance through 
manual data collection and consolidation, which then 
uses manual reporting and documentation to ensure 
the organization is actually meeting its compliance 
requirements. A Risk and Intelligence-Driven IAM 
system makes compliance a byproduct since 
compliance policies are automatically enforced during 
the execution of business processes. This results in 
continuous compliance, virtually eliminating audits’ 
impacts to the business.

Executive Summary

The rapidly-changing, borderless Digital business 
world and the mobile/cloud momentum are fading 
away the traditional perimeter, forcing organizations 
to look at Risk and security differently. Whether you 
are looking at implementing new access controls for 
mobile users, or are moving applications into the 
cloud. Or even looking to opening up your enterprise 
to external users to leverage new business models. As 
cloud, mobile and other IT Consumerisation trends 
gain momentum, organizations must look beyond 
traditional Identity and Access Management (IAM) 
approaches and implement security solutions 
designed for current and emerging trends. 

With the new attack surface increasing, organizations 
must look at creating a threat-aware IAM strategy 
that moved away from traditional reactive and 
defensive approached to more intelligent and 
responsive ferreting out weaknesses and highlighting 
access anomalies so you can proactively address 
security vulnerabilities before it hits you. This 
approach not only positions the organization to 
better handle the security posture but also addresses 
the latest security, privacy and compliance 
requirements.

The organizations are now moving away from 
traditional approaches to handle Risk and 
Compliance and are focusing more on Governance 
aspect that not only incorporates the compliance but 
also looks beyond compliance to Risk and Security. In 
order to protect the new extended enterprise, you 
need an IAM solution that centralizes policies and 
controls over people’s access while also providing 
visibility to “who has access to what” across all 
resources — both in the cloud and on-premises. A 
flexible, intelligent IAM solution becomes the key line 
of defense for the multi-perimeter organization and a 
powerful force for business improvement on several 
levels. With the right technology in place, you can 
move your organization toward sustainable 
compliance, reduced risk, improved service levels and 
lower operational costs.

A Risk and Intelligence-based approach is the most 
successful strategy for IAM in the modern enterprise. 
Even if there is a standard IAM process implemented, 
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system makes compliance a byproduct since 
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the execution of business processes. This results in 
continuous compliance, virtually eliminating audits’ 
impacts to the business.

A Risk and Intelligence Driven IAM strategy can protect 
your organizations’ critical data and applications while 
ensuring users have convenient access, business units 
can make access decisions and IT can efficiently and 
effectively manage the process. Incorporating this with 
the increased visibility and context of centralized user 
information, the ability to analyze various metrics in real 
time and take the appropriate action to mitigate threats 
enables a highly secure way to link users anywhere and 
anytime while meeting compliance rules and 
regulations. 

Adopting a Single integrated IAM solution provides 
visibility and control once identity information is 
collected and correlated from multiple repositories; Risk 
and Intelligence Driven IAM solutions provide the 
advantage of a single identity point for visibility into 
user activities. By aggregating and normalizing this 
information from across the enterprise, standardized 
processes and workflows using that information can be 
integrated, streamlined, and automated, simplifying the 
management of identities and policies. The unified 
platform reduces the expense of maintaining multiple 
systems while creating a versatile platform for providing 
enhanced capabilities in security, compliance, and 
workflow automation. As many security breaches are 
internal access breaches, the current focus is on 
compliance and risk governance for enterprises. They 
can also integrate advanced analytics to their IAM 
strategy. 

The Way Forward

•  Evaluate – Build the IAM strategy based on the 
business needs and how the applications support 
those needs. Prioritize and grant access to them 
based on importance, role and personnel.

•  Assess – Explore the available solutions and judge 
their capabilities on addressing the threats or risks. 

•  Plan – Develop a pilot plan based on the evaluation 
that meets the business requirements, needs and fits 
the organizations’ business culture and IT 
infrastructure. 

A Sustainable Solution for the Future •  Implement – Based on the findings of the pilot 
program, apply the IAM strategy in a phased 
manner across the enterprise, depending on the 
priorities, needs and risk management goals.

Identity and access management involves 
analytics, cloud, diverse IT environments and other 
technologies. For effective IAM, IT leaders, 
business decision makers and regular end users, 
should work together to assess the current 
ecosystem and evolve new ways of better security 
and options. Periodic evaluation of these 
approaches is necessary to counter the changing 
regulatory, and risk environment. 

Compliance and governance should align with the 
IAM program, where both business objectives and 
the risks are managed. The IAM solutions should 
be managed across the enterprises, as new 
technologies are incorporated into existing IAM 

processes. Users need to support the policies 
behind IAM objectives them to quickly adapt to 
new trends.

Risk and Intelligence based IAM is more than 
giving access to applications and managing 
passwords, certificates or provide role based 
access provisioning. It displays the enterprises 
capabilities in handling risks, threats and 
demonstrates how important authentication 
methods that support risk-based situations are 
extremely important for the users and also to 
protect the company.

In order to assess and evaluate the current IAM 
scenario in your organization, contact GAVS 
experts in the Identity and Access Management. 
Have the right identity management tools in 
place to ensure the business controls the actual 
identities. 
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