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The Dark Net
Editor’s Notes 

By Bindu Vijayan

3

Bindu

Do I salute the overlay of networks known as the 
‘dark net’ when it gives browsers anonymity from 
tra�c monitoring which is a necessity for those 
living under repression regimes without access to 
basic things like news? Do I see the dark net a 
platform that allows the suppressed take their 
stories to the rest of the world? Today, access to 
the internet is a necessity because it has become a 
tool for empowerment, for education, commerce 
and innovation among other things, and is as good 
as a fundamental right.
 
As much as I would like to advocate for these 
networks – Tor (The onion router), I2P, Freenet, 
etc., believing they support freedom of expression, 
the range of underground and emergent sub 
cultures like social media racists, self-harm 
communities, drug markets, cyber-arms, 
counterfeit currency, stolen credit card details, 
forged docs, unlicensed pharmaceuticals, child 
pornography, etc.; the appalling spectrum of 
abuse the dark net enables, forces one to think 
again – are the cons outweighing the good with so 
many negative groups and activities becoming 
more and more resilient? For the web to be used 
judiciously by all might sound like a naïve wish in 
today’s jaded world. 

A recent study by Carnegie Mellon researchers 
Kyle Soska and Nicolas Christin calculated that 
drug sales on the dark net total US$100 million a 
year, most of it paid for in Bitcoin, and Bitcoin uses 
“mixing services” like Bitcoin Laundry, which 
enables Bitcoin transactions to be e�ectively 
hidden completely.  AlphaBay (since October 
2015) is recognized as the largest market,  they 
made news selling uber accounts! There is even a 
crowdfunded 'Assassination Market', where users 
can pay towards having someone assassinated! 

On the other hand, recently ProPublica the 
non-pro�t news organization and other media 
organizations set up Dark Web websites, they did it 
to give whistleblowers the opportunity to expose the 
illegal / unethical. Facebook has now set up a Dark 
Web website so people can access the service. 

But of course technology as always is neutral, the 
problems technologies bring are social in nature 
caused by people who use the technology. The 
technology is an enabler for the good, the 
progressive and the bad, and it is a societal problem 
that cybercrimes are so rampant.  Would tweaking 
the code until you �nd a way not to let criminals use 
it be a practical project to work towards? Though 
technically how does one build backdoors into 
encryption would be the question as far as this 
dichotomy exists, it’s always going to be dual-use, 
humans are the problem…

Hope you enjoy this month’s articles, they revolve 
around the ‘dark net’.  The ‘co�ee with’ session is 
with the Anchor Team, and 5 Qs features Selvam 
Govindarajan, I am sure you will enjoy reading about 
what makes them tick…

Happy reading...



GAVS Updates 

GAVS Dream Runners
Half Marathon

GAVS makes news
again!

Kesavaraj makes waves
at the Corporate Sports
Olympiad 2016
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GAVS DRHM happened on Sunday, July 24, in the 
wee hours, the half marathon started at 4.30 am.  
Around 75 GAVsians participated in the two runs 
to help donate prosthetics to amputees. There 
were tear-jerker moments for some to see the 
amputees doing short distance runs with their 
prosthetics.

GAVS is chosen as ‘the company of the month’ by 
the CEO Magazine.  The Leadership team spoke to 
the magazine, sharing their vision for GAVS with 
GAVel and ZIE being a central part of their 
conversation, and of course our RITE values.

Kesavaraj, from our Scholastic team, made it to the 
podium in two categories after overcoming sti� 
competition from around 100 swimmers. 

Congrats Kesavaraj for winning the Gold (25 m 
Freestyle) & Bronze (25 m Breaststroke) Medals in 
Men's Swimming at the Corporate Sports Olympiad 
2016, 10th edition. 

Corporate Sports Olympiad 2016 had 300 corporate 
houses associating with the event over 10 years.  The 
last edition had 55 corporates participating, and this 
year’s participating teams included Amazon, 
Barclays, Capgemini, Societe Generale, TCS to name 
a few…  

Magazine link: 
http://theceo.in/2016/07/ceo-magazine-july-3d-edditi
on-2016-issue/

Web Link: 
http://theceo.in/2016/07/gavel-zif-not-just-pithy-acro
nyms-gavs-levers-for-it-disruption-and-drive-towards-
higher-availability-of-business-services/



GAVS Updates 
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GAVS Celebrates
friendship week!

August 8 – 12 had GAVSians taking sel�es with 
besties and friends to celebrate friendship week.  Our 
facebook@work page was full of colorful sel�es – 
bright pages colored by beautiful friendships!

Kabali Fever

The Kabali fever hit Chennai and shows opened as 
early as 4 am on Friday, June 22.  GAVSians got 
tickets to the movie, courtesy GAVS .

Bindu



By Vignesh Narayanan

IPERF AND JPERF- PART 5
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The Maximum Segment Size (mss) is the largest 
amount of data, in bytes, that a computer can 
support in a single unfragmented TCP segment. 
Readers interested in understanding the 
importance of mss and how it works can refer to 
our TCP header analysis article.

If the MSS is set too low or high it can greatly a�ect 
network performance, especially over WAN links.

Below are some default values for various 
networks:

Ethernet – Lan: 1500 Bytes
PPPoE ADSL: 1492 Bytes
Dialup: 576 Bytes

Server Side

For the past few editions we have been looking 
through the iperf and jperf for network 
performance monitoring for many protocols 
including the UDP. This week we shall see how to 
perform a controlled monitoring in our network by 
setting the various parameters like window and 
segment size beforehand. 

We shall also see how useful and a self-reliant tool 
is iperf and jperf when it is used by the beginners 
and how self-reliant it happens to be. I shall also 
handout a guide of what are the various command 
line speci�cations and also how they work in it.

TCP MAXIMUM SEGMENT SIZE (MSS) 
(-M) - SERVER/CLIENT PARAMETER

Blogger's Corner

IPERF HELP – (H)

[root@Linux bin]# iperf -s

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

-------------------------------------------------------------------

-------------------------------------------------------------------

Client Side

Client/Server:

C:\Users\Vignesh\Desktop\iperf-2.0.5-2-win32> 
iperf -c 192.168.5.5 -M 1350
WARNING: attempt to set TCP maximum 
segment size to 1350, but got 1281

Client connecting to 192.168.5.5, TCP port 5001
TCP window size: 64.0 KByte (default)

-------------------------------------------------------------------

-------------------------------------------------------------------
[  3] local 192.168.5.237 port 54877 connected 
with 192.168.5.5 port 5001
[ ID] Interval       Transfer     Bandwidth
[  3]  0.0-10.0 sec   105 MBytes  88.2 Mbits/sec

While we’ve covered most of the Iperf supported 
parameters, there are still more readers can 
discover and work with. Using the iperf 
–hcommand will reveal all available options:

C:\Users\Vignesh\Desktop\iperf-2.0.5-2-win32> 
iperf -h
Usage: iperf [-s|-c host] [options]
        iperf [-h|--help] [-v|--version]

-f, --format    [kmKM]   format to report: Kbits, 
Mbits, KBytes, MBytes
  -i, --interval  #        seconds between periodic 
bandwidth reports
  -l, --len       #[KM]    length of bu�er to read or 
write (default 8 KB)
  -m, --print_mss          print TCP maximum 
segment size (MTU - TCP/IP header)
  -o, --output   output the report or error message 
to this speci�ed �le
  -p, --port      #        server port to listen 
on/connect to
  -u, --udp                use UDP rather than TCP
  -w, --window    #[KM]    TCP window size (socket 
bu�er size)
  -B, --bind        bind to, an interface or multicast 
address
  -C, --compatibility      for use with older versions 
does not sent extra msgs
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Server speci�c:

  -M, --mss       #        set TCP maximum segment 
size (MTU - 40 bytes)
  -N, --nodelay            set TCP no delay, disabling 
Nagle's Algorithm
  -V, --IPv6Version        Set the domain to IPv6

  -s, --server             run in server mode
  -U, --single_udp         run in single threaded UDP 
mode
  -D, --daemon             run the server as a daemon

Client speci�c:

-b, --bandwidth #[KM]    for UDP, bandwidth to 
send at in bits/sec
                           (default 1 Mbit/sec, implies -u)
  -c, --client      run in client mode, connecting to
  -d, --dualtest           Do a bidirectional test simul-
taneously
  -n, --num       #[KM]    number of bytes to transmit 
(instead of -t)
  -r, --tradeo�           Do a bidirectional test individ-
ually
  -t, --time      #        time in seconds to transmit for 
(default 10 secs)
  -F, --�leinput   input the data to be transmitted 
from a �le
  -I, --stdin              input the data to be transmitted 
from stdin
  -L, --listenport #       port to receive bidirectional 
tests back on
  -P, --parallel  #        number of parallel client 
threads to run
  -T, --ttl       #        time-to-live, for multicast 
(default 1)b0o   
  -Z, --linux-congestion  set TCP congestion 
control algorithm (Linux only)

This clearly shows how to use IPerf to test the 
network throughput, network delay, packet loss 
and link reliability in a computer.

In this growing world, we have enjoyed working in 
almost all the network based and related tools 
that make your work easy and simple. But it is 
quite astonishing that there haven’t been a 
software or an application that measures the 
network performance at both the ends. 

With iperf and jperf around now, network 
monitoring shall be done with no great pain. It is 
also a noteworthy point that since the 
con�guration is Linux platform based, this 
application suits many of the needs and 
requirements with all the possible tweaks that can 
be made to suit them. 

Added to all these is that this is an open source 
tool which shall be a great boon for the engineers 
who are into network monitoring and that jperf 
creatively helps them to create a GUI based 
graphs that helps them to compare with the 
previous instances.

That is all for iperf and jperf and we shall soon 
meet up with another technical article in the next 
edition soon.

Vignesh



Manojkumar Rajendran

PYTHON
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BBC's 'Monty python', a comedy series, released 
during the late 1960's was a huge hit. The Python 
programming language, released in early 1990's, 
eponymous of the comedy series, turned to be a 
huge hit too, in the software fraternity. Reasons for 
the hit runs into a long list - be it the dynamic 
typing, or cross-platform portability, enforced 
readability of code, or its ability to take the shape 
of a scripting or a programming language, or a 
faster development turnaround.

The power of Python is exploited in development 
of popular web applications like Youtube, 
Dropbox & BitTorrent. No wonder that even NASA 
has used it in space shuttle mission design & in 
discovery of 'Higgs-boson' particles (GOD 
particles). The rich set of modules available in the 
language made the top security agency NSA use 
Python for cryptography. 

Blogger's Corner
Not to mention that giants like Disney, Sony 
Dreamworks have used it in game & movie 
development. Nowadays, given the data is 
becoming "BIG", programmers resort to Python for 
web scraping/Sentiment analysis. Think of 'Big Data', 
the �rst technology that comes to a programmer's 
mind in processing that (ETL & data mining) is 
Python. www.python.org is the o�cial website of the 
language. Check out the 'Success stories' section and 
get surprised over the wide domains/sectors that the 
language is being used.

Learning Python is quite fun. Thanks to its interactive 
console, even a person who is getting his feet wet 
with programming can quickly learn the concepts.
Possessing the features of both the scripting 
language like TCL, Perl, Scheme & a systems 
programming language like C++, C, Java, Python is 
easy to run & code.

Show a Java program and a Python script to a novice 
programmer - he de�nitely �nds Python code more 
readable. The Python script is �rst converted to 
platform independent byte code making Python a 
cross platform one. You don't need to compile & run 
unlike C, C++ thus making the life of software 
developer easier.

The OOP features such as inheritance, polymorphism 
and encapsulation supports reusability as well. 
However, OOP is an option in Python. You can still 
write a simple script to calculate the complex 
Dijkstra's algorithm for mathematical computation 
without using OOP but if you check the PyPI (Python 
Package Index) list of available modules, even the 
Dijkstra's algorithm is available as a module which 
you can plug & play. Such is the comprehensiveness 
of the module’s index.

It can interact with all databases including SQL 
databases such as Sybase, Oracle, MySQL and noSQL 
databases such as mongoDB, couchDB. In fact, the 
'dictionary' data structure that Python supports is the 
ideal one for interacting with noSQL database such 
as mongoDB which processes documents as 
key-value pair.

Web frameworks written in Python such as Flask, 
Django facilitates faster web application building & 
deployment.



Continuous
Connectivity: SkyBender

 

 It is also employed to process unstructured data or 
'BIG DATA' & business analytics. Notable to 
mention are Web scraping/Sentiment analysis, 
data science, text mining. It is also used with R 
language in statistical modelling given the nice 
visualization libraries it supports, such as Seaborn, 
Bokeh and Pygal. If you are used to working with 
Excel, learn how to get the most out of Python’s 
higher level data structures to enable 
super-e�cient data manipulation and analysis.

Companies of all sizes and in all areas — from the 
biggest investment banks to the smallest 
social/mobile web app startups — are using 
Python to run their business and manage their 
data, especially because of its OSI-approved open 
source license and the fact that it can be used for 
free.

Python is not an option anymore but rather a 
de-facto standard for programmers & data scientists.

Manojkumar

Tech-Watch

Call it the new Digital India. The Indian government, with the help of internet service providers, and 
presumably under directives of court, has banned thousands of websites and URLs in the last �ve odd years. 
But until now if you somehow visited these "blocked URLs" all was �ne. However, now if you try to visit such 
URLs and view the information, you may get three-year jail sentence as well as invite a �ne of Rs 3 lakh.

This is just for viewing a torrent �le, or downloading a �le from a host that may have been banned in India, 
or even for viewing an image on a �le host like Imagebam. You don't have to download a torrent �le, and 
then the actual videos or other �les, which might have copyright. Just accessing information under a 
blocked URL will land you in jail and leave your bank account poorer by Rs 3 lakh!

Source - 
http://indiatoday.intoday.in/technology/story/are-you-a-criminal-now-users-may-get-3-yr-in-jail-for-viewing-to
rrent-site-blocked-url-in-india/1/745181.html

Are you a criminal now? Users may get 3-yr in jail for viewing 
torrent site, blocked URL in India
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By Shalini

Co�ee with
GAVS Anchor Team
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Co�ee with

The name ‘Anchor’ is best known for Anchor 
Electricals Pvt. Ltd., and is now a subsidiary of 
Panasonic Corporation.  Anchor’s health and 
beauty care division was founded in 1997.  As a 
part of the $450 million Anchor Group, today, 
Anchor Health and Beauty Care is one of the fastest 
growing FMCG companies. It has evolved rapidly 
to establish itself as a respected oral care and 
personal care brand.

Currently, it has over 4000 distributors and 2 lakh 
retail outlets which has reached every settlement 
with a population of over 10000. Their products 
include Anchor tooth paste and Dyna soaps. Their 
brand ambassador is Sonakshi Sinha (Indian 
actress).

Anchor tied up with GAVS as an investor and as a 
client. GAVS has proudly presented its success 
story to Microsoft on how we were able to 
successfully migrate Anchor’s SAP environment 
seamlessly to Microsoft Azure Cloud since we were 
the �rst few companies to do this activity in Azure.   

Most of the successful people we know are the ones 
who do more listening than talking.  This time, let’s 
get to hear from each successful person in the team.

About Anchor Health and Beauty Care

Meet the Team Members

Karuna was born and raised in the cotton city “Kovai” 
which is famous for its kindness and rich culture.  He 
became an IT professional while the whole world 
wanted to convert the 2 digit year to 4 digits. He 
started his career as oracle DBA and moved on to 
become a business analyst who specialized in 
implementing software for education industry in 
India and the Middle East. 

He then followed by implementing custom ERP 
across various industries. As the learning curve dried 
up, he got an opportunity to drive an SAP initiative 
which eventually became his “passion” and opened 
up a whole new world of thinking, of course the 
German way. Over the past 10 years, he simply 
enjoys resolving business problems by setting up 
business processes in SAP.  

Karuna is married to Gomathi, an M.com graduate 
who sacri�ced her professional life for family, and 
they are blessed with 2 daughters (angels) named 
Priya & Thhiya, aged 7 and 5. Being a �rm believer of 
God, he often goes on pilgrimages, and he loves 
organic farming. He is a big-time admirer of “Kalki” & 
Balakumaran’s written works with “Ponniyin Selvan” 
which tops his list.

Karunamoorthi
Delivery Manager

Anand is a native of Madurai.  His family consists of 
four members - his wife and two sons.  He likes to 
listen to music during his time of rest.  He also likes to 
watch a lot of movies.  Being an ardent Rajinikanth 
fan, he didn’t miss out on the 'Kabali' fever that was 
making a buzz all around the world. Cricket is his 
favorite sport.

Anand Kannan
Delivery Manager
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Anton has 13 years of experience in IT and he has 
worked on multiple SAP implementation, 
migration and upgrade projects in UNIX/Windows 
platforms.

He’s married to Mary Pratheeba who takes care of 
the home department and the kids Livia and 
Roshan have just started their schooling. His 
interest lies over various sports, predominantly 
cricket, football and swimming. He watches a lot of 
movies and likes to engage in social service.

Most of his team members are sports and adventure 
lovers and they have a group called “Football freaks” 
and as a group activity they play football every 
Sunday morning in Besant Nagar (Bessi) and go on a 
trekking and hiking trip once a month.  

It has been 3 years since Ravi joined GAVS.  He likes to 
be �t, electrifying and energetic. He’s passionate 
about �lm making and traveling.  He is great at 
making others happy. He is happy to have made a lot 
of friends in GAVS and he likes to collaborate and 
learn new things.

Anton Joseph
SAP Basis Consultant

Ravi Vardhan
SAP Security/GRC Consultant

Ajay makes a lot of friends and likes to bring a smile 
to the people around. He actively involves himself in 
most of the games and he doesn’t like to sit idle. He 
likes to travel a lot and his favorite destination has 
been the UK .

Ajay Ghose
SAP Basis Consultant

Sudharsan is an enthusiastic ‘Go getter’. He feels 
proud in saying, “God has blessed me with a positive 
attitude which I'm so happy about!” He’s a foodie 
and loves to eat variety of foods. 

The most precious thing in life is his parents who 
come in �rst place in his ‘best friends’ list as well. He 
has got a big list of besties. He doesn't have any 
siblings but he doesn’t feel bad about it as he has a 
lot of sweet cousins and friends. He almost spends all 
his weekends with them.

Sudharsan Rangarajan
SAP FI Consultant

The team calls him as a ‘silent player’ who gets into 
play whenever any problem occurs. He is 
considered to be a savior, as he �xes the issues that 
threaten their productivity. He is married to 
Velvizhi and his son Durgesh has just turned 1 on 
Aug 22. He likes to hang out with friends and 
cricket kills his time during weekends.

Ravindran Shanmugam
Lead Associate - Systems

Gopal, a typical Chennaite, is happily married to 
Purnima and blessed with a son Siddhaarth and a 
daughter Akshara. His Passion lies in Photography, 
covering wedding candid photoshoot, babies’ 
photoshoot (mostly his son and daughter) and 
wildlife photography (not professional yet).

He does a lot of bike riding, and desires to 
complete the Himalayan Odyssey and Leh Ladhak 
ride by 2017. His personal time is spent with family, 
especially with his son who keeps him engaged. 
He ensures he stays connected with all the team 
members both professionally and personally. 

Gopalakrishnan 
Sundarrajan
SAP PP\MM Consultant
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Ajay on behalf of the team writes

 "Don't aim for success if you want it; just do what 
you love and believe in, and it will come 
naturally"  

Keep smiling ...

Message for GAVSians

His love for animals can't simply be described in 
words. He loves snakes a lot!  He wanted to be a 
Zoologist, big-time. It is his dream to visit the Masai 
mara & Serengeti and he is sure of soon making his 
trip.  He spends his personal time by engaging in 
Origami, search about extraterrestrial living beings 
and he is keen to know more about them as he 
strongly believes in the statement, "We are Not 
Alone in this Universe".

Shalini

Praveen is a very focused and a jovial type of 
person.  His family means everything to him. He 
hails from Hyderabad. He certainly misses his 
Hyderabad biryani and Irani tea. He likes to travel a 
lot and Biking is his interest.

Praveen Chilukuri
SAP CO Consultant

Lakshmi hails from Mahanandi, Andhrapradesh.  
He is married to Sudha and blessed with 2 kids 
Praneeth and Charveeth. He has always been 
getting a positive feedback from the team that 
constantly encourages him to be organized and 
motivated.

Lakshmimadhu Yaramala
SAP BW/BPC Consultant

The Anchor Project has not only been helping 
Dharini in honing her technical skills but also in 
furthering her passion for Programming in ABAP.  
She feels happy about being a part of an amazing 
team that has put in so much of hard work and 
made her reassert the fundamental belief that, 
new knowledge gets created through working and 
learning with others. 

The environment in the team is one that values 
inputs from people at all levels and provides a 
process/place for multiple perspectives to be 
applied to complex problems and issues, sharing 
of information, knowledge and experience. 
Dharini feels she has several miles to go….before 
she sleeps.

Last but not the least, she feels indebted to the 
team for having been so kind and considerate to 
this lone developer and the only woman in the 
team.

Dharini Ranganath
SAP ABAP Consultant



By Dharini Ranganath

Selvam Govindarajan
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Selvam Govindarajan works for Zoll Data Systems 
project as Associate Manager at GAVS.  He is 
married and has two kids. His daughter studies in 
the 2nd grade and son in the 1st grade. His father is 
a retired teacher who is his role model. He is very 
passionate about his work and has lots of interest 
in exploring new things. Let’s see what this silent 
performer has to say…….

Five Questions with

What are the top three factors you would 
attribute to your success?

“I feel the top three factors are positive mental 
attitude, good work habits and continues 
improvement of skills.”

My role involves extensive technical assistance and 
organizing the team to e�ectively complete the 
sprint on time.”

What parts of your job do you �nd most 
Challenging?

“Most challenging part of my job is sprint planning 
and execution. In our project, sprint grooming is 
done by the onsite team. So our team needs to 
understand the task well and ask pertinent 
questions.

If we miss something, it will a�ect our sprint in a 
drastic way. So this is the most challenging part of 
my job and I love the challenge always.”

Could you describe one of your typical 
workdays?

“I love the �rst day of sprint. On that day, I will be 
completely involved in sprint planning and spend 
time �nding out what the team's priorities are for 
the sprint, and I organize team schedules around 
the sprint tasks. I do this on the �rst day of the 
sprint so that the rest of the sprint days are well 
organized and this helps avoid surprises on the last 
day of the sprint. 
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“I would say ePCR 6.0 release. We had worked hard 
for two years to release the product and got a 
wonderful appreciation from the client.”

Tell me about a project or 
accomplishment that you consider to be 
the most signi�cant in your career?

“Good friends – Have fun and make new ideas 
always. Boat – Roam around the sea.
Fishing net ;-) “

 If you were stranded on a deserted island 
what three things would you have and 
why?

Always love your work!!  The closer you get with 
the team, the work gets more exciting. 

Message to Gavsians…...

 

Compiled by Dharini

WORK ANNIVERSARY

We extend our best wishes to you on your eight anniversary 
of service.

Sethuraman S B  

Many congratulations to you for completing eleven years at 
GAVS!! 

Uvitha. K Kuppan

Many congratulations to you for completing eleven years at 
GAVS!! 

Seamon Thakkar  

Many congratulations to you for completing eleven years at 
GAVS!! 

Dinesh Kumar K

Many congratulations to you for completing twelve years at 
GAVS!! 

Senthil Kumar Kamayaswami  
We extend our best wishes to you on your twelfth 
anniversary of service.

Rahjesh V.D

Dharini 



By Sourav Bhattachar ya

The Dark Web:
How Deep Does The Rabbit
Hole Go?
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I wouldn’t usually quote history, but bear with me 
on this one.

If you’re confused about who said that, and what it 
means, then let me lend a machete to your 
intellectual thicket. This Benjamin Franklin quote 
gets thrown around quite a bit these days with 
good reason. Ben Franklin essentially said that at 
one point, those who would trade privacy for a bit 
of security deserve neither privacy nor security. 
That being said, this is not a space for a political 
rant but to address one aspect of this erosion. 
Internet surveillance is the harsh reality of today’s 
world. The privacy of your online communications 
in an unprotected environment is essentially 
compromised. Not just that, with the advent of the 
digital age, exchanging data for services, blindly 
agreeing to terms & conditions, owning a plethora 
of devices, and the almost obsessive-compulsive 
need to share everything with everyone are just 
some of the millions of ways we ourselves 
contribute to the erosion of privacy. If only, there 
was a way to curb this relentless invasion of privacy 
and ensure anonymity for one and all.

Enter, The Dark Web. Not to be confused with Dark 
Nets or the Deep Web. Simply put, anything that is 
indexed by the search engines can be considered 
as the Surface Web. The websites we browse each 
day makes up only a small percentage of the 
Internet, e�ectively the surface web. Beyond the 
surface web, 96% of the online content is found in 
the Deep Web and the Dark Web. 

Viewpoint

The Deep Web consists of content that cannot be 
found or directly accessed via surface web search 
engines such as Google and Yahoo. Examples of 
deep web sites include websites that require 
credentials (registration and login), unlinked sites 
that require a direct link to access and sites that are 
purposefully designer to keep search crawlers out, 
and databases - the majority of content in the deep 
web. Beyond the deep web is the Dark Web. The 
Dark Web is a network, built on top of the internet 
that is purposefully hidden. Meaning, it has been 
designed speci�cally for anonymity. The Dark Web is 
only accessible with special tools and software - 
browsers and other protocol beyond direct links or 
credentials. You cannot access the Dark Web by 
simply typing a dark web address into your web 
browser.

Technicalities aside, the Dark Web allows for a much 
higher degree of anonymity on-line. 

Enter into a Dark Web site and you can browse 
the web like a ghost visiting the room, appear like 
a mirage to the machines you are accessing, and 
perhaps, more importantly, be virtually 
untraceable to your host machine.

Add encrypted email and secure web chat & 
telephony such as Skype, and you have a pretty solid 
solution for protecting your privacy online. This sort 
of technology is especially compelling if you live in 
an environment where free speech is restricted and 
anonymity is critical. Many people care about their 
privacy and would like to keep their legal, online 
activity private from surveillance and monitoring by 
third parties, including internet service providers, 
businesses, and governments. 

"Those who would give up essential 
Liberty, to purchase a little temporary 
Safety, deserve neither Liberty nor 
Safety."
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To a privacy activist who vehemently opposes 
intrusion of privacy by any person, government or 
private corporations, the dark web seems like a 
brilliant proposition. The ability to say what one 
wants to say, to do what one wants to do, without 
a Big Brother looking at everything you say or do, 
is exactly what such activists strive for. However, if 
you think that the Dark Web is just a motley 
collection of privacy activists who run around, 
arms waving in the air, crying wolf every time a 
website asks them explicitly for their location, 
you’d be wrong.

Where there are valid uses for anonymity, there 
are also criminals looking to use the anonymity of 
the Dark Web to their advantage, with the largest 
volume of Dark Web sites revolving around drugs, 
Dark Web markets (Dark Web sites for the buying 
and selling of goods and services), and fraud. It 
seems like a pretty bad place. Even though there 
are things such as games that aren't bad, you can 
stumble on things like Sad Satan that contains 
child porn and gore. There's even a blog made by 
a serial killer! Also, because the dark web is so big, 
you'll never know what you'll come across, since 
there may be things there that nobody has 
brought attention to. 

However, while it is very true that it contains heaps 
of illegal and sickening content, it is also capable 
of some great stu�. During the Egyptian 
revolution in 2011 when the Internet was pretty 
much shut o� by the government, people used 
TOR and the Dark Web to communicate with 
people outside of the country and get their stories 
across. The Dark Web also helps people in heavily 
censored countries such as China to freely roam 
the Internet.

In my opinion, the Dark Web is like friction. A 
necessary evil. Sure it can cause problems galore if 
not dealt with the correct way. But, use it well, and 
you can do wonders. In all likelihood, an average 
person will never venture into the Dark Web. The 
Surface Web contains all services the average 
person could ever want. But, if you ever need the 
sanctity of secure communications with true 
anonymity, a level of protection and anonymity 
that the Surface Web can never provide, fret not. 
Everyone has an option to go deep into the rabbit 
hole, where even Google’s spiders fear to crawl.

Sourav



By Vignesh Narayanan

TIRUPATHI-
AN ADVENTUROUS PILGRIMAGE
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It was during mid-March 2016, that we decided to 
visit Tirupathi.  With 6 people, we started to 
Tirupathi during the late hours of April fool’s day 
with another friend joining us in Tirupathi 
travelling from Bangalore. As per the scheduled 
plan, we assembled at the CMBT bus terminus 
where we planned to board a bus to reach 
Tirupathi by early morning, and start our journey 
by foot from Tirupathi to Tirumala, the abode of 
Lord Venkateshwara, with little skepticism as I 
have never been to such long journeys on foot. We 
boarded a bus that took us to Tirupathi at almost 
half past two in the morning. We chose to travel in 
a primitive bus to suit our month-end �nancial 
crunch which costed us Rs. 80/person.

We reached Tirupathi exactly at half past two and 
after getting o� the bus we had to wait for the next 
30 minutes for our friend who was supposed to 
join us there. Alongside were the temple o�cials 
who were about to open the gateway which paved 
the way to the abode of the Savior. 

Since the journey involves one to climb up the hills 
with 2,500 steps bare feet, we had to pack all our 
belongings in a single backpack as it’d be very easy 
for us to carry it all the way.

Travelogue

As we started our travel, I was really stunned to 
witness the enduring grit and perseverance of few 
people who literally bent down and smeared each 
and every step with a bit of a sandal paste all the way 
from the beginning till the end. The �rst half an hour 
was so tough with no mercy to our knees and our 
energy started to drop after 40 minutes. But there 
were innumerable number of shops that o�ered us 
many refreshments for a few pennies, that saved us. 
At the end of the �rst hour we took a brief pause that 
allowed us to breathe a little. 

The vision I had from there was an optical treat; there 
was a beautiful forest that clearly exposed nature’s 
beauty. We were earlier warned of the wild animals 
in and around the place and also about their menace 
in the recent times. We started to march up again 
uninterrupted for the next 30 mins. By the start of the 
3rd hour we reached the �fth hill which happened to 
be the most fascinating one. The scenic beauty, the 
early morning climate and the greenery around, 
literally stumped me as I kept admiring nature’s 
eternal and serene looks. The cold climate encircled 
us with an extremely dense fog which kept 
condensing on the rocks into tiny water droplets.

The �fth and the sixth hills were the real stand-out 
factors as it was craze-�lled, as the rocks on the hills 
were surrounded by small plants that decorated 
them with ‘wonder-like’ blooming �owers. Another 
beauty was the small stream of water that kept 
�owing in between rocks which on reaching the 
road kept going in random paths and would 
sometimes touch our bare feet to give us so much 
pleasure after the tiring four-hill journey.  
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After the sixth hill we had another bunch of steps 
to reach the holy Shrine. We were climbing at an 
angle of almost 80 degrees. With di�culty, we 
moved up to the seventh hill and reached the 
gates of the Lord’s abode where we registered our 
names and proceeded further.

As we were reaching, a friend realized that he had 
lost his wallet which had us run helter-skelter in an 
unlucky search. We then reached Tirumala, where 
we booked 3 rooms for just Rs. 100/- each. At 10 in 
the morning we had our breakfast and got back to 
the rooms. In the meantime, 2 of our friends left 
the rooms to get their heads tonsured. In the 
afternoon, we prepared ourselves for the dharshan 
and started o� at 1 PM. After reaching the temple, 
we were asked to wait in a waiting hall as the 
auspicious time was only after 4 PM in the evening 
and during that time we were supplied with free 
lunch there. 

As the clock struck 4, the gates were thrown open 
and people were allowed to go to the shrine. On 
reaching the shrine, we had a delightful dharshan 
of the Lord that made us feel divine. I have been 
there more than half a dozen times but have never 
relished His beauty as like this. 

The Lord was clad in beautiful attire and was 
completely decorated in �ne, precious gems and 
jewelry which elevated His beauty. No matter what 
he was adorned with, He is always a captivating 
factor to watch out for. Personally I would consider 
the three-minutes we had at the shrine as one of the 
most precious and honorable moments in my life 
and is undoubtedly the most exciting moment of the 
trip.

Later we visited the other shrines and went back to 
our rooms. We packed and left to the nearby hotel 
where we had our supper and started our way back 
to Chennai. We left in a bus from Tirumala and 
reached Chennai at 1 am. This tour was interesting as 
it made me bond very well with my colleagues. It not 
only took us through several breath-taking 
moments, it truly was a divine experience… 

Vignesh



By Sreeja

Dark net –
The Hidden Iceberg 
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“The only way to deal with the Unfree 
World is to become so absolutely free that 
your very existence is an act of rebellion”

“After the 11 September attack, amid all 
that chaos and confusion, a hole quietly 
opened up in American history, a vacuum 
of accountability, into which assets human 
and �nancial begin to vanish. Back in the 
days of hippie simplicity, people liked to 
blame 'the CIA' or 'a secret rogue 
operation.' 

But this is a new enemy, unnamable, 
locatable on no organization chart or 
budget line--who knows, maybe even the 
CIA's scared of them.”

Hello everyone… Welcome to the September 
Pulse.  

In the Sandra Bullock’s cyber action thriller, ‘The 
Net’, she wakes up in the hospital room with all her 
life records erased – she was checked out of her 
hotel room, her credit cards are invalid, her home is 
empty and listed for sale and her Social Security 
number is now assigned to another person. I used 
to wonder is this even possible in real life?  Just got 
my answer…. This and more is possible via 
internet where cyber-gods create, delete, reassign 
and interchange information and records. And this 
is just the tip of the iceberg…. 

This edition of Pulse deals with a sinister and 
singular concept called “Dark net” where you 
navigate to a world beyond Google search and the 
surface web. This week we are going to explore a 
�ction and a technology based book which 
includes Dark Net as the key plot.  We are also 
going to read about an interesting chase game 
that does not play on any rule.  

In ‘Bleeding Edge’ Thomas Pynchon brings us to 
New York in the early days of the internet, not that 
distant in calendar time but galactically remote 
from where we’ve journeyed to since.

It is 2001 in New York City, in the lull between the 
collapse of the dot-com boom and the terrible 
events of September 11. 

(Anonymous)

By Thomas Pynchon

The Reading Lounge
Silicon Alley is a ghost town, Web 1.0 is having     
adolescent angst, Google has yet to IPO, and 
Microsoft is still considered the Evil Empire. There 
may not be quite as much money around as there 
was at the height of the tech bubble, but there’s no 
shortage of swindlers looking to grab a piece of 
what’s left.

The story revolves around Maxine Turnow, a fraud 
investigator who has been hired by her friend to 
make a documentary on budding internet giant 
‘hashslingerz.com’. Over the course of her 
investigation, Maxine becomes entangled in a world 
of Russian mobsters, pseudo-Ma�oso venture 
capitalists, activist bloggers, neoliberal villains, 
mystical bike messengers, and private investigators 
who use their heightened sense of smell to sni� out 
solutions to various mysteries, and a host of 
uncomfortably young cyber geeks who range from 
celebrity impersonators capable of doing anything 
under the sky.  Nearly all of these characters share an 
obsession with money, partying, and the cavalier 
possibilities of the internet. 

With occasional excursions into the DeepWeb and 
the dark net out to long Island, Thomas Pynchon, 
brings us a historical romance mixed with cyber 
thrills in the early days of the internet.

Bleeding Edge 
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How will you react if I told you that there is a 
reference guide for eliminating all your personal 
data from online… to make you an isolated island... 
that you have a choice of being always incognito? 

Disbelief? There is a guide for all this and what’s 
more, it’s a bestseller available in stores!  

In this highly researched book, author Michel 
Bazzell shares the best methods to conceal / 
remove your personal information from the 
internet and databases that store all our pro�les. 
He exposes the resources that broadcast your 
personal details to public view. This book will serve 
as a reference guide for anyone that values privacy. 
Each technique is explained in simple steps. 
Written in a hands-on style that encourages the 
reader to execute the tutorials as they go, the 
author even provides his personal experiences 
from his journey to disappear from public view. 
Much of the content of this book has never been 
discussed in any publication. New ways have been 
identi�ed by the author to force companies to 
remove you from their data collection systems. This 
book exposes loopholes that create unique 
opportunities for privacy seekers. 

When an unsuspecting researcher followed a 
mysterious command on a ‘4chan board’, he found 
himself drawn into a scavenger hunt that led him 
down the darkest corridors of the internet 
stretched across the globe. But in a place where no 
one shows his face and no one plays by the rules, 
how do you tell where the game ends and reality 
begins?

The story started with Kinkle, a 32-year-old PhD in 
cultural studies, when he was glancing into the 
infamous image-sharing board on the website 
‘4chan’ where a curious message snagged his 
attention.  Kinkle had read that the US National 
Security Agency, was actively using ‘4chan’ to 
scout for hackers. 

His curiosity piqued, Kinkle followed the 
conversation as it moved to a math and science 
message board.

Kinkle stared at the message, trying to �gure out its 
meaning. When one commenter suggested opening 
the image in the simple-text editor WordPad, he 
couldn’t help himself. At the bottom of the text, he 
found the following message: TIBERIVS CLAVDIVS 
CAESAR says “lxxt>33m2mqkyv2gsq3q=w]O2ntk.”
And that was a code he thought he could crack!

In real space, Cicada ran from 2012 to 2016, posting 
six complex, cryptic messages posted as a 
recruitment ad for intelligent people.  The ultimate 
outcome of all three rounds of Cicada 3301 
recruiting is still a mystery. The �nal known puzzles 
became both highly complex and individualized as 
the game unfolded. Anonymous individuals have 
claimed to have "won," but veri�cation from the 
organization was never made and the individuals 
making the claim have not been forthcoming with 
information.

Mary Sreeja

By Michael Bazzell

Hiding From The Internet: Eliminating 
Personal Online Information 

The internet mystery that ba�ed the world till date.  

Chasing the Cicada 
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Terrorize the Terrorist
– Use the Dark Web
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Sometime earlier this year, from the darkest corners of 
the internet, about 250 people �red up their 
anonymous TOR browsers, connected to the Dark Web, 
and logged in to an internet relay chat called the 
OnionIRC. Their goal? Nope, not to buy/sell drugs or 
look for illegal weapons. They were there to learn how 
to hack – without getting caught. But not just in their 
own self-interest. No, they wanted to learn hacking for 
a more altruistic purpose. To help Anonymous, the 
hacker group whose reputation has su�ered recently, 
once again become a force to reckon with against the 
might of the militant group commonly known as ISIS.

Since 2011 and the attack on Sony Pictures, together 
with the attention grabbing campaigns against PayPal, 
The Church of Scientology, the Islamic State group(aka 
ISIS) and the Ku Klux Klan(KKK), the number of people 
associated with Anonymous has grown rapidly, and not 
for the worse.

In the years since Anonymous emerged from the 
shadowy corners of the internet, it has morphed 
into a force for good rather than just another group 
of people who hack and steal for fun or monetary 
bene�ts. It has become a social movement, one that 
aims to right wrongs and highlight inequality.

Melange
OnionIRC aims to o�er at least one lesson per week, and 
there is no limit to what type or topic of lessons it will 
o�er. The only topic that is o� limits, is child pornography. 
Over the past year, a lot of media attention has been 
focused on Anonymous campaigns, targeting ISIS & KKK. 
However, it wasn’t all kudos. Anonymous operations 
related to DDoS got a lot of media attention, but it 
painted a false picture of what activism & hacktivism 
really is.

Those behind the OnionIRC believe that the negative 
perception behind Anonymous has been solidi�ed due to 
failed campaigns like Operation ISIS which declared war 
on ISIS but failed to live up to the expectations, and only 
reported Twitter accounts not related to ISIS and then 
carrying out DDoS attacks which lasted only minutes and 
did very minimal damage.

In the light of recent terrorist attacks across the globe, 
where conventional methods of retaliation don’t yield 
tangible results, perhaps cyber warfare is another way of 
ensuring that the deeds of terrorism do not go 
unpunished. If you take a look at the number of attacks 
across the world that terrorist factions such as ISIS are 
responsible for, and compare that with the amount of 
damage that the rest of the world is able to in�ict on them 
in return, the outcome is fairly clear. 

We haven’t made even a remotely signi�cant dent to their 
abilities. In this year alone, ISIS is responsible for attacks 
across the globe that has resulted in the deaths of over 
1200 people, and has left over 2500 people injured. With 
statistics like this, it’s safe to say that conventional war 
tactics & strategies aren’t really helping. 
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This is where the Dark Web can come into signi�cant 
play. A large amount of propaganda is spread through 
the internet using Twitter accounts and various other 
websites. The best way to remove or reduce such 
propaganda is to locate such fake accounts and sites, & 
shut them down. 

It also known that ISIS supporters have been 
attempting to publish sites on the dark web because 
they are less likely to be discovered and shut down. 
While learning the basics of ethical hacking can 
certainly up the ante on the war on digital terrorism, to 
be a true warrior and take on the might of terrorist 
factions with nearly unlimited resources, one must 
become a master in the arts of digital warfare. And 
what better place to learn such skills than the Dark 
Web!

Sure, there are those who believe that the Dark Web is 
all bad. That it’s �lled with drug dealers and scammers 
and illegal weapons buyers who don’t care about the 
rest of the world. But there is an aspect of the Dark Web 
that is overlooked most of the times. The fact that many 
people on the Dark Web are actually talented 
hacktivists and are experts in the black arts of cyber 
warfare.

And truth be told, no one can teach you what they 
don’t know. So, if one really wants to know how to take 
the �ght in a digital world to those who murder and 
hurt innocent people, the Dark Web is the place to be. 
So many battles are fought on the internet. 

While ISIS has used online tools to recruit people and 
become Islamic radicals, clearly Anonymous has touched 
a sensitive nerve. These hackers are ready to do what it 
takes to shut down ISIS’ online operations, and the 
terrorists are obviously not happy. 

So love or hate the Dark Web, but it works outside of the 
traditional rules of combat, and indeed the world. So it 
gives the people on the Dark Web an ability to take on 
ISIS’s digital infrastructure in a way the rest of the world 
cannot.

Sourav



By Anish Sreenivasan

Darknet and it’s Myths
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The Darknet is huge beyond belief and all people there 
are criminals.

First of all, no, the Darknet (respectively Dark Web) isn’t 
called Darknet because a light bulb went fuse. The 
Darknet is a part of the Deep Web and both Webs 
describe networks and websites which are not indexed 
by search engines like Google or Bing. And actually this 
isn’t illegal. These can be private networks or dynamic 
websites which are just created.

Let’s start at the beginning with the so called Surface 
Web. Most of you already do know the Surface Web. It 
contains all websites or sources which are indexed by 
typical search engines such as Google, Bing or Yahoo.

Melange
These can be intranets or government websites (e.g. 
website of the European Union). On such pages an 
internal search function is used and not a search engine 
like Google. Not all of these subpages can be found on 
Google, Bing or Yahoo or other external search engines. 
Actually, most of the Deep Web contains academic 
content which are handled by universities. Also by using 
the search function in a public library you’re already 
scratching the surface of the Deep Web.

Myth 1: The Darknet is the same like 
the Deep Web

Surface Web

Let’s dig a little bit deeper into the happenings. The 
Surface Web is about all the stu�, a search engine can 
�nd. On the contrary, the Deep Web contains all the 
websites and resources a search engine cannot �nd. 

Deep Web

Alright now who turned o� the lights?  The Darknet is a 
small part of the Deep Web which is hidden intentionally 
and which isn’t accessible by standard web browsers. To 
access the Darknet, onion networks are being used.

By accessing the normal internet, computers are 
accessing central servers which display the website itself. 
The Darknet doesn’t contain such central servers. 
Moreover single users pool together and build their own 
network. 

In an onion network the direct linking of sender and 
destination doesn’t work. Instead, data will be moved 
through a series of relays.

These relays mostly do not know the sender who wants 
to open a website nor do they know the 
destination/website (Double-blind strategy). The “Tor 
browser” (The Onion Routing) is one of the better known 
browsers to open websites within the onion networks. 

Darknet
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There are other networks, i.e. I2P and GNU.net. Also 
popular services are o�ering their services here like 
Facebook is represented by the address 
facebookcorewwwi.onion and the German mail 
provider Mailbox.org is o�ering its services as well.t

Because of the latest happenings in Munich, German 
and international news sites jumped on the topic 
“Darknet“. 

They’re reporting that the Darknet is just used for 
criminal activities – which is nonsense. Stolen data, 
terrorist pages as well as child porn (without a link…) 
you also can �nd on the normal Web – without any 
fancy encryption software required. I’m not saying it 
isn’t happening in the Darknet, but it is not the only 
place where it is happening.

Anish

Myth 2: Criminal plots are just hap-
pening within the Darknet

No, it’s not. The Darknet is tiny – compared to the 
remaining Web. While more than one billion websites are 
known within the normal Web, the Darknet contains a lot 
less of them. 

According to internetlivestats.com, about 75% of these 
websites are inactive or yanked. The larger part of it is 
termed as “Deep Web”.

Myth 3: The Darknet is huge!
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