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At this age when there is such strong 

emphasis and focus on smart machines, 

there are few cultural dimensions an 

organization needs, to keep up the pace. 

The first dimension is continuous 

innovation and continuous learning, the 

second dimension is the ability to help 

customers embrace the continuous 

technological advancements, and lastly, 

contextualize what the client wants to what 

the technology can provide. This calls for 

significant amount of adaptability, change, 

and an atmosphere of continuous 

innovation. 

Augmented Reality (AR) is a 

technology that superimposes a 

computer-generated image on a 

user's view of the real world, thus 

providing a composite view.  It simply 

means, a real world environment 

whose elements are augmented (or 

supplemented) by computer 

generated sensory input such as 

sound, video, graphics or GPS data. 

With the focus on enhancing 

user experience and increasing 

business system availability, CIOs 

are mandated to focus on 

solutions that are responsive, 

combined with a proactive and 

predictive ability to address 

unplanned and unexpected 

business disruption.
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Cyber Security 
Maturity 
Models

Cyber Attacks: We continue to 

see a increasing trend in cyber-

attacks in line with the growth of 

new technologies and enterprises 

have none but themselves to 

protect against it . It is so critical 

for the enterprises to device their 

own measures to protect against 

cyber-attacks because any 

tolerance on this front is more 

than a IT issue but may affect the 

very existence and the business 

model of the enterprise.
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3D: DANE-
DNSSEC-DNS

Without DNS the internet would actually 

collapse, DNS is one of the most 

important part of the internet. The 

computers that make up the internet are 

set through large networks connected by 

underground cables or underwater wires 

and are identified using strings of numbers 

called IP addresses.

DNSSEC
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All About Big Data

14

Big Data
Large volumes of data from various 

servers and processors in a company is 

saved in distributed computing locations 

(Data Storage device, cloud etc.) so that 

they can be used for future reference, 

this is called 'Big Data'. Since its 

introduction Big Data has been one of 

the hottest topics for discussion in any 

field as it is an extremely useful 

technology and is a decisive factor for 

the sustained growth of any company.Author:

Aravindh Subramanian
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White Space 
Technology

Feedback and 
Criticism

This emerging technology is quite 

disruptive in terms of affordability 

and wider coverage when 

compared to Wi-Fi. White space 

technology, also known as 'super 

Wi-Fi' is much more efficient than 

Wi-Fi as it can penetrate 

obstructions - it can cover a range 

of about 10 kms, and work through 

buildings and other obstacles like 

trees and hills, and can help off-

the-grid villages.

As human beings, we need to be 

confident and sure of ourselves in order to 

succeed in the world. Yet none of us are 

perfect. 

Terraformed Mars in four stages

of development

18

Terraforming 
Mars

I am pretty sure you would have read the 

news that we humans have deep interest 

to colonize planets across the Galaxy and 

the first step of it is to terraform planet 

Mars. Well just in case you missed it, 

“Terraforming” is a process of modifying a 

planet's atmosphere, temperature, surface 

topography or call it ecology so that it 

resembles our very own planet Earth.
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Business Storytelling - 
The New Wakeup Call

#NOFILTER

Storytelling is a timeless skill and an essential driver for 

change. It starts with a context, enters a detailed content 

and culminates with a climax or a quirky twist. 

‘Dude, an eye for an eye leaves the world blind. You know 

that. So take the high ground. Let it go, ok? We all have 

those moments. We let you, the heart, emotions, thoughts 

and frustrations take control of our mouths and we end up 

saying things we wish we hadn't.

Author:
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Author:
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Srini, our VP - Technology, IP - Architecture, has written about 

Cyber Security Maturity Models, - limitations of policy based 

approach, machine learning approach and the various 

maturity models that help enterprises understand capabilities 

of the solutions they might employ to tackle cyber security 

threats.

Vignesh writes on Big Data; as data sets grow tremendously, 

there is more and more IT investment being channeled to 

managing and maintaining Big Data. The big data buzz is all 

around, it was just a few days ago that I read about the 

improvements it will bring to agriculture. Did we know that a 

third of food produced in the US every year is lost? that's a 

global $ 940 billion economic hit. Data analytics can bring 

massive improvements to this scenario, and ditto to all other 

industries as well, wouldn't it?

Anish chose to write about the subject closest to his heart - 

Terraforming. Most of us grapple with the idea, we don't know 

if it is entirely feasible, but I am in awe of visionaries like Elon 

Musk, and write we must, about altering the environment of 

extraterrestrial worlds, it might be all we have to fall back on, 

with Earth having to go through all strain and stress of 

modernization.

Everything I read on white space technology makes me 

believe that the technology can be a white knight for rural 

development – access to education, healthcare, collaborating 

learning, researching, etc., can bring huge political, economic 

and social improvements.

Teri from our Denver office has written about feedback and 

criticism.  With our insatiable appetite for praise in this world 

of high expectations, feedback and criticism needs sensitive 

handling.  Teri explores the complicated balance of open and 

transparent communication and trust that is needed in the 

give and take that can take us from 'good to great'.

Sreeja writes about Business Story Telling and branding.  A 

good story has become the center stage for brands as 

consumers are having to go through a plethora of choices, it is 

often a collision between ideals and fiscal realities.  Consumers 

need that strong and wholesome convincing story that they 

can relate to.

Sourav writes '#nofilter'; he is on a rollercoaster being truthful 

and giving up on 'political correctness' and says 'Stop 

censoring yourself. Free your mind — free your stories — free 

your words.' 'people are adult enough to choose what they 

want and don't want to hear', so they are... we are all products 

of what we choose to believe and accept.

Hope you enjoy this edition. Happy reading…

If you would like to contribute to enGAge, please write to 

marketing@gavstech.com

Formerly published as PULSE, let me introduce the magazine 

again – rethought, redesigned and renamed; from this April 

issue, we bring you GAVS enGAge.  As always, we want this to 

be a meaningful set of articles to you, and we hope our choice 

of technologies and org-culture topics makes it a relevant and 

significant read for our discerning audience. 

enGAge hopes to bring substantive discussions on 

technology.innovation.culture month after month, and we 

invite readers to collaborate with us on articles and topics that 

you believe should be written and read about.  We strive to 

enGAge with you, and have you as part of the magazine, as 

technology, innovation and culture help us deliver new stories. 

The magazine must serve as a platform for trust and 

partnership between you and GAVS.

In this transitional April issue, Our CDO, Balaji Uppili writes on 

building SWAT (Smart, Hardworking, Articulate, 

Technologically curious) at GAVS – he writes "as we compete 

with the goliaths of IT industry to hire incredible, extraordinarily 

smart people, we realized we needed to zero in on hiring 

exactly what we are looking for.”

Arup Gupta, Strategic Advisor at GAVS brings us some 

valuable insight on 'Improving User Experience Thru Smart 

ITSM Tools', he believes 'it is essential to provide a seamless 

and enjoyable experience to the users when they are requesting 

a new service or are simply reporting a problem.’

Shalini writes on Augmented Reality - its power and huge 

appetite to transform businesses, and our guest writer 

Aravindh, who is a Chair Member of NCDRC, wrestles with the 

security challenges of DNS and talks about DANE taking TLS 

authentication to greater levels using DNSSEC.

Editor's Notes 

By Bindu Vijayan
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Building SWAT 
at GAVS

At this age when there is such strong emphasis and focus on 

smart machines, there are few cultural dimensions an 

organization needs, to keep up the pace. The first dimension is 

continuous innovation and continuous learning, the second 

dimension is the ability to help customers embrace the 

continuous technological advancements, and lastly, 

contextualize what the client wants to what the technology can 

provide. This calls for significant amount of adaptability, 

change, and an atmosphere of continuous innovation. 

GAVS grows finding stronger footage in the technology space, 

and as we compete with the goliaths of IT industry to hire 

incredible, extraordinarily smart people, we realized we 

needed to zero in on hiring exactly what we are looking for.  

Great cultures are built by healthy work ethics and a highly 

efficient work force, we mulled over a lot of attributes to 

describe what we want in every GAVSian – ambitious, 

energetic, smart, among others wrestled to make it to our list, 

and after many brain cycles and time intensive exercises we 

finally zeroed down to SWAT. SWAT does not get constrained 

by hierarchies or departments, it is mostly boundary less and 

progressive, and very contextual to the customers.

SWAT creates our hiring profile at GAVS;

S  – Smart

W – hardWorking

A  – Articulate

T  – Technologically curious

Every leader takes personal responsibility for the hiring at 

GAVS to ensure that our hires as well as talent within align with 

values and culture. We believe they are the foundation of our 

organization, and we are looking for right fits with regards to 

values, demeanor, motivation levels and so on.

Our SWAT demands a specific high-energy, highly driven 

talent, and each hire is expected to be additive to our culture; 

every new hire would strengthen our culture manifold. That's 

the passion and drive we are seeking in every GAVSian. We 

aim to bring in lateral thinking and collaboration within the 

teams with the ability to supplement each other for effective 

solutioning and evolving solutions for the customer. There is 

equal emphasis on articulation, adopting or embracing new 

technologies and helping each other. 
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As a trend, top performers seek out other top performers and 

we believe wrong hires who come in to work just 'to punch in 

and punch out' will get weeded out by the system itself as they 

would not be able to sustain in the highly driven environment, 

it would intimidate the low performers.  The facets of SWAT 

address the ever-growing technology progression. SWAT also 

helps us differentiate ourselves with the rest, we stand out 

owning GAVS' cultural attributes.  All facets of SWAT are 

prominent - being smart, being boundary less, selfless and 

taking on newer challenges and areas of opportunities are 

embraced.  We encourage our talent force to take on 

responsibilities not core to their skill sets, brand new things 

that demands spending effort and going that extra mile, and 

then adopting that change to build very disruptive solutions.

If we look all around, we see new IPs and patents that are 

being created, that come out from a fantastic culture, and at 

GAVS we want to provide that environment. Our strategy is 

driven primarily by a SWAT set of people within. The ideal state 

would be for everyone in the organization to be SWAT and 

contribute to the goals we have set for ourselves with regards 

to being smart machine and IP led infra company. 
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Let each one of us at GAVS make it our individual responsibility 

to embrace, onboard and integrate the new SWAT talent 

coming in, and ensure they are successful at GAVS.  Let us 

consciously work on leveraging their expertise and experience, 

and consciously make it happen for every new GAVSian.

Finally, it is important that every one of us within GAVS not 

only embrace our SWAT quotient, but we should work on 

raising our bars with regards to technology, communication, 

customer connects and people engagement.

SWAT is an ongoing process and there is no limit to how we 

can continuously exceed our own standards in various aspects.  

It is mandatory for every GAVSian to look for SWAT in 

themselves, and in the people we hire, to make SWAT 

mainstream.



Improving User 
Experience 
Thru Smart 
ITSM Tools With the focus on enhancing user experience and increasing 

business system availability, CIOs are mandated to focus on 

solutions that are responsive, combined with a proactive and 

predictive ability to address unplanned and unexpected 

business disruption. In addition to automating areas like 

standard implementation, procurement, password 

maintenance, request management and provisioning etc., it is 

essential to provide a seamless and enjoyable experience to 

the users when they are requesting a new service or are simply 

reporting a problem.

The ITSM solutions from the offshore vendors are using the 

latest technology available or are integrating with the latest 

technology features including cognitive intelligence and 

machine learning to provide improved user experience that 

not only improves the communication across management 

and teams, but also provides valuable management 

information including targets and service criteria that can be 

measured.

In the last few years, most organizations have adopted cloud 

based solutions including deployment of ITSM tools in a cloud 

environment. While most ITSM tools from offshore solution 

providers are cloud enabled, the SaaS delivery method alone 

does not provide improved user experience.

We now analyse the features that the Offshore IT Solution 

Providers are building into their ITSM tools to provide 

improved user experience:
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Integrated Service Platforms: The ITSM tools usually have 

different sets of applications for IT and the user groups, but 

with strong linkages between the two sets of applications for 

areas like service requests, service provisioning, proactively 

monitoring user environment and capturing end user 

feedback. While each set of applications caters to improved 

user experience of their respective user groups, it is the real-

time linkage between the two sets of applications leveraging 

latest advances in technology like cognitive intelligence and 

machine learning that provides an integrated service 

platform.
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Cross Platform Availability: As most of the business users 

today are constantly travelling and need to work seamlessly 

across different devices, most ITSM tools have all their 

features available across different devices including smart 

phones.

Personalization: Most ITSM tolls, leveraging the 

underground technologies of cognitive intelligence and 

machine learning, are capable of not only analysing user 

preferences, but can predict user behaviour and advise IT to 

take certain proactive steps. For example, the ITSM tools 

from offshore solution providers can indicate to IT which 

pages may have maximum hit during the President’ address 

to the Nation, so that IT can take necessary proactive action 

with help of the ITSM tools to avoid any degradation in 

response time.

Collectivisation: The ITSM tools can use the aggregated 

information and real time interaction with the social media 

to predict collective behaviour of certain groups of users 

and advise IT to take proactive steps to avoid any disruption 

or degradation of service.

Communication: Leveraging the underlying social media 

interfaces and its own cognitive intelligence and machine 

learning abilities, the ITSM tools act as an effective 

communication platform not only between user 

communities and IT, but also between various user 

communities.

In summary, the ITSM tools from the offshore specialty 

vendors in D2E’ partner network, not only aim to automate a 

huge percentage of work that is being done manually, but also 

aim to improve the user experience by an order of magnitude.



Transforming 
Business 
Through 

Augmented 
Reality

Augmented Reality (AR) is a technology that superimposes a 

computer-generated image on a user's view of the real world, 

thus providing a composite view.  It simply means, a real world 

environment whose elements are augmented (or 

supplemented) by computer generated sensory input such as 

sound, video, graphics or GPS data. This augmentation takes 

place conventionally in real time with environmental elements, 

such as sports scores on TV during a match.  AR is “inserting 

additional information into the field of view.”  Google Glass, a 

wearable computer with optical head-mounted display, is a 

perfect example.

Virtual reality replaces the real world with a simulated one, 

whereas, AR is a 'dream come true' kind of experience which 

brings out the components of the digital world into a person's 

perceived real world.  AR, which has been around since the 

late 1960s, has long lived in the shadow of virtual reality (VR). 

Major technology companies have been making significant 

investments in VR — consider Facebook's acquisition of Oculus 

Rift, or Sony's PlayStation VR launch.  While VR transports us 

to a new virtual world that provides unique immersive 

experiences, AR brings these experiences to the world we 

already inhabit.  Advanced AR technology is the addition of 

computer vision and object recognition.  The information 

about the surrounding real world of the user becomes 

interactive and digitally manipulated.  A construction worker 

surely knows how beneficial an AR helmet which displays 

information about the construction site could be.

A peek into the AR history:  Boeing researcher Thomas Caudell 

coined the term 'Augmented Reality' in 1990 to describe how 

the head-mounted displays that electricians used when 

assembling complicated wiring harnesses worked.  The first 

commercial application of AR was the yellow 'first-down' line 

that began appearing in televised football games, sometime in 

1998.  Today – Google glass and heads up displays in car 

windshields are the most well-known consumer AR products.

The applications of AR in various fields of work:  The Military 

used it for training its militants with machine vision, object 

recognition and gesture recognition technology.  Companies 

like Boeing, BMW and Volkswagen were known for 

incorporating this technology into assembly lines for 

monitoring process improvements.  In the workplace, AR 

enabled labels were used to display on parts of a system to 

clarify operating instructions for a mechanic performing 

maintenance on system.  AR is becoming the backbone of the 

education industry where apps are being developed which 

embed text, images, and videos, as well as real–world 

curriculums.
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AR enables video game players to experience digital game 

play in real world environment.  When Niantic released the 

notable record-breaking Pokemon Go game, which is best 

described as a location-based game, players used their 

smartphones to locate Pokemon characters everywhere 

around. 

How AR apps work?  AR apps are written in special 3D 

programs – developer ties the animation or contextual digital 

information in computer program to an AR marker in the real 

world.  When the AR app or browser plug-in receives digital 

information from a known marker, it begins to execute the 

marker's code and layer the correct image(s). 

Augmented Reality can be used on all screens and connected 

devices:  Through mobile devices like smartphones and 

tablets; through the viewer you can see holograms and 

manipulate 3D models. On PC and connected TV players, AR 

works through a webcam and relayed through the screen. On 

head mounted displays, glasses, and lenses, AR becomes a 

part of the entire field of view, making for more life-like 

experiences.

AR is now an advanced interaction framework that is moving 

from a simple visualization tool to an immersive, interactive 

medium.  Today, can you imagine a life without your 

smartphone?  Never, at least not after experiencing its endless 

convenience.  Information is everywhere and nowhere.  Every 

time you need some information, all you do is take out your 

phone, open the browser, type-in your search, browse the 

results and claim to have all information on your finger-tips 

but wouldn't it be better to just look at something and see its 

information appear next to it?  That's the difference AR will 

make in a few decades.  Yes, it's going to add a layer of 

information on top of everything in front of your eyes.  Soon, 

all of us will walk in with our wearables, just like the 

smartphones and would any of us want to see the same 

environment with it? Definitely not! 

In the brave new world of augmented reality, it's even easier to 

get the extra information automatically. That means the 

portable computing device needs some automatic way of 

finding out where you are or what you're looking at—a 

problem known as tracking.  The simplest form of tracking is 

for the device to use GPS (or some other satellite navigation 

system) to figure out your position automatically.  There are 

two different solutions known as marker-based, something like 

a small printed, two-dimensional barcode (also called data-

matrix code) next to each item on display; and marker-less 

tracking in which some kind of pattern recognition or feature-

detection system tries to identify.

How simple can this experience be?  By making you wear 

glasses that have tiny video cameras in them, which will see 

the world on your behalf and livestream it. You could run 

around the whole day and never notice the difference 

between wearing these glasses and not wearing them: the 

glasses show you an exact replica of what your eyes would see. 

They'd contain software, sensors, a compass and small digital 

projectors which display images onto real world objects.  

However, the advantage of having glasses is that now we can 

add software intelligence to them. These glasses can recognize 

an object in front of our eyes using image recognition 

software, search the Internet for information on that object 

and add it to the image display you see. The process of 

"recognize, search, add" is almost instantaneous. One can 

immediately see the value of augmented content. 

How can AR transform the IT business?  There's a huge 

appetite for well-designed AR apps.  An improved customer 

service can be provided with less effort where an AR app can 

replace the first line support provided to the customer.  Instead 

of developers providing vast documentation based on the 

historical data and trends, an AR app can guide the 

application's end user in fixing an issue or installing an 

application.  Imagine a virtual walk-through on any new 

application or installation.  The same can be used by the peers 

in an organization to help each other with virtual walk-

throughs that could save time and resource.  Adding a clear 

call-to-action and using an existing Augmented Reality viewer 

can do it all.  The virtual layer can provide a platform that 

allows improved communication, deeper engagement, and 

better personalization. As a result, brands deploying AR 

effectively will be able to provide differentiated interactions 

with physical products and customer experiences that seem 

richer than the ones provided by their competitors.

Reference:

http://whatis.techtarget.com/definition/augmented-reality-AR

https://en.wikipedia.org/wiki/Augmented_reality

http://bigthink.com/hybrid-reality/the-pleasure-and-danger-

of-augmented-reality

http://www.explainthatstuff.com/how-augmented-reality-

works.html
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3D: DANE-
DNSSEC-DNS

DNS (Domain Name System)

Without DNS the internet would actually collapse, DNS is one 

of the most important part of the internet. The computers that 

make up the internet are set through large networks 

connected by underground cables or underwater wires and 

are identified using strings of numbers called IP addresses. As 

most of us lack the mental capacity to sort through and retain  

hundreds of numerical series, DNS is used to translate actual 

name into numbers.

How DNS works

In a domain name, say for e.g. you enter the URL 

www.example.com. Any URL is always followed by a dot at the 

end of the domain name that we do not type or see. So, when 

we type www.example.com and as we are taken to the 

example page, the URL is actually www.example.com. Next 

time you type something, check on this. That dot at the end 

represents the root of the internet's namespace - the root.

Why is this so important?

Because, this - the dot - is where it all begins. When you first 

search something, your browser search, and your operating 

system, will first determine if they already know what the IP 

address is. It could be on your computer or it could be in 

memory, the cache. Now, if the browser and the operating 

system does not know the IP address, then the Operating 

System is configured to ask a Resolving Name Server for IP 

addresses it does not know.  The Resolving Name Server is the 

workhorse of DNS look up.  It is either configured manually or 

automatically within your Operating System. Your Operating 

System asks or queries the Resolving Name Server which may 

or may not have IP address in its memory or cache. The only 

thing that all Resolving Name Servers should know is where to 

find The Root Name Servers that is the enigmatic dot that 

appears at the end of every domain name you type on the 

address bar. The Root Name Server directs you to find the 

Com Name Servers. The Com Name Servers are the Top Level 

Domain Name Servers or the TLD Name Servers. The 

Resolving Name Servers takes all this information from the 

Root Name servers and puts it in cache and goes directly to 

the com TLD Servers. When the Resolving Name Servers 

queries example.com the TLD Name Servers respond by 

directing towards the example.com Name Servers.  The next 

set of name servers are the Authoritative Name Servers, the 

ANS.  So, how did the com TLD Name Servers know which 

Authoritative Name Servers to use?  They know this with the 

help of a Domain Registrar.
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Every time a domain is purchased, the Registrar is told which 

Authoritative Name Server that domain should use. They know 

to find the organization which is responsible for the top level 

domain, the registry and tell them to update the TLD Name 

Server. So, the Resolving Name Server takes the response from 

the TLD Name Server, stores it in cache, and queries the 

example.com Name Servers.  At this point, the Authoritative 

Name Servers will direct the browser to the IP address.  The 

Resolving Name Server takes this information from the 

Authoritative Name Server and puts it in cache, and gives a 

reply to the Operating System.  The OS then gives this to the 

browser, and the browser then connects to the IP address 

requesting the web page 'www.example.com.

A complex process indeed, that gets completed in less time 

than the time you take to blink! The DNS was designed to 

work extremely fast and efficiently. It is an integral part of the 

internet.  If anyone were to dramatically change or filter any 

part of the DNS process, it could lead to disastrous results.

This integral part of the internet, DNS is vulnerable – and it 

cannot be completely trusted as it has had no improvements 

since 1983 even though the usage of functionality and quantity 

has widened.

Besides, Security fails with Opportunistic Encryption which 

leads to unauthorized and compromised certificates, Man-in-

the-Middle attacker may downgrade session to non-TLS at the 

time of email communications. 

Hackers can intercept TLS communication by mapping 

certificates from the way of MITM and improper configurations 

accepts self-signed certificates.

DANE is a 'vow' technology that has the potential to change 

our present and future. It's a DNSSEC trust scheme for X.509 

certificates provides encrypted email communications. 

DANE – DNS based Authentication of Named Entities provides 

a layered security by fastening the X.509 certificate of a 

website to the DNS. This provides details about X.509 

certificate to the user who can use to validate certificate.

DANE uses DNSSEC  DNS turn into policy channel  DNSSEC 

affix trust layer

What is DNSSEC

Let's presume you want to buy a book online, so you submit 

your credit card information, like you always do. Everything 

seems like it always does, nothing amiss.  What you could be 

seeing on your screen might be set up by a scanner. How can 

this happen? Every computer on the internet has its own IP 

address to save web users from having to remember long 

series of numbers. The domain name system connects unique 

domain names to IP addresses. When you type a web address, 

the computer sends a request to the corresponding IP address 

which enables your computer to contact the server hosting the 

website. The call is passed down a hierarchy of name servers 

until it reaches a server that recognizes the address you want 

to access. Now, normally machines trust the first incoming 

answer.  This means a scanner can bombard the machine with 

false answers, and the result is that you may reach the website 

that looks real, but is in fact controlled by the scanner.  If you 

then enter your credit card information, it may be abused. A 

solution to such fraud is DNSSEC.  DNSSEC will ensure that 

you receive a valid answer from the name servers, and that the 

answer has not been changed along the way. When a domain 

name is secured with DNSSEC all replies to requests for IP 

addresses get a signature. If a computer receives a reply about 

a domain without a correct signature, it rejects the reply.  This 

way you avoid accessing a false website.  DNSSEC secures one 

piece of the big puzzle that is the internet and ensure we 

safely reach the website we want to visit.

DNSSEC - DNSSEC abbreviates “DNS Security Extensions” 

DNSSEC adds security to the DNS by   embodying public key 

cryptography into the DNS hierarchy. When carried out via an 

attack on networks or an ISP's infrastructure, all the entity's 

users are affected. This is often referred to as DNS cache 

poisoning, DNS malware borne attacks, Man in the Middle 

attacks and DNS redirection / DNS spoofing.
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We have tested DNSSEC validation on our resolvers by using 

Bind9, Mozilla, Chrome and Gateway which means our 

Resolvers always validate queries for domains that have been 

signed using DNSSEC. Users automatically benefit as fast as a 

domain is signed using DNSSEC.  Nevertheless, NCDRC 

moving to DANE.

So far techies deploying DNSSEC on their domain names – 

“sign” domain names or ask Registrar for DNSSEC (Enable 

DNSSEC validation on originations/ISP DNS resolvers).  Our 

world really needs lots of DNS Resolvers, and  we need ISP 

about DNSSEC and support on their ISP DNS resolvers.

There has been a lot of debate on DNSSEC vs. Secure Sockets 

Layer (SSL). Both DNSSEC and SSL depend on public key 

cryptography.  DNSSEC deals with “where”, and SSL deals with 

“how” and “who”.

Testing results: Below image explains the process of with 

DNSSEC and without 

NCDRC’s take on DNSSEC and DANE Below image is the proof of concept tested on Mozilla Firefox 

browser with DNSSEC validator

DANE is targeted by Security providers, Government or Private 

Email users with known security needs, Online-Payment sites, 

insurance providers, banks, Enterprises and Internet of Things 

DANE is de facto standard technology. DNS is not secured 

technology but we are still using it instead of moving towards 

DNSSec and DANE.    

References:

https://youtu.be/72snZctFFtA

https://youtu.be/lTABuMxO2AM

http://www.internetsociety.org/deploy360/dnssec/maps/

http://secspider.verisignlabs.com/stats.html
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Cyber Security 
Maturity Models

Cyber Attacks: We continue to see a increasing trend in cyber-

attacks in line with the growth of new technologies and 

enterprises have none but themselves to protect against it . It 

is so critical for the enterprises to device their own measures to 

protect against cyber-attacks because any tolerance on this 

front is more than a IT issue but may affect the very existence 

and the business model of the enterprise. We have seen in a 

recent incident where a cyber-attack prevented a large 

enterprise from performing their very basic business process.

Limitations Of Policy Based Approach: In the past decade to 

mitigate the risk of cyber-attacks, enterprises usually appoint 

security officers and they ensured typical Zero Tolerance 

Policies on their network, applications, processes and people. 

Some of them include:

With these points in mind while the traditional approach of 

policy enforcement mainly through human means still holds 

good as a base protection, but will not protect an enterprise 

from all possibilities of cyber-attack, because the options and 

combinations are so much such that a mere policy 

enforcement will not identify and prevent them.

No access from Home

No external devices at work

No access to Internet at work

No access to production environments from development 

environment

No expose of application APIs outside fire wall…..

Mobility becomes part of enterprise business model such 

that much of the enterprise business is served through 

mobile devices anywhere, any time.

Gen Y work force demand working from anywhere which 

means the access to the systems should also be open from 

any where.

Internet Of Things opens a new set of business 

opportunities at the same time opens up the very micro 

level component of an assembly pipe line in a 

manufacturing plant to the external world.

Social media & crowd sourcing almost becomes part of 

most business processes like CRM, Warranty Management, 

HRMS etc…

Cloud is the enabler that enterprises cannot ignore

DEVOPS model is sweeping the industry such that the 

barriers between the production environment and 

development environment no longer exists

Most of them arrive out of first principles of security and 

quality audits and they continue to be relevant, but some of 

the basic business model of enterprises have changed like the 

ones below;
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Machine Learning Approach:

digital, which means every touch point and navigation across 

the enterprise is handled with some sort of a connected 

device, be it a VPN Gateway, Directory Servers, Access Card 

Systems, Finger Print recognition systems, network devices and 

more.. we are amid massive flow of machine data when it 

comes to tracking the cyber-attacks.

Fortunately, advent of Cloud and its by products like, Big Data 

Storage, Massively Parallel processing frameworks have 

provided an opportunity for enterprises to tackle the issue of 

monitoring the security breaches and also to prevent them. 

This means enterprises adopted the techniques of 

understanding massive flows of machine data from various 

sources and found ways and means to find insights out of 

those data towards possible security breaches and cyber-

attacks.

Machine Learning Approach Maturity Models: To fill in the 

vacuum in the cyber security prevention space as well as to 

help the enterprises, there are several big data and machine 

learning solutions have started come up in the market and 

claim to help enterprises to detect and prevent security attacks 

on them. So naturally enterprises will find them interesting but 

at the same time these initiatives involve cost, effort as well as 

the risk of choosing a solution that may not foresee all the 

possibilities and yet make the enterprises vulnerable.

The following maturity models will help enterprises to 

understand the capabilities of the solutions that they will 

employ to tackle the cyber-security threats.

Level I (Preventive/ Rule Based) : This analyzes the machine 

data based on certain known rules, which may vary from 

industry to industry. For example a finance industry may not 

allow a credit card authentication of the same card within a 

span of 5 minutes from two different geographies of the world. 

Or a healthcare application may not allow logon to a critical 

life monitoring system from a IP address not listed as part of 

known addresses.

The role of rule based approach continues to hold good but 

they are limited to the domain knowledge of the solution 

providers and require constant updates to the rule engine.

 As the enterprise becomes Level II (Predictive/ Supervised Machine Learning) :

based approach prevent attacks from known conditions and 

most times they cannot predict the intent of the user before an 

event has occurred. For example if a rule detects the user 

intention after 4 failed login attempts, what if the user able to 

breach into the network in the first attempt itself.

Supervised machine learning methods come to rescue to 

predict the user intent based on the past training data. This 

technique is highly useful for enterprises in areas like 

predicting the behavior of a customer or a likelihood of 

acquiring or losing a customer. Because this approach is highly 

dependent on the past data, we are already seeing the Online 

Ad Engines exactly bringing the products we look for while we 

are browsing online. In the machine learning world, most 

algorithms like;

 Rule 

Support this technique. This technique will continue to be 

useful for detecting certain known conditions that occurred in 

the past for which enterprise security analysts could clearly 

label them.

But consider the fact that today's hackers are getting 

sophisticated day by day and security attacks come from 

unknown places and in unknown means. This means that it is 

almost impossible to label the security breaches based on 

some indicators.

We have seen that some enterprises are attacked first time in 

their history and yet that one attack will be so devastating such 

that there will not be even another chance for the enterprise to 

survive.

This kind of supervised machine learning can be good in other 

scenarios where by an enterprise lost customers in the past 

and can figure out the likelihood of losing another customer 

and take preventive actions. So software solutions for cyber-

attacks can continue to employ this technique to bring an 

additional level of protection to their solution.
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Level III (Cognitive/ Unsupervised Machine Learning) : 

There is an recent interview of MIT Artificial Intelligence Expert 

Professor Joel Moses such that, Next Phase Of Artificial 

Intelligence is all about Unsupervised Machine Learning. Such 

is the power of this level of maturity.

In the unsupervised model the goal is to identify or label a 

threat without any past labelling, rather it will try to cluster the 

data in a fashion close to the level of human brains but at the 

speed of machine, such that the abnormal patterns are 

detected and security is enforced. Some of the famous 

algorithms for unsupervised learning are:

As you see these algorithms they try to uncover something 

never happened already with the level of intelligence closest to 

human thinking or what we call as artificial intelligence.

Summary:

exclusive, for your enterprise to be effectively immune from 

cyber threats, you need a;

 All the methods explained above are not mutually 

Finally, you will compliment all the above with an Unsupervised 

Machine Learning that will even understand the unknown 

events of the past and yet predict the security breaches. So, 

you can always assess your security defense at what level of 

maturity and take further actions to protect your enterprise.
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Last Saturday morning I woke up a bit late as I had to stretch 

my work hours due to an unprecedented server crash that 

happened the night before. On analysis, it was found there 

were incessant processes that consumed the whole of the 

working memory soon after the server downloaded and 

applied the patches from the SCCM server. So we had to 

rollback those patches and reboot the server as restricting the 

memory utilization of the processes may bog down the 

server's performance in the long run.

We also analyzed the data from the history to check for the 

frequency of the server crashes, to decide if a new server is 

required to avoid such incidents in future. After restoring the 

data we saved those logs and informed the developers to start 

using the server. But I have always wondered why we save 

data which is used very rarely.

A company's data is as important as its assets because they 

can be analyzed at any point of time to draw in conclusions 

that could influence important decision-making. In today's 

world Data analysis is one of the widespread processes that is 

important for any organization to reach their target and to 

sustain the quality of its output.  When you are doing a market 

research or market trend analysis, data is one of the key 

parameters from where you draw conclusions. The more data, 

the clearer your analysis would be.

BIG DATA- What is it?

Large volumes of data from various servers and processors in 

a company is saved in distributed computing locations (Data 

Storage device, cloud etc.) so that they can be used for future 

reference, this is called 'Big Data' 

Since its introduction Big Data has been one of the hottest 

topics for discussion in any field as it is an extremely useful 

technology and is a decisive factor for the sustained growth of 

any company.

In the recently held Google's Cloud Next Conference, Eric 

Schmidt, the Chairman of Alphabet, the parent company of 

Google quoted,'I think Big Data is so powerful that nations  

will fight over how much data matters'. He called Big Data 

'the new oil' and said countries will fight over it in the 

coming days. 'He who has the data can do the analytics 

and the algorithms ... the scale that we talked about will 

provide huge nation state benefits, in terms of global 

companies and benefits for their citizens, and so on.' 
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The rise of Big Data

After the emergence of Cloud architecture that allows 

companies to have their infrastructure in the cloud to 

effectively utilize higher availability, organizations found a way 

to store their important data in highly secured places where 

data availability is a sure thing. The cloud service providers do 

not charge them for having their data in the cloud as it is only 

stored and doesn't utilize any other resources. 

Data Storage and Interpretation Tools

Data interpretation is the one of the most complex processes, 

which is difficult and equally time-consuming one. But we do 

have many tools in the market which can be used for data 

interpretation. Let us see the most commonly used data 

analytics tool, Hadoop. It was IBM's Data storage tool that 

flourished in markets before Hadoop won over people with it's 

high efficiency.

HADOOP DISTRIBUTED FILE SYSTEM- HDFS

It is a framework that stores huge volumes of data in multiple 

hardware nodes or modules which are usually located in 

different geographies to avoid failures due to environmental 

abnormalities.

We all know that Hadoop is generally used to store large 

volumes of data and so it is designed in such a way that large 

volumes of data are fragmented into many blocks and are 

saved in different nodes. The default size of a block is 64 MB. 

The data is distributed amongst the nodes and this can be 

retrieved whenever required.

ROLE OF HADOOP IN THE PROGRAMMING WORLD

Hadoop is extremely handy as they minimize the cost of 

operation and the operating speed is much faster when 

compared to storing data in a local environment. It makes life 

easy for the users, particularly for a Programmer, who starts his 

daily routine by writing down a set of codes that needs to be 

executed on a piece of data. It is mandatory for him to copy 

the data, which is usually stored in a central storage location 

(may be a SAN disk), to his local machine as the command 

needs to be executed locally. This usually consumes significant 

amount of data traffic and the time spent during the data 

transfer also plays a major role as the data is going to be 

huge.

In case of Hadoop, as the whole data is saved in cloud which 

can be accessed from anywhere, the command can be directly 

executed on the data in it. It not only takes much lesser time 

for execution but also consumes less data transfer rate and 

shows improved performance.

NODES

Nodes are storage devices (or data centers) that run on low 

cost commodity devices located in various places across the 

globe. Here there are two types of nodes. They are

    Master Node or the Name Node

    Data Node or the storage node

The Master node contains the meta-data, and the data nodes 

contain the original data. The data which is usually of a huge 

size is subdivided into innumerable data and stored in different 

locales which bear a relation amongst them.  

The data retrieval can be done by retrieving the data from the 

servers and then by confirming it with the data from the 

master node. As said above, if one of the nodes completely 

runs into a problem the data can be retrieved using the 

remaining nodes which contains the replicated data.
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MASTER NODE AND SLAVE NODE

Slave or Data nodes are low cost computers running on Linux 

which has 2 components viz. the Task Tracker and Data Node. 

The data node saves the distributed data that needs to be 

saved in it so that it can be retrieved whenever needed. The 

task tracker takes care of holding the continuity of the data 

and the relationship between the data in two different nodes.

If the data that is to be saved exceeds the current storage 

capacity, the data nodes can be added further to increase the 

overall data storage capacity. This is an added advantage as 

even if one of the data nodes fail, then the data can be 

downloaded from the other replicated node and can be saved 

in another data node which can be introduced into the chain 

to ensure data availability.

But if you take the case of the Master node or the Name node, 

it stores the meta-data of the whole data and it also manages 

the file system space. The name node knows the data nodes 

on which all the blocks for a given file are located in.

The name node is very crucial as it can only help us to locate 

and fetch the correct data which is required. For making the 

name node resilient to failures, the persistent state of the file 

system is stored in multiple filesystems. 

In order to avoid the service disruption due to failures, a 

secondary name node can also be implemented. In addition 

to the copy of the data saved in the name node, it contains an 

edit log file which comes handy when the primary name node 

fails. So in case of a primary name node failure, the secondary 

name node merges the metadata file with the log file and 

becomes the primary node. The main disadvantage here is 

that this uses more storage space and is always run in a 

separate machine so as to avoid service interruption due to an 

event of a complete system failure.

MAPREDUCE- DATA MANAGEMENT TECHNIQUE IN 

HADOOP

What actually happens when  data is subjected to be stored in 

Hadoop Cluster? Who does the act of fragmenting the input 

data? These are the questions that normally arise in one’s mind 

when he/she is introduced to the concept of Hadoop.

The answer to all these questions is the Map-reduce technique 

that Hadoop follows to save the data for retrieval. This 

algorithm explains 2 unique tasks that are performed, one is 

map and the other one is reduce.

MAP- Map converts the given set of HDFS data into multiple 

smaller data and are broken into 2 sets of data which are key 

and value pairs

REDUCE- This processes the data from the map stage and 

reduces it further and stores them in HDFS format in the 

various servers.

During this process, the map and reduce tasks are assigned to 

the servers according to the amount of tasks that were already 

assigned to them.

ADVANTAGES OF MAPREDUCE PROCESS:

Firstly, the map reduce simplifies the process of data 

distribution thereby making it easy for the user for retrieving 

the saved data. In fact it simplifies the overall complexity of the 

framework and also helps in getting the relationship amongst 

the data that is stored in the various nodes.

DATA REPLICATION AND HEARTBEAT:

Once the data is saved in their respective data stores, the data 

gets replicated amongst them so that the data can be retained 

if any of the data centers runs into a problem. It also utilizes 

the concept of heartbeat to check if the data center is still 

working and is available. This is one of the main features which 

makes Hadoop more reliable and stable.

MasterNode SlaveNode SlaveNode

TaskTracker TaskTracker TaskTracker

JobTracker

NameTracker

DataNode DataNode DataNode

MapReduce layer

HDFS layer

16



The heartbeat follows the simple methodology of checking 

whether the data node is still available online for accessing 

data. A preset time interval would have already been chosen 

and whenever this time interval expires all the data centers 

would report back to the name node just like how the hello 

packets work in the case of the routing protocols.

HADOOP IN THE TECHNOLOGY WORLD:

Hadoop has always been a talking point when technologists 

talk about data-its security and availability. The biggest 

advantage in Hadoop is that, since it is an open source 

software this can be used and adapted according to your 

needs and requirement. To top that, it utilizes cloud services to 

store your data and this is really helpful in accessing the data 

from anywhere using all the security credentials that you need 

to know for accessing it.

FUTURE ROAD:

Of late, there has been reports stating that technologists have 

started thinking about technologies beyond Hadoop. It was 

quite evident when the Silicon Angle Media Inc. submitted a 

report which stated that the technologists have started 

discussing more about NoSQL technologies than Hadoop. 

Since then, questions like ‘will Hadoop be able to survive and 

sustain the same position in the coming days?’, have surfaced. 

In my opinion, Hadoop can sustain it’s numero uno position if 

the creators manage to think and act more creatively by 

adopting the latest upcoming technologies and continue 

providing users the best of the best working experience.

SOME OF THE HADOOP APPLICATIONS:

    Microsoft Hadoop Cluster

    Cloudera

    EMC

    IBM InfoSphere

    Oracle Loader For Hadoop (OLH)

References:

‘Hadoop in Practice’ written by Alex Holmes

Quotes from: http://www.recode.net

All images are from GOOGLE
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I am pretty sure you would have read the news that we 

humans have deep interest to colonize planets across the 

Galaxy and the first step of it is to terraform planet Mars. Well 

just in case you missed it, “Terraforming” is a process of 

modifying a planet's atmosphere, temperature, surface 

topography or call it ecology so that it resembles our very own 

planet Earth. 

For the record, this fancy word was coined in a science fiction 

story (Collision Orbit) by Jack Williamson.

Why did we choose Mars?

Although there is a lot of speculation about terraforming – if it 

is required and if it is even feasible. There is an on-going active 

field work which provides a few factors in favour of Mars over 

the other planets.

Considering the solar insolation of Mars is 10^16 W (or) 

10^23J/Earthyear, the surface temperature of Mars is stable, 

which implies all the energy falling on the surface is matched 

by radiation back out in space. In order to increase the surface 

temperature, one needs to reduce the amount of back 

radiation. This can be achieved via the Greenhouse effect. 

Water vapour and Carbon dioxide are good greenhouse 

gases, but are partially frozen at Mar's current temperature. As 

it heats, they will sublime and will lead to a jungle-like runaway 

effect. Studies suggest that a 5C shift in temperature is enough 

to trigger this.But in the meantime, methane and various HFCs 

such as perfluoromethane will have to do.

Terraformed Mars in four stages of development
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Nitrous oxides also work brilliantly, but Mars seems to be quite 

nitrogen poor. We will have to get pretty good at making 

methane from local water and CO2 for fuel, but warming a 

planet will require methane production on a scale comparable 

to fossil fuel burning on Earth.

Converting 1/1000th of Mars' atmosphere to methane would 

be a good start. Energy to do this: 10^16 J (mainly in 

electrolysis of water). This is electrical energy, which is easier to 

come by than rocket fuel. Nuclear power would be the way to 

go, but even solar power could take a decent bite out of this. 

Especially if solar-electrolysis becomes industrialized.

An alternative approach would be to increase the solar flux by 

using giant mirrors. Energy required to launch a mirror to 

Mars-Sun L1 that would increase insolation to Earth levels: 

1017 J. If you have nuclear powered self-replicating machinery, 

you could process a near-orbit asteroid (~200m across) into a 

giant mirror/solar sail, and sail it into position. That would 

reduce energy requirements incurred from building on a 

planet and launching that way.

One more proposed idea would be to dig a few dozen 

enormous holes in the crust to let heat out to the surface. 

Energy required to remove 500km3 of rock with explosives and 

trucks: 1016 J. Drilling deep shafts and setting off a daisy chain 

of big nukes could also do the trick, but would also cause lots 

of radioactive fallout.

It is likely if a few thousand people on Mars can attain self-

sufficiency that many of the above methods and more no-one 

has thought of will be employed to try and warm the 

atmosphere a little. However, a warm atmosphere of methane, 

CO2, and HFCs are still poisonous, even if you can grow a few 

plants outside. Creating a breathable atmosphere would take 

centuries and possibly a gas mask.

The company which would make this feat real:

Elon Musk, an entrepreneur with a spellbound vision is 

supposed to be the mastermind who is likely to make this 

happen. His organization SpaceX conceptualized a project 

“Mars Oasis” to land a miniature experimental greenhouse on 

Mars way back in October 2001. Here goes a small insight into 

SpaceX. The company develops and manufactures space 

launch vehicles with a focus on advancing the state of rocket 

technology. They kick-started by developing two launch 

vehicles (Falcon 1, Falcon 9), a spacecraft (Dragon) and it took 

7 years to build it. On May 5 2012, the SpaceX Dragon vehicle 

berthed with the International Space Station made history as 

the first commercial company to launch and berth a vehicle in 

the ISS.

Interplanetary Transport System (ITS) which was formerly 

known as the Mars Colonial Transporter (MCT) is SpaceX’s 

private project with a goal to design and build a system of 

spaceflight technology and remote human settlements on 

Mars. They plan to achieve it with reusable launch vehicles and 

spacecraft; Earth infrastructure for rapid launch and relaunch; 

low Earth orbit, zero-gravity propellant transfer technology; 

and extraterrestrial technology to enable human colonization 

of Mars.

An impression of the Interplanetary spaceship 

Mission concepts:

Early phase: Musk has mentioned that the mission would likely 

be in phases, starting with the early mission concept of 

sending a smaller crew and use much of the pressurized space 

for cargo.  The first cargo mission of the Interplanetary 

Spaceship would be named ‘Heart of Gold’ and would be 

loaded with equipment to build the propellant plant.

The first crewed Mars mission would be expected to have 

approximately 12 people, with the primary goal to ‘build out 

and troubleshoot the propellant plant and Mars Base Alpha 

power system’ as well as a’ rudimentary base.’ In the event of 

an emergency, the spaceship would be able to return to Earth 

without having to wait a full 26 months for the next synodic 

period.

Before any people are transported to Mars, some number of 

cargo missions would be undertaken first in order to transport 

the requisite equipment, habitats and supplies. Equipment that 

would accompany the early groups would include ‘machines 

to produce fertilizer, methane and oxygen from Mars' 

atmospheric nitrogen and carbon dioxide and the planet's 

subsurface water ice’ as well as construction materials to build 

transparent domes for crop growth.
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(Left to right: ITS launch vehicle, NASA's space launch 

system, Big ben clock, SpaceX Falcon heavy)

The early concepts for ‘green living space’ habitats include 

glass panes with a carbon-fiber-frame geodesic domes, and ‘a 

lot of miner/tunneling droids [for building] out a huge amount 

of pressurized space for industrial operations.’ But these are 

merely conceptual and not a detailed design plan.

Settlement phase: 

While the initial SpaceX Mars settlement would start very 

small, with an initial group of about a dozen people with time, 

Musk hopes that such an outpost would grow into something 

much larger and become self-sustaining, at least 1 million 

people. According to Musk,

Even though this is going to be such a humungous effort, it is 

absolutely inspirational to see a company and its leader who is 

trying to make a myth into a reality

Source and references:

http://theness.com/neurologicablog/index.php/terraforming-

mars/

https://en.wikipedia.org/wiki/Interplanetary_Transport_System

https://www.quora.com/

‘Excluding organic growth, if you could take 100 people at a 

time, you would need 10,000 trips to get to a million people. But 

you would also need a lot of cargo to support those people. In 

fact, your cargo to person ratio is going to be quite high. It 

would probably be 10 cargo trips for every human trip, so more 

like 100,000 trips. And we're talking 100,000 trips of a giant 

spaceship.’

‘Even at a million people you're assuming an incredible amount 

of productivity per person, because you would need to recreate 

the entire industrial base on Mars. You would need to mine and 

refine all of these different materials, in a much more difficult 

environment than Earth. There would be no trees growing. 

There would be no oxygen or nitrogen that are just there. No 

oil.’
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This emerging technology is quite disruptive in terms of 

affordability and wider coverage when compared to Wi-Fi. 

White space technology, also known as 'super Wi-Fi' is much 

more efficient than Wi-Fi as it can penetrate obstructions - it 

can cover a range of about 10 kms, and work through 

buildings and other obstacles like trees and hills, and can help 

off-the-grid villages.  The technology can take broadband 

where it has never been before, and it's contribution to 

alleviate living conditions would be huge. 

What is White Space

White space consists of vacant pockets (of unused frequencies) 

that are available between the licensed parts of the wireless 

spectrum. These unused pockets have been maintained that 

way by the television networks to avoid interference and 

conflicting signals. These unlicensed parts of the spectrum 

were lying largely idle and some shared for uses like window 

remotes, routers, etc.  Earlier when TV got invented in 1940 we 

needed a lot of the spectrum to deliver the TV pictures, and 

TVs used Analogue signals which were large and spaced far 

apart. With cable and satellite coming to use, TV uses very 

little of the spectrum.  These frequencies can carry large 

amounts of data as they are not impeded by huge objects, 

walls, etc.
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WhiteSpace Alliance was established to ‘promote the 

development, deployment and use of standards based products 

and services as a means of providing broadband capabilities via 

WhiteSpace spectrum.’  These standards will ‘enable companies 

to provide broadband connectivity at reasonable cost.’ WSA 

helps ‘to put in place interoperability, conformance, and 

compliance testing to make sure that member stakeholders get 

the needed information & collaborations to succeed both in the 

market place and with regulatory requirements. Interoperability 

specifications will allow multiple vendors to enter the market 

and help to reduce the costs for the consumers. WhiteSpace 

Alliance promotes the use of IEEE, 3GPP and IETF Standards for 

use in the WhiteSpaces.’

Here is what ITU talks about with regards to it's technologies 

and standards- ‘For television white space, the IEEE802.11af 

standard (the latest version of the IEEE standard for WiFi) now 

supports operation within both the UHF and VHF bands. Like 

the UHF spectrum, VHF Band III is also allocated internationally 

for terrestrial broadcasting, and is often used for digital media 

broadcasting/digital audio broadcasting or digital terrestrial 

television. However, the size of the antenna needed to receive 

signals in VHF bands makes them less suitable for use within 

mobile devices. IEEE802.11af can operate in 6, 7 or 8 MHz 

channels, and so can be used in the white spaces created within 

spectrum used by any of the variants of the digital terrestrial 

television standards that are used around the world (for 

example, DVB-T, ISDB-T or ATSC.  The IEEE802.11af standard 

also incorporates multi-user, multiple-input multiple-output 

(MU-MIMO) antenna technology. This technology improves on 

current generation WiFi performance in terms of both the 

quality of radio transmission provided and the channel 

throughput. MU-MIMO technology alters the way in which WiFi 

devices access the available spectrum, since it enables 

simultaneous transmission to groups of devices within a 

network (with current WiFi, devices are served sequentially, so 

throughput and capacity drop as more devices join a network). 

Advanced communication algorithms also enable devices to 

dynamically adapt operating parameters in line with changes in 

channel conditions (which could occur as devices move around, 

and more devices join a network, for example).’

Currently companies who are working together a whitespace 

ecosystem are Microsoft, Samsung Electro, Google, Intel, 

Earthlink, Philips, Dell, HP among others. The time that is 

going to be taken for setting up spectrum databases, frame 

policies for use, and to work out wave interference 

management might prove to be time consuming.  

Governments must license the spectrum and set up 

regulations. Further, in areas where TV digital switch over has 

not been completed, it would prove complicated when 

allocating spectrum for white space technology.  

Commercially, users look for certainty considering the huge 

amount of money invested in mobile networks, and as we 

switch to this technology, operators would look for the same 

kind of certainty to put down investments and secure ROI. 

Organizations working on the technology has come up with 

various solutions – allocate bands for unlicensed use, 

guarantee white space users that bands they use will remain 

available to them or they would be allocated alternative bands 

and so on which gives users rights and regulatory assurances.

Studies prove that 4.5 billion (out of 7 billion) people in the 

world do not have access to the internet; this means more 

than 60% of the world is yet to reach modernization and enjoy 

it's benefits to healthcare, employment, communication, 

business, etc. White space technology offers great benefits to 

rural areas and areas that are not easily accessible.

 Developing countries still have pockets of areas without power 

or connectivity, and because white space power stations can 

be charged through solar panels, the technology becomes 

more feasible cost wise, and the excess electricity can be used 

to power other industries like schools, healthcare, cottage 

industries and so on.  During emergencies and unforeseen 

circumstances like natural disasters the technology can be 

used through ad hoc wireless access points to communicate 

and facilitate relief work.

Currently big players like Microsoft and Google are working 

with white space technology in Africa where only 16% of it's 

population enjoys connectivity.  Microsoft's '4Afrika' program 

aims to connect the entire continent through the technology, it 

currently runs programs in South Africa and Tanzania.  

Similarly, Google has brought the technology to help 10 

schools in Cape Town, South Africa.

Google, among other major players is working towards 

enabling 'dynamic spectrum sharing' even as licensed bands of 

spectrum is protected.  Spectrum being exhaustible, they are 

working on a database for everyone to have visibility to the 

available spectrum, to be able to access shared spectrum 

without interference between multiple users – commercial and 

personal users, and government bodies can all have access to 

the same spectrum, the cost effectiveness of this would be 

humungous.  It is going to be an increasingly busy medium 

that calls for accurate and reliable allocation to avoid conflicts 

between devices tapping in to the same band, considering the 

number of people who are going to use it.

WhiteSpace Alliance (WSA)
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Many politically repressed countries find their voice through 

secret online communities, and find support, relief and asylum.  

There are amazing examples of collaboration and upliftment - 

acid attack victims coming together as a community, women 

suppressed by their religion and governments bringing their 

stories to the rest of the world.  It has brought huge 

improvements to healthcare in remote areas through video 

consultation and remote patient monitoring, telemedicine, etc.

‘Any sufficiently advanced technology is indistinguishable from 

magic.’ - Arthur C. Clarke

References:

https://itunews.itu.int/en/5526-White-spaces-and-dynamic-

spectrum-access-.note.aspx

http://www.whitespacealliance.org/

https://www.youtube.com/watch?v=SofOEsh3BNU

As we get access to these unlicensed airwaves, we are going 

to have new technologies as well that would give rise to newer 

industries and their subsequent growth.  The technology 

would be a white knight for rural development.  It will further 

help bring people together from across the world and impact 

various aspects of life.  With access to education, we are going 

to see a new set of workforce and more and more tech savvy 

people.  Collaborating learning, researching, network 

cooperation and reducing digital divide can bring forth huge 

political, economic and social improvements.  Social and 

political issues have reached the media and garnered world 

support and a collective voice against oppression and 

injustices. 
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As human beings, we need to be confident and sure of 

ourselves in order to succeed in the world. Yet none of us are 

perfect. 

To have or maintain any type of relationship, one has be willing 

to listen to another person’s critical opinions and be willing to 

work towards solutions personally or professionally.

Criticism can be challenging as it brings about improvement or 

change.  There is criticism that can be negative but eventually 

turns out to be positive.  A good example is the anti-trust case 

against Microsoft that started in 1994 and ended in 2001.  As 

part of the settlement, Microsoft agreed to allow PC 

manufacturers to adopt non-Microsoft software.  Microsoft 

changed and is now thriving.

It doesn’t matter whether it is a professor, boss, colleague, co-

worker, client, or someone close to you. When someone 

presents criticism, that person values you enough to tell you. 

 

It is always important to listen as this person is taking the time 

to tell you information that is impairing your future goals or 

your relationship with this person in some way. It took some 

thought and effort on his/her part to tell you.  It would have 

been easier not to tell you and move on.

You have an opportunity to build a relationship with this 

person that is based upon open communication and trust. 

They may be willing to coach you or provide guidance.  You 

may need to learn a new approach or insight that you didn’t 

know before.  Change or improvement is not a bad thing – it is 

really good for you when it helps you achieve your goals or 

create better relationships.

If you have experience giving and receiving criticism, this may 

be easy for you.  It can still be hard as no one wants to fail.  

Just remember criticism is not failure (think of Microsoft); unless 

you allow it to become a failure by doing nothing at all.  It is 

about helping you achieve more or make corrections in a 

relationship.

The book, Good to Great, was published in 2001.  The author, 

Jim Collins, wanted to know if a good company could become 

a great company. His research took 5 years to compare 

companies that did make it and those who did not.  Mr. Collins 

determined the companies who went from good to great had 

made a conscious choice and used discipline to achieve it.  
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Feedback and 
Criticism

By Teri Jones

‘It is not in numbers, but in unity, that our great strength lies; 

yet our present numbers are sufficient to repel the force of all of 

the world.’

Thomas Paine from Common Sense – published January 9, 

1776.
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Rather than examining the criticism that evening, take time 

to do something else rather than dwelling on it.

By sleeping on the matter, it will allow you to look at the 

criticism from a fresh perspective in order to keep an open 

mind.

Take the time for a self-evaluation to see how the criticism 

applies to you.  

Think about the long-term goals that you have. How does 

this fit with those goals?

What can you do differently?

Do you need to change?

If you are having a hard time applying it, ask other people 

close to you to provide an honest second opinion.  

People close to you may be able to guide you on what you 

need to do. 

It is still your choice of how to respond and apply the 

criticism in your life. 

Both Steve Jobs and Bill Gates demanded a great deal from 

their employees.  Both men were determined to make their 

companies great.  Bill Gates memorized employee license 

plate numbers so he could track when they arrived and left 

work.  Steve Jobs gathered the MobileMe team in the Apple 

Campus Town Hall auditorium.  He spent a half-hour 

berating the team:  “You’ve tarnished Apple’s reputation. 

You should hate each other for having let each other down.”  

Some people could not handle their personalities and left 

their companies. Others wanted to work for Mr. Jobs or Mr. 

Gates to achieve their goals – those employees realized 

their outbursts were only from their frustration, not their 

view of them personally.  At the time, none of the 

employees could have known these two companies would 

be considered great at some point. 

Think about what you want – regardless of whether the 

relationship is personal or professional.  What may seem like 

the worst thing in your life at that moment, may not be if 

you do not take the criticism personally. Evaluate the 

situation and try to see their viewpoint.  If the roles were 

reversed, would you agree with the criticism?

You can go from good to great, too, by making a conscious 

choice to listen to feedback and criticism more so than praise.  

Why?  It challenges you to change and move forward.  The 

European Journal of Social Psychology determined through a 

study that it takes 66 days before a new behavior becomes 

automatic.  You will need discipline to help you through those 

66 days.

You should consider the following when you meet with the 

person presenting the criticism:

    Listen without an emotional response to understand their 

    intent.  

    If needed, pretend the criticism is about your child, spouse 

    or best friend as you would want to know the details to help 

    them.  

    Ask for examples.

    Ask how to improve.

    Taking notes or asking for clarification will be beneficial for 

    you to understand this person’s point of view.

    You don’t need to respond at that time.  Let the person 

    know that you need time to digest the conversation.  

    In some instances, you may need to provide a time-frame 

    when you will respond.

    If needed, ask for a second meeting before you respond so 

    you fully understand his/her critique.

It may seem difficult to listen to criticism or perhaps you feel 

what was said was unfair.  Pause for a moment and look at the 

history of two well-known companies:

There will always be times when we can improve.  Learn to 

love change and the fact that you are able and willing to 

adjust to situations.   Be willing to grow by seeking out new 

ideas and learning something new to challenge your mind.

Have pride in the fact that you are able to look closely at 

yourself and that you have the self-confidence to be 

vulnerable with other people.

You have the freedom to do anything you want.  You can do 

anything, once you make the commitment that you will do 

whatever it takes to make it happen.

Evaluate the criticism and how it applies to you:

If you inadvertently hurt their feelings, apologize.

If you are willing to adapt and change, let this person know 

what you will do based upon their critique.

Can you make this situation better? Then tell them how.

If there is an opportunity to compromise, do it; unless you 

want the relationship with this person to fail.  This is your 

opportunity to build a better connection with this person.

If you feel the criticism is unfair, then tell this person why.  

Be open to change and really think about whether or not 

you are correct.  

It will not help you to critique the other person or criticize 

them.  This is about you.

Thank the person who provided the criticism as it was 

intended to help you with your future goals or your 

relationship with this person.  

If you cannot agree, then end the relationship and move on 

rather than resenting this person.  Just be sure this is what 

you want, keeping in mind that this may end all contact 

with this person.

Speak to the person to acknowledge their point of view

and to provide solutions:
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Storytelling is a timeless skill and an essential driver for 

change. It starts with a context, enters a detailed content and 

culminates with a climax or a quirky twist. 

Why do we read books, watch movies, listen to songs, and hear 

about one another’s life experiences?

A story has the power to provide knowledge about how to act, 

and it inspires and motivates one to act. Stories invoke more 

emotion in us than any other form of conversation known to 

man – they surprise us, humor us to delirium, make us weep 

with the bitter-sweetness of pain, encourages us instantly with 

a huge doze of inspiration and motivation. In short, great 

stories stick to our hearts forever. 

The ‘forever’ part is the crucial component that has made 

corporates tune on to this timeless yet classy style of voicing 

thoughts, advertising products and creating a brand 

altogether. Storytelling has suddenly ceased to be a substitute 

of lullaby and is emerging to an industry of its own. 

The Internet Language 

The age of ‘Internet and Beyond’ has changed the way we 

communicate or ideate. This is an era of crispy, bouncy, ultra-

responses loaded with information and humor. Businesses 

are excited than ever before, to speak and write in the internet 

language. They want to share their ideas, content and 

thoughts in Facebook, spread them through twitter and make 

them completely irresistible. The boom of the internet 

language has been one of the major reasons for corporates to 

rekindle story times and making it a more strategic tool for 

business.

Branding Your Way

Today businesses do not focus solely on selling but more on 

branding themselves. Brand impact has become an incredible 

vison and an ultimate goal for every organization – big or 

niche. Story telling has become a center stage for brands to 

step in as today’s purveyors of quality stories and to become 

more pervasive.
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Business 
Storytelling - 

The New 
Wakeup Call

By Sreeja Venkateshwaran

'Great stories happen to those who can tell them' – Ira Glass



Corporate Storytelling

Advertising research reveals emotional responses to an ad 

have far greater influence on decisions than the ad’s 

content 

To narrate an emotionally engaging story is hard and even 

harder is the fact for the brand to expertly convey to its 

audience and strike the right chord. I have put together a few 

of the personal heart whelming and ‘makes you awestruck’ 

moments that corporate storytelling has provided.

Guinness’s Wheelchair Basketball 

The ad featured a group of men playing wheelchair basketball, 

an already inspiring thing to witness. The beautiful game 

progresses, invoking us with thoughts on resilience, 

compassion and community.

At the end, all but one of the men stand up, making you 

realize that the group has chosen to play in wheelchairs with 

their friend so they could all play the same version of the 

game. 

Even though with a clichéd content of how our choices reflects 

who we are, the beer is new and warms your heart.

Nike’s The Chance

Nike cobbles iconic stories to win over their global audience as 

much as they cobble great shoes. But perhaps their best 

approach was their “The Chance” ad, where the story is about 

an aspiring young soccer player in NYC. Narrated by Spike Lee 

and gorgeously filmed, the ad reminds us that there is a 

possibility for every one of us – as long as we persevere, and 

wear Nikes.

Apple’s Your Verse 

Apple’s ‘Your Verse’ is the best form of corporate storytelling 

to date. “What will your verse be?” is the question posed in 

this ad, featuring a voiceover by Robin Williams. With a heart 

touching speech he gave in the movie ‘Dead Poet’s Society’, 

Apple creates a mesmerizing poetry sense onscreen and 

makes you forget you are actually viewing an ad for iPad and 

rather channels you to think what verse will be yours for a 

better world.

Research indicates that 78 % of CMOs think content is the 

future of marketing. And two thirds of marketers think 

branded content is superior to PR, direct mail, and print 

advertising.

In the digital age, a well-crafted story is capable of building a 

brand and getting an audience to connect with your brand. 

Good stories stick to our minds and help us remember ideas 

and concepts in a way that numbers and text on a slide with a 

bar graph don’t. Would you believe that at the core of a $7 

billion brand is a story? The story grossed $2 billion in cinema 

while selling a whopping $5 billion value of merchandise in a 

single year. 

Yes, I am talking about Star Wars – the story of Luke Skywalker 

and his unbelievable journey. The single catch phrase ‘May the 

force be with you’ has acquired an eternal ring to it and has 

passed on to generations with the same fervor and 

enthusiasm.

Simple as it may seem, Star Wars is a creatively crafted legacy. 

The brand had used various cool strategies to incline our 

minds and hearts towards this compelling story.

Create an Identity

Wars fan clans celebrate the 'Star Wars Day' across the 

planet earth  . The date was chosen as a pun of their catch 

phrase 'May the force be with you'.

Touch a Cord - 'Force for a Change', a charity initiative by 

Star Wars parent companies – Disney and Lucasfilm in 

collaboration with UNICEF. It sure touches an emotional 

cord.

Catch with a Catch Phrase – Nearly 4 decades later and 7 

movies later, the force has still stayed with us and not faded 

away. It still nurtures a feeling of goodwill and bring back 

beautiful memories

Get them Nostalgic – Creating nostalgic moments through 

reliving the good old days

 - On May 4th of every year, the Star 

The story and the way it had been infused knowingly and 

unknowingly in our day-to-day lives teaches the businesses 

across the world that story based branding is a force to be 

reckoned with.
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Now... I have not told you a story yet…

A great artist was painting his master piece standing on his 

terrace. The artist stepped back and was reviewing his work of 

art, looking for flaws and improvisations. Lost and engrossed 

in his work, he did not hear his servant coming up to serve 

him with a glass of his favorite drink. The servant saw the 

master and his painting and threw the drink on the painting. 

The once beautiful painting was ruined forever. Furious, the 

artist charged forward to the servant and demanded the 

reason.

The servant calmly told the master. ‘Sir... You were at the edge’. 

The story on a higher level talks about the servant’s common 

sense in saving his master from his demise as he was standing 

on the edge of his terrace.

But the edge has a stronger meaning – if you are at the edge, 

step aside , retrospect and start anew. It is fine if you are 

ruining a few master pieces of your creation. Countering the 

edge, you can create with a new vigor.

Reference:

http://ozcontent.com/blog/best-corporate-storytelling-

examples/

http://www.sparkol.com/engage/8-classic-storytelling-

techniques-for-engaging-presentations/

Storytelling Techniques

Storytelling is a powerful tool that we should harness to 

convey messages strong and to the point.  They should be 

easy to understand, to remember and to retell. The number of 

times your story is retold marks your success.

I have tried to collate few techniques that can help in 

sharpening your act of storytelling

 

Monomyth  - taking the audience through a journey

The Mountain – Showcasing how you overcame challenges 

Sparklines – Narration of lines that cut across hope and 

reality 

In Medias res – Drop your most exciting part at first and 

build the story around your journey 

Converging Ideas -  Weave different shades and shards of 

thoughts to become a complete tapestry of ideas

False Start - Start with feeding the audience’s expectations 

and then bring them to a complete disruption moment. 

This will leave them charged

Petal Structure – Tell stories that are connected to a single 

core. The stories overlap and connect giving you a perfect 

blossom
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‘Dude, an eye for an eye leaves the world blind. You know that. 

So take the high ground. Let it go, ok? We all have those 

moments. We let you, the heart, emotions, thoughts and 

frustrations take control of our mouths and we end up saying 

things we wish we hadn't. But as a human being, it's important 

that you realize the impact your words, even unintentional, can 

have on others. Even in this age of 'saying it like it is', as a 

person you really don't have that luxury if you intend to 

maintain your influence on the team or organization. So cool 

your boots sir.’

‘I know you want to teach that person a lesson. And believe 

me, so do I! But you really don't understand the repercussions 

of what might happen when you go all-out and be yourself. 

That's why I'm here.’

'Um, actually I can! See, that's why they call me…The Brain!!'

‘Oh yeah? Well we'll see about that, Mr. Head Honcho!'
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#NOFILTER

‘Dude, just let it go, ok? It's not worth it. Some other time.’

‘But why? Why should we let it go? Doesn't that person deserve 

it?’

‘Yes. Maybe he/she does deserve it. Heck, I know for sure 

he/she deserves it. But just because they deserve it, doesn't 

mean we should dish it out to them.’

‘Oh good! Another miss-goody-two-shoes? Can you, for once, 

stop being a jellyfish and grow a spine?’

‘Meh, Influence-shminfluence. I want to teach that person a 

lesson. Give him a taste of his own medicine. I've had enough of 

this filter-what-you-think-and-then-speak fiasco. This time, 

#NOFILTER!’

‘Hmm, just because you're the brain doesn't mean you can 

control everything, you know.’

By Sourav Bhattacharya
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Want my opinion? It isn’t rocket science when I say that 

perfection does not exist. And there is no true alignment in the 

world. The haphazardness that makes up our existence is what 

makes it all so beautiful and unique. It is what makes you so 

beautiful and unique. Turn off your filter. Stop censoring 

yourself. Free your mind — free your stories — free your 

words. Face it, you are not going to make every single human 

being on this planet happy. And not everyone is going to like 

you and your words. That is just the hard fact of this life. We 

are not all the same nor do we all like the same things.

Stop thinking about how to phrase a sentence because you 

don’t want to offend someone. That is one person. While 

behind that single person, there could be 100 others who are 

in line for your point of view and can’t wait to tell you how 

your opinion is just so incredibly awesome.

If that has not convinced you to stop self-sabotaging 

censoring your words because you are afraid that someone 

won’t like what you say, I’ll let you in on the big secret about 

people… people are adult enough to choose what they want 

and don’t want to hear. They are free to pick and choose. 

Speak what you want to speak about and let the audience 

choose if they want to listen to you or not. Stop sweating 

bullets over making sure everything so politically correct so 

that everyone is going to like it and no one will be offended. 

You are wasting precious writing time on needless worry. Stop 

worrying about how you will be viewed.

Speak from the heart and don’t spend another second 

thinking about what everyone out there is thinking about you 

or your words. Critics & naysayers are always going to be 

around to tear you and your words apart. Don’t shape your 

story for the ones who don’t see your work as being standard 

and aligned with society, culture, or religion.

Turn off your filter and speak what you want the world to hear.

In case that conversation didn't make sense to you, let me 

elucidate. This is one of the struggles that I go through, literally 

every darn day. A conflict between my heart and my mind, 

and what eventually comes out of my mouth. And by 

analyzing from what comes out of my mouth, you'd get 10 

points for calling me a sarcastic soul with no brain-mouth filter. 

Normally, this is something that happens to everyone. We 

struggle to maintain the balance between what we actually 

feel, what we so desperately want to say, and what we 

eventually end up saying. This, the debate we have with our 

conscience about what should be said and what shouldn't, is 

precisely what can be termed as a brain-mouth filter. Now, 

there are people who don't seem to exhibit any trace of such a 

filter. They always speak their mind, totally oblivious to the 

consequence of their statements. The term 'without a filter' is a 

pretty common one used today to describe a person who 

speaks without tact, seems to blurt out their thoughts or is 

generally seen as very blunt. The phrase comes from the idea 

that your mouth says what your brain thinks without 

consideration to the audience, situation or time. But, being 

frank or blunt does not mean you lack a filter. And no, I'm not 

talking about Instagram!

Lacking a filter is really something different. When someone 

'lacks a filter', it means that they don't give consideration to the 

audience, and often end up saying things that are rude, 

condescending, or downright mean. Telling someone they are 

an idiot during a meeting, making a crass comment about 

another person's misfortune, or cracking an inappropriate joke 

out loud could all fall into this category. People who lack a 

filter often aren't aware that they lack it. They have likely been 

told before, and might even make light of the trait, but 

ultimately, they don't make any changes because they don't 

really see it as an issue. They quickly defend themselves and 

say that this is 'just who they are' or 'how they were raised.

However, in my humble opinion, we humans also worry too 

much about how we are viewed by others. This leads people 

to censor the genuine thoughts that run through their minds. 

The world is so wrapped up in political correctness that it is not 

just strangling the realm of creativity, it also stops people from 

being truthful. Far too many of people hold back from 

exposing their true selves because they worry about how their 

ideas will be taken, who they are offending, or who will actually 

like them. Our mind is sometimes so focused on how our work 

will be received, how our thoughts will be perceived, that we 

allow this detraction to take away from the actual art of 

communicating, leading us to say things which we didn't want 

to say. In the end, we publish a product that we think the world 

wants see instead of what we think the world should see. And 

so we censor ourselves and hold back. Burying our inner spark 

in the sand because we do not believe that the world will 

accept our real and honest 'self'. In our minds, our truest 

thoughts and ideas are not perfectly aligned with the world.
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